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 Diploma certificate and transcript forgery is a serious issue in education. The government 

is still finding the best way to prevent and minimize this issue in the future. The diploma 

certificate and transcript are very easy to duplicate, not only from third parties. Even the 

university can easily produce a fake diploma certification and transcript for their benefit. 

Blockchain technology is a new technology and now can be used to prevent the fake 

graduation documents. This research shows the simulation of blockchain technology used 

(Multichain) for data recording of academic transcript as one of the graduation documents. 

FGD has been carried out by inviting several reputable universities to validate the 

prototype. As a result, the FGD participants validated the prototype and agreed if it 

possible to be implemented in university, especially for recording the academic transcript 

data. Recording the academic transcript on blockchain technology can contribute to 

prevent forgery. 
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1. Introduction  

Diploma Certification forgery is not a new issue in Indonesia. 

Recently, in 2020 as reported from serambinews.com, it involved 

a Rector Candidate from one of Higher Education in Indonesia. A 

diploma certificate is still important in Indonesia for several 

positions. It is easy for university to produce the certification 

without any data validation [1]. This is not a new problem in 

Indonesia. Since 2015, there are many cases of diploma 

certification forgery. Many people got in this case and public 

figure and people in government too [2]. The publisher of this fake 

graduate information can be from a third party or even a legal 

university. 

Looking at this problem, producing a certification for people 

that not even come and study to the university is very easy. The 

information is easily manipulated, and the user only needs to enter 

and create the data without any validation. So, data integrity is 

very important, every process that happens during university 

study needs to be locked, approved, and validated by stakeholder 

inside the university. Any data is not approved cannot be 

processed and every data in the application is immutable and 

unchangeable. 

If this integrity is maintained in University, the graduation 

document will be hard to be duplicated or be falsified. Talking 

about this data integrity, blockchain is a technology that sure 

make this happen, mainly because of the features and capabilities 

of blockchain such as the security, reliability, integrity, and the 

concept of decentralization. Founded in 2008 by a group or person 

called Satoshi Nakamoto, blockchain is very popular and used in 

many areas, not only cryptocurrency [3]. Several studies show 

blockchain technology can be used as technology that can prevent 

the graduation documents forgery [4]-[7]. Blockchain also can be 

combined with IoT (Internet of Things) to support the educational 

systems and create more interactive communication among 

students, teachers, employers, and other stakeholders [8]. Despite 

blockchain's ability and ensuring data integrity, there is still lack 

of research showing how this blockchain can prevent the fake 

diploma and academic transcript. This study simulates the process 

of academic transcript record using blockchain technology 

(multichain). This research used a qualitative method and 

conducted lab as a media to show the blockchain implementation 

on transcript data records. 

This research is continuing from the previous study [9]. The 

previous study discussed about the process and value chain in 

academic transcript. The process was confirmed by all users in 
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Focus Group Discussion. This research will show the simulation 

of data recording of academic transcript in Blockchain 

(Multichain) after all process is done. 

The structure of this paper divided into several sections. The 

first section is introduction, which describes the background of 

the study and the issue or problem discussed and solved in this 

research. The second section is Literature Review which discuss 

about the theoretical background to support this research. The 

third section is Methodology which explain the research design 

and technique used in this research. The fourth section is Result 

and Discussion, which describes the prototype and result of Focus 

Group Discussion. The last section is conclusion as the overall 

information, contribution, and further research. 

2. Literature Review 

2.1. Blockchain in Higher Education 

Blockchain is the concept of a decentralized network and was 

first found in 2008 by a group or person named Satoshi Nakamoto 

[3]. It was first used for cryptocurrency and bitcoin was the first 

cryptocurrency and gained popularity for years by using 

blockchain technology. Since then, blockchain is popular and 

widely used. Blockchain using peer – to – peer ledger for all 

transaction registration. Blockchain is still categorized as a new 

technology but the popularity makes many other fields want to 

adopt blockchain, this mainly because of its capabilities such as 

immutable, unchangeable, data integrity and transparency. There 

are several studies discussed about blockchain technology and 

education, many application proposed such as application to issue 

diploma certificate, student academic transcript, and other 

students track record [4]. 

Blockchain in education field can be found critically 

important because of the asset is student. They need to be 

recognized for every track record they made during their study. 

Not only for the internal university, this data also used by 

government and company [9]. 

Some current applications of blockchain in education such as: 

Open Blockchain for Digital certificate application [10] which 

provide controls to student certificate for storing and keep the 

credential. Also support service application and Earning 

Application which connect between learning and earning [11]. 

2.2. Multichain 

Multichain is a blockchain platform first introduced in [12]. 

Multichain is categorized as private blockchain. Multichain could 

solve privacy problems, and the management of user permissions 

by ensuring all activity and transaction inside the blockchain is 

only visible to the chosen users who have permission. In 

multichain, user will randomly generate their private key which 

has a mathematical public address. 

Multichain can also be implemented for many blockchain 

technology based and successfully implemented agricultural food 

for food tracking, food tracing, and the lifecycle of the food 

production [13]. 

2.3. User Centered Design Method 

User-Centered Design is a methodology that aims to gaining 

deep understanding about the user needs [14]. User Centered 

Design (UCD) can be done by using questionnaires, focus group 

discussions, interviews, paper prototyping, and so on as long as 

users contribute in the process [15]. UCD will engage user closely 

with the project in designing the solution and put the user as the 

center of design. This research using User Centered Design 

Method and several Focus Group Discussion is done for this 

research. 

UCD contains of four phases, they are [16]: 

- Phase 1 is Specify Context of Use, in this phase, observation 

and literature review was carried out to gather the 

requirements. 

- Phase 2 is Specify Requirement, in this phase, after all 

information is gathered, Focus Group Discussion (FGD) with 

users is conducted to specify the requirements and make 

categorization based on the result in the first phase 

- Phase 3 is Produce Design Solution. After knowing about the 

requirements, the design prototype is created in this phase 

and Focus Group Discussion is also conducted to show the 

prototype to users and gather the feedback. 

- Phase 4 is Evaluate Design, this phase is the evaluation phase 

after the prototype is created. This evaluation will involve the 

user as the center of this methodology. 

2.4. Simulation 

Simulation is a process for conducting trials close to the 

actual situation and is often used because they are fast and cheap 

[17]. Simulation is used to ensure the information can be recorded 

in blockchain (Multichain). 

Focus group discussion was conducted by inviting 7 

universities. FGD aims to show the prototype flow simulation to 

the users/participants and get the feedback for future development. 

The overall process of the simulation is shown in figure 2 

below: 

 

Figure 1. Simulation Phase 
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• Transcript Document used for this simulation is the original 

transcript provided from one university, it is used to resemble 

the real condition 

• Analyst essential fields & FGD 1, the important fields were 

discussed in the document transcript and FGD confirmed the 

results with other people who have the same interest. 

• Define essential fields, at this stage a decision has been made 

on which fields are important in this simulation 

• Design and Map the fields. At this stage the fields that have 

been agreed are mapped into the blockchain (Multichain) 

• Record to Blockchain, at this stage all information is entry 

directly into the Blockchain 

• Final FGD, in this process the final data or information 

validation is carried out in the system to ensure that the data 

or information stored is following user needs and has been 

agreed upon. 

3. Methodology 

This research also using User Centered Design (UCD) 

concept and method by exploring the user needs and requirements 

[14]. Using this concept, users will understand the technology and 

the prototype built more easily, and we will easily get what the 

users need the most. We conducted several Focus Group 

Discussion (FGD) to know more about the user needs, by inviting 

7 universities and to validate and confirm the process in their 

universities. 

The research design and simulation steps using User 

Centered Design (UCD) are explained in this figure for more 

details: 

 

Figure 2: Research Design & Simulation Steps 

4. Result and Discussion 

This research is the continue study from the previous research. 

The previous research discussed about the value chain and activity 

process in producing academic transcript [9]. This research will 

not discuss about the process and raw data before the data 

recording (smart contract process), meanwhile, the discussion is 

about the simulation of data record in Blockchain (Multichain). 

The diploma certificate also recorded in this multichain of 

blockchain from previous research [3]. Diploma certificate is 

defined as the asset in Blockchain (Multichain) and this research 

will discuss another asset of graduation document, which is 

academic transcript. 

To highlight the business process of how academic transcript 

is created will be described on figure 3 [9]: 

 

Figure 3: Process of Academic Transcript 

To highlight the application process, can be seen on figure 4: 

 

Figure 4. System Process 

The more detail explanation of each component will be 

described below. 

 

Figure 5: Node 

4.1. Node and Address 

Just review about the Node and Address in the Blockchain 

(Multichain), the node is one private blockchain and many 
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addresses can be created in this node. Every address can have 

several assets, example: diploma certificate, academic transcript, 

achievement certificate, etc. 

The configuration for this simulation using Node name 

“chain1”, version 1.0.9, protocol 10011, node address represents 

the entity (university, student). The more detail is shown on figure 

5. As presented in Figure 5, it is the node used in the blockchain. 

Exhibit at Figure 6, presenting the example of address in 

blockchain node, this address could be represented the university 

or students. 

 

Figure 6: Address in Blockchain 

Once the address is recorded on the blockchain, the user can 

create asset for each address. The Asset for example diploma 

certificate, academic transcript, etc. 

Exhibit at Figure 7 and 8, show the process of data entry for 

academic transcript. 

In this simulation (using as-is Multichain), to process the data 

record into Blockchain (Multichain), the academic transcript data 

is divided into two assets. The first asset describes the student 

general information, and the second asset describe about the detail 

grade and course information. The figure 4 and 5 show the input 

process. 

This simulation is done manually for easy process 

understanding. The first step, user need to ensure the first entity 

(From Address) is the university, then create the asset name (ex: 

TranscriptSeri1). User also need to determine the quantity and 

unit of the Asset. Then choose the address (to Address which 

represent student). The field can be seen on Figure 7. The first 

transcript named TranskripSeri1 

 

Figure 7 (a): Issue Asset TranscriptSeri1 Part 1 

User then need to fill out the fields as the important parameter 

on the academic transcript. For more detail information of the 

fields to be entry. It exhibits in figure 7b. The data is presented in 

Indonesian Language as real data. 

 

Figure 7 (b): Issue Asset TranscriptSeri1 Part 2 

 

Figure 8 (a): Issue Asset TranscriptSeri2 Part 1 

 

Figure 8b: Issue Asset TranscriptSeri2 Part 2 

Based on FGD Result, some fields are important in Academic 

Transcript. The fields are then filled to the blockchain as exhibit 

in figure 5b, all fields on figure 7b presented in Indonesian 

Language as the real simulation: 

- Paper No (No_Surat) 

- Name (Nama) 
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- Student ID (NIM) 

- Date of Birth (Tempat Tgl Lahir) 

- Faculty (Fakultas) 

- Study Program (Prodi) 

- Program (Program) 

- Streaming (Peminatan) 

- Degree (Jenjang) 

- Total Credit (Total Credit) 

 

Figure 9: Asset Created 

Next, on Figure 8a and 8b show the other part of Academic 

Transcript named as TranscriptSeri2 which have the same flow 

with figure 7a and 7b. The data is presented in Indonesian 

Language as real data. 

The explanation of the detailed fields: 

- GPA 

- University No (SK_PT) 

- Accreditation (Akreditasi) 

- Transcript Number (No_Transkrip) 

- Diploma Certificate No (Nomor Ijazah) 

- Course Code (Kode Mtk) 

- Course Name (Matakuliah) 

- Credit (Kredit) 

- Grade 

- Thesis Title (Judul Thesis) 

After the Academic Transcript is created and issued, this 

academic transcript is recorded and cannot be update. Figure 9 

and 10 show the successful of data entry.  

 

Figure 10: Another Asset Created 

Figure 10 is the real example of Academic Transcript 

published from university to students that was successfully 

recorded to Blockchain (Multichain). 

 
Figure 11: Example of Real (Current) Printed Academic Transcript 

The data on the picture was blurred for confidential purpose 
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The simulation and the result are presented to the FGD 

participant on November 5th and 12th 2020. Several feedbacks 

from FGD regarding to the issue of security, training for 

university users, and the data synchronization with government. 

The participants of FGD are from Binus University, Indonesia 

Open University, Darma Persada University, Pelita Harapan 

University, Kalbis University, STP Trisakti, and Universitas 

Negeri Jakarta with all total of 17 participants. 

5. Conclusion 

Blockchain in education is quite popular recently. Blockchain 

in education can be used to validate the data records and asset for 

students such as diploma certificate and academic transcript. This 

paper simulates the application prototype for recording Academic 

Transcript Data to prevent the forgery as many cases happen 

because of fake diploma dan academic transcript. Using 

blockchain technology will ensure the data integrity. The Focus 

Group Discussion gives positive results. All participants agree 

and approved the application. The users also think it is appliable 

to their university, but another improvement needs to be made 

regarding data standardization and infrastructure. Based on the 

simulation, Blockchain (Multichain) is possible to be 

implemented in University for Academic Transcript record. 

The limitation of this research is because this is still in very 

initial stage of development, this prototype simulation is using 

Multichain with no modification and only implemented with one 

node so there is no backup if any error or crash happened. Next 

project will improve this research. 
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