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True Random Number Generators (TRNG) find applications in various fields, especially hard-
ware security. We suggest a TRNG that exploits the intrinsic static stochasticity of Resistive
Switching Random Access Memories (ReRAMs) to generate random bits. Other suggested
designs use stochasticity in the switching mechanism, which requires high precision over input
voltage and time. In the proposed design, the random bits are produced by comparing the
resistance of two ReRAMs in their high resistance states. ReRAM crossbar architectures are
being highly researched, and our design is completely compatible with a ReRAM crossbar. The
design was verified by simulations and testing the output stream using the NIST randomness test
suite. The effect of device-to-device variability was tested on the randomness of the generated
output bit stream.

1. Introduction

This paper is an extension of work originally presented in The IEEE
Asia Pacific Conference On Circuits And Systems (APCCAS 2023)
[1]. Random Numbers find a lot of applications in various fields, in-
cluding scientific simulations and modeling, games, machine learn-
ing, and, most importantly, generating cryptographic keys [2, 3, 4].
Random numbers are generated using specialized hardware called
Random Number Generators (RNGs). There are two types of RNGs,
Pseudo Random Number Generators (PRNGs) and True Random
Number Generators (TRNGs), differentiated based on the principle
of number generation. PRNGs generate random numbers using
algorithms based on mathematical formulae. While PRNGs are
suitable for other applications, they cannot be used for security
applications as they are vulnerable to attacks [5, 6], compromising
security. TRNGs exploit the stochasticity of physical processes,
e.g., Thermal Noise in electrical circuits [7], to generate random
numbers. Since the source of randomness in TRNGs is inherently
stochastic, they, in principle, can guarantee absolute information
security.

Recently, there has been an increase in IoT devices in the mar-
ket, which are small and have a small power budget. Since they
continuously transmit confidential and private information, there is
a need for a robust security system within the devices, necessitating
a suitable TRNG to generate random numbers for encryption [8, 9].
Current TRNG circuits are made of transistors and are based on ther-
mal noise, jitter in oscillators, random telegraph noise, or chaotic

systems [10, 11, 12]. These circuits are bulky, complicated, and
consume a lot of power, making them unsuitable for IoT devices.

ReRAM devices can be used as an alternative to design TRNGs.
ReRAMs are emerging non-volatile memory devices extensively
researched for crossbar architecture. This crossbar architecture finds
applications in non-volatile logic, neuromorphic computing, secu-
rity, in-memory computing, etc. [13, 14]. They consume low power,
are small, are compatible with the CMOS fabrication process, and
have fast switching speeds. They are also inherently stochastic,
making them a good alternative for TRNG circuit design. ReRAMs
exhibit stochasticity in two ways – during switching and the re-
sistance values of the stable states. Many ReRAM-based TRNG
designs have been suggested in the literature before, mainly focus-
ing on switching stochasticity [15, 16, 17]. These designs require
very precise control over voltages and timing, making the circuits
complicated to implement. The variability in the resistance value
can also be exploited to design TRNG circuits. Since they do not
require precise control of input signals, they are easier to implement.
One such design compares the resistance value of two devices to
extract the output bit [18].

We propose a TRNG circuit based on the above principle, im-
plementable in a ReRAM crossbar. This enables in-situ random
number generation for crossbar applications and eliminates the need
for a specialized TRNG circuit. The proposed circuit is simulated
in Cadence Virtuoso™, and the randomness of the output is verified
using the NIST SP 800-22 test suite [19]. We further analyzed the
effect of variation in the statistical properties of ReRAM stochas-
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ticity on the randomness of the output. This paper is organized as
follows. The theory of ReRAM and its stochasticity is explained
in section 2. The simulation setup is described in section 3. The
design and results are discussed in section 4. Analysis of variation
in device properties on output is done in section 5. Conclusion from
this work are presented in section 6.

2. Theory

2.1. Resistive Switching Random Access Memory
(ReRAM)

ReRAM is a two-terminal, non-volatile emerging memory device
belonging to the family of memristive devices [20, 21]. A memris-
tor, derived from “Memory” and “Resistor,” is a two-terminal device
whose resistance equals the total amount of charge flown through
it. Consequently, the resistance of a ReRAM can be controlled by
applying a voltage across the electrodes, and the device can retain
its state until an appropriate voltage is applied to change the state.
ReRAM consists of a Metal-Insulator-Metal (MIM) stack where
the insulator is generally metal oxide. The device works on the
principle of ion migration, where ions migrate through the insulator
from one terminal to the other, forming a conductive filament when
voltage is applied. ReRAM has two states – Low Resistance State
(LRS) and High Resistance State (HRS). The conductive filament,
formed by the migration of ions, provides a path for current to flow
between the filaments, setting the device in the LRS. Switching
from HRS to LRS is known as setting the device, and the voltage at
which it occurs is known as set voltage. The device is reset when it
switches from LRS to HRS; the applied voltage is known as reset
voltage. When the magnitude of the applied voltage is greater than
the magnitude of the reset voltage, the conductive filament is rup-
tured. When the magnitude of the applied voltage is less than the
set or reset voltage, the device retains its state. The I-V graph of a
typical ReRAM device is shown in Figure 1. The state of the device
can be sensed by applying a read voltage less than the set/reset
voltage and measuring the current.

Figure 1: I-V Graph of a typical ReRAM

2.2. Stochasticity in ReRAM

ReRAMs suffer broadly from two types of stochasticity – Dynamic
and Static. Dynamic stochasticity is observed during the switching
of the states, and variability can be observed in switching voltages
and the time required for the device to switch from one state to an-
other [22]. The probability of switching is also random and follows
a lognormal distribution [23]. The switching probability increases
with an increase in programming amplitude and time for which
the voltage pulse is applied. Static stochasticity is the variability
in the final resistance value of the device in LRS and HRS. This
variability closely follows a lognormal probability density function
[24, 25, 26] and hence is modeled as such. The cycle-to-cycle varia-
tion in resistance values and switching probabilities is because the
filament formation and rupture cannot be precisely controlled in
every cycle. The filament’s width and length vary from one cycle
to another. This is more significant in HRS as the filament length,
after breaking, can take up any value as long as it is disconnected
from the terminal. This is observed in the device’s resistance values,
as the resistance variation is much more significant in HRS than
in LRS [18]. The inherent dynamic and static stochasticity can be
exploited to extract random numbers. The time or voltage required
to switch is used in many proposed circuits, but as mentioned ear-
lier, precise control of applied voltage and pulse timing is required,
which makes the design complicated. Extracting random bits using
static stochasticity is easier because the device is in a stable state,
and as long as these states are reached, there is no need for precise
control of the input signals. We exploit the significant variance in
HRS resistance stochasticity in our proposed design.

3. Simulation

The working of the proposed design was verified by simulation,
and further analysis of the variation of device parameters on the
randomness of the output was also done. To simulate the ReRAM
device, we used the Stanford-PKU RRAM Model [27]. The device
is written in Verilog-A and modeled using an internal variable that
corresponds to the length of the conductive filament in a device.
While a device may have multiple filaments between the two termi-
nals, the model uses a single filament, which acts as a cumulation of
all the filaments. The increase in the internal variable corresponds
to the growth of filament, and the decrease corresponds to decay.
The change in the variable is dependent on the voltage across the
terminal. To ensure that the device switches states, the set and reset
voltages are set to 2 and -2 volts, respectively, greater than the set
and reset voltage of the device, and the read voltage is set to 0.5
volts. The switching behavior of the model is shown in Figure 2.

The resistance of the device is dependent on the gap (g) between
the end of the conductive filament and the terminal opposite to the
temperature and is given by (1).

g = L − l (1)

L is the device length, and l, the internal variable, is the length
of the filament. If the read voltage is kept constant for the model,
the device’s resistance is exponentially proportional to g. In other
words, the device’s resistance in HRS increases exponentially with
an increase in g, as shown in Figure 3. A random value of g is
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picked from a normal distribution given by (2) to simulate the cycle-
to-cycle variation in the device’s resistance.
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Figure 2: Switching of the states in Stanford-PKU RRAM Model.
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Figure 3: Relation between HRS resistance and g

µ is the mean of the distribution, and σ is the standard deviation.
The variation of the random values can be changed by tweaking the
values of µ and σ. For the initial simulations, µ was set to 3 nm, and
σ was set to 0.1 nm. Since the device’s resistance is exponentially
related to g, it follows a log-normal distribution when g follows a
normal distribution. The cycle-to-cycle variation of HRS for 10000
cycles is shown in Figure 4 and matches the trend followed by the
device in [18]. To verify the proposed design, we have picked the
same µ and σ for all the devices. The effect of different µ and σ on
the output is studied in section 5.

The design requires other circuit components like switches,
diodes, and a current direction sensor. We wrote Verilog-A codes
for the ideal behavior of these circuits for simulation. The ideal
components help us verify the working of our proposed design with-
out affecting the working principle. The switches were modeled
after transmission gates controlled by an external voltage source.
The diodes have a forward bias voltage drop of 0.7 V. The current
direction sensor is programmed to output 1 when the current is
positive and 0 when the current is positive.

� ���� ���� 
��� ���� �����

��������

���

��	

���

��	

���

��	

��
���

��
��

��
��

��
�

��


���

Figure 4: Distribution of HRS and LRS resistance for 10000 set-reset cycles

4. Design and Results

4.1. Working Principle

The working principle for the proposed design is based on the pro-
posed circuit in [18]. In every cycle, two devices are set and then
reset to HRS. The devices independently acquire a random resis-
tance value from a log-normal distribution. The resistance values of
these two devices are then compared, and the output bit is decided
depending on which of the devices has greater resistance. The resis-
tance value in HRS is used because the resistance variation is more
significant than LRS.

4.2. Single Bit Design

Our primary aim was to propose a design compatible with a ReRAM
crossbar. The proposed design, shown in Figure 5, utilizes a single
column of the crossbar and generates one bit per cycle. The design
uses two ReRAMs (M1, M2) as the source of randomness and one
ReRAM (M3) for bit extraction (explained later). The design uses
transmission gates (T1-T5), controlled by voltage sources (C1-C5),
as switches. The transmission gates connect the devices to different
voltage sources and ground. The design also uses current sensors
that sense the current flow direction. The TRNG operation consists
of the following steps:

1. One terminal of all three ReRAMs, M1, M2, and M3, is
connected to the ground, and the devices are set into LRS
by applying a set voltage of 2 V to the other terminal of the
devices.

2. All three devices are disconnected from the ground. One of
the terminals of M1 and M2 is connected to one of the termi-
nals of M3. The other terminals of M1 and M2 are connected
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to their respective voltage sources, and the other terminal of
M3 is connected to the current sensor.

3. Read voltage of magnitude 500 mV, and opposite amplitude
is applied to M1 and M2 through the voltage sources.

4. The voltage at the common terminal of M1 and M2 is given
by the (3), where R1 and R2 is the resistance of M1 and M2
respectively.

V = Vread
R2 − R1

R2 + R1
(3)

The voltage is positive and negative depending on the resis-
tance values of M1 and M2, and so is the current direction
through the current sensor, given by (4), where R3 is the
resistance of M3.

I =
1

R3
Vread

R2 − R1

R2 + R1
(4)

The current is positive (negative) if the resistance of M1 is
smaller (greater) than the resistance of M2.

5. The output bit is decided by the direction of the current sensed
by the current sensor. The output bit is 1 if the current is posi-
tive and 0 if it is negative.

6. All the ReRAMs are again set to LRS for the next cycle.

Figure 5: Proposed single-bit design which uses one column of a ReRAM crossbar

The working of the circuit can be seen in Figure 6. The gap, g,
and hence the resistance of M1, is lower in cycle one and greater
in cycle two than M2. The current through the current sensor is
positive and negative in cycles 1 and 2, respectively, as predicted.

4.3. Multi-bit Design

The same principle can be extended to multiple columns in parallel
to extract multiple bits in the same cycle. The bits can be read
primarily in two ways. Read voltage can be applied multiple times
while reading from different columns each time. Or, the bits can
be read simultaneously. The second option will consume less time
but require more hardware for parallel operation. For verification
purposes, we read the output from each column one after the other
by applying multiple read signals. The multi-bit design is imple-
mented using a 2x3 ReRAM crossbar and one row of read ReRAMs,
considered part of the peripheral circuit, as shown in Figure 7. The
design produces three bits per cycle.

The main challenge with using multiple columns is the sneak
path current from one column to another, affecting the output bits.
We added diodes in the read row to prevent the sneak path current.
The diodes prevent the flow in the reverse direction because it is
in reverse bias, and since the forward bias voltage is less than the
threshold voltage of the diode, no current flows in the forward direc-
tion as well. The set voltage applied to the read row is increased to
ensure that all ReRAMS are set. The number of bits generated per
cycle can be easily increased by increasing the number of columns.
However, the number of columns will be limited by the maximum
voltage that can be applied as the set voltage for the read row. Also,
multiple applications of read voltages in a single cycle may affect
the result of the later columns as the devices in these columns may
change their state.

4.4. Results and Discussion

Determining the randomness of a sequence of numbers is a chal-
lenging task. Generally, a sequence must pass a set of statistical
tests to be considered random. We use the NIST SP 800-22 [19]
suite of statistical tests to test the sequence generated during the
single-bit and multi-bit design simulations. The suite consists of
various tests, and a p-value is calculated for each test. If the p-value
exceeds 0.01, the sequence passes that particular test. 10,000 bits
were generated; their test results are shown in table 1 for single-bit
and multi-bit. The generated bit stream passed all the major tests.

The results show that our design can produce a sequence of
random numbers. One point to note is the use of ideal switches,
diodes, and current sensors for the simulation. We assume that
replacing the ideal devices with practical ones will not affect the
function of the circuit as long as we ensure that the ReRAMs switch
their states, as the design only concerns the final state of the device.
The practical devices will mainly affect the set and reset voltages
to be applied. This also makes the design immune to variability in
threshold voltage and switching time. This flexibility allows the
circuit to work with any device as long as the device shows variation
in one of the stable states.

The major benefit of the design is that it eliminates the need
for additional circuitry to generate random bits. Whenever random
bits are required, they can be generated in situ by dedicating some
columns of a crossbar for generation. While designing a multi-bit
circuit, the designer has the freedom to choose between the number
of bits generated per cycle and time per cycle, depending on the
constraints.
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Figure 6: Working of the circuit.

Figure 7: Proposed multi-bit design which uses a 2x3 ReRAM crossbar and a row of read ReRAMs.
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Figure 8: NIST Test Results for different values of µ and σ.

Table 1: NIST Test Result for Single and Multi Bit Circuit

Single Bit Multi Bit
Test p-value Result p-value Result

Frequency 0.825 Random 0.355 Random
Block Freq. 0.577 Random 0.356 Random

Run 0.471 Random 0.591 Random
Long Run 0.194 Random 0.932 Random

Rank 0.374 Random 0.368 Random
DFT 0.520 Random 0.710 Random

Non-Overlap Temp. 0.919 Random 0.221 Random
Overlap Temp. 0.603 Random 0.932 Random

Linear 0.609 Random 0.147 Random
Serial 0.236 Random 0.368 Random

Approx. Entropy 0.0177 Random 0.586 Random
Cumm. Sum 0.849 Random 0.651 Random

5. Analysis of Statistical Variation

The output’s randomness depends on the device properties’ stochas-
tic variation. The proposed design involves two devices simultane-
ously to extract the random bit. The statistical parameters for the
random distribution, µ and sigma, were matched for the two devices
to verify the working of the circuit. It is also essential to see the
effect on the output’s randomness if these values are mismatched for
the two devices. This analysis is critical to understanding the limi-
tations of the circuit design because of device-to-device variation
during fabrication. Bits were extracted by changing the µ and σ of
one of the devices, and the randomness of the bit stream was tested

using the NIST test suit. The results of different tests are shown in
Figure 8.

First, the effect of different mean distances (g) for the two de-
vices was checked by increasing the µ for one device by 3.33%. As
seen from the graph, the extracted bits fail to pass most of the tests.
Even after decreasing the increase in µ to 1.67%, the bit stream does
not pass most tests. Finally, when µ is increased by just 0.33%, the
device’s output passes most of the test. It can be concluded that the
output is very sensitive to device mismatches. The circuit can only
tolerate a very low difference in the mean of the gap before it starts
generating a non-random output. Thus, very close attention must be
paid to device mismatch while fabricating the circuit. An interesting
observation is made when the σ of the distribution is also changed
when changing µ. Increasing the σ by 400% when the µ of one
of the devices is increased by 1.67%, results in the output passing
more tests. Hence, a more significant cycle-to-cycle variation can
tackle a greater device-to-device variation. While a greater variation
is detrimental to most circuits, it benefits the proposed circuit.

6. Conclusion

The proposed TRNG uses inherent randomness in the resistance
value of HRS to generate random bits. The design is entirely im-
plementable in ReRAM crossbars. The resistance value of two
ReRAMs in HRS in a crossbar is compared, and the output bit
depends on their relative values. Circuits for generating both one
and multi-bit per cycle are suggested. The circuits were simulated,
and the generated bit stream passed almost all NIST randomness
test suite tests. The design allows for choosing operating parameters
without changing the hardware and will be compatible with various
types of ReRAM. Significant device-to-device variability results in
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the output bit stream being not random. The effect can be negated
by a more significant cycle-to-cycle variation, which is unsuitable
for other applications but positively impacts the random number
generation application.

Future work will focus on implementing the design on actual
hardware and validating the functioning of the design. It will be
crucial to study whether the output is affected when the ideal de-
vices are replaced with actual devices and, if so, how. The effect of
adjacent columns on the output is also a potential scope of study.
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