@ASTES

Special Issue on Multidisciplinary Frontiers in Engineering, Computing and

Advances in Science, Technology and Engineering Systems Journal

ASTES Journal
ISSN: 2415-6698

Vol. 11, No. 2, 30-42 (2026)
www.astesj.com

Applied Sciences

TL-SOC: A Hybrid Decision-Centric Intrusion Detection Framework for
Security Operations Centers

Imane Lotfi*, Meriem Mandar

Laboratory of Mathematics, Artificial Intelligence and Digital Learning, Higher Normal School of Casablanca, Hassan Il University,

Casablanca, Morocco

Email(s): imane.lotfi@enscasa.ma (I. Lotfi), m.mandar @enscasa.ma (M. Mandar)

*Corresponding Author: Imane Lotfi, Higher Normal School of Casablanca, Hassan II University, Casablanca, Morocco. Email:

imane.lotfi@enscasa.ma

ARTICLE INFO

ABSTRACT

Article history:

Received: 12 March, 2026
Revised: 27 March, 2026
Accepted: 1 April, 2026
Online: 23 April, 2026

Keywords:

Intrusion Detection Systems
Security Operations Centers
Hybrid Intrusion Detection
Deep Anomaly Detection
Zero-Day Detection
Out-of-Distribution Attacks
Advanced Persistent Threats
Explainable Al

Security Operations Centers (SOCs) require intrusion detection systems that achieve high de-
tection accuracy while maintaining a low false-positive rate and robustness to evolving attack
patterns. However, most existing machine learning-based approaches primarily focus on de-
tecting known threats and often overlook distribution shifts and the reliability of generated
alerts. In this paper, we propose TL-SOC, a decision-centric intrusion detection framework
that integrates anomaly representation learning and supervised classification within a uni-
fied architecture. The proposed system combines a CNN-Transformer autoencoder, a graph
neural network autoencoder, and an XGBoost classifier, whose outputs are fused through a
meta-learning decision layer operating under explicit false-positive-rate constraints. To en-
hance transparency, SHAP-based explanations are incorporated to provide both global and
local interpretability of detection outcomes. Experimental results on the CICIDS-2017 dataset
show that TL-SOC achieves a precision of 99.63%, a recall of 74.44%, and an FI-score of
85.21%, while maintaining a very low false-positive rate (5.52 x 107*). The framework also
demonstrates strong robustness under time-series and out-of-distribution scenarios, achieving
competitive performance in cross-dataset evaluation. These results highlight the effectiveness
of decision-centric hybrid architectures for reliable and operational intrusion detection in SOC

environments.

1. Introduction

Lots of research shows how crucial Security Operations Cen-
ters (SOCs) are for keeping an eye on networks and finding cyber-
attacks as they happen. Within a SOC, Intrusion Detection Sys-
tems (IDSs) are really important as they spot anything strange that
could be a sign of someone malicious being inside. But today’s
dangers, for instance zero-day attacks and Advanced Persistent
Threats (APTs), are extremely hard to find and predict with the
normal machine learning methods of detection; they change and
adjust themselves all the time. Right now, most intrusion detection
systems (IDS) are overly concerned with correctly naming attacks
that are already known, and don’t pay enough attention to practi-
cal things like adapting to changes in the usual network activity,
or making sure they don’t give too many false alarms. In fact,
Bass and colleagues (as in [1]) said that for cybersecurity systems
to be dependable in their judgements, we really need to combine
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information from multiple sources - and that’s much more than
just getting the highest possible accuracy. And what’s more, re-
cent advances in deep learning have allowed us to find unusual
activity, by providing a more complete description of characteris-
tics and a better way to model complex network flows. Naseer
and others in [2] showed how well these models work at detecting
break-ins. Similarly, in [3] variational autoencoders were used to
locate oddities in network traffic and Kwon’s detailed review from
[4] explained the potential of deep learning for security. How-
ever, a single model on its own isn’t good at understanding all
the different ways an attack might happen and can be unreliable
when faced with new or cleverly hidden threats. Because of these
drawbacks, many have suggested hybrid or ensemble intrusion de-
tection systems that merge different ways of detecting intrusions,
and so offer a more comprehensive approach. In [5], the authors
explained a hybrid framework that merges several models. Re-
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search [6] builds a hybrid model that combines machine learning
and deep learning in the cloud. Also, the reliable detection of
multi-model heterogeneous outputs has been studied through deci-
sion fusion. In [7], the authors studied methodology of data fusion
in intrusion detection. In [8], decision-level fusion improves the
real-time detection of cyber-physical systems. Most state-of-the-
art techniques are accuracy-centric and fail to tackle the specific
challenges that SOCs face, such as the need to control the amount
of false positives, the need for robustness to shifts in the input data
distribution, and the need for explainable detection. This is par-
ticularly important in operational SOC environments, where los-
ing reliable and actionable alerts to the system is a huge problem.
This paper presents TL-SOC, a decision-centric hybrid intrusion
detection system model that is specifically tailored to the SOC
environment. This framework integrates supervised learning for
classification and representation learning for anomalies in a uni-
fied decision-making architecture that consists of a convolutional
neural network and transformer (CNN-Transformer) autoencoder,
a graph neural network (GNN) autoencoder, and an XGBoost clas-
sifier. These models are integrated in a meta-learner decision layer
that operates under stringent false-positive-rate constraints, result-
ing in highly reliable and accurate detection. An advanced SHAP-
based interpretability module is also included to provide explana-
tions at both the feature and decision levels. This consequently
assists SOC analysts in their tasks and enhances their confidence
in the detection results. This work extends our previous study
presented at ICCSC 2025 [9] by introducing the TL-SOC archi-
tecture and providing a comprehensive evaluation under realistic
conditions, including time-series splits, out-of-distribution scenar-
i0s, and cross-dataset validation. These extensions aim to better
reflect real-world SOC deployment constraints and assess the ro-
bustness and generalization capability of the proposed framework.

1.1. Contributions

This work summarizes several main contributions:

1. Decision-centric TL-SOC architecture: We illustrate a
hybrid intrusion detection model designed for SOC environ-
ments that merges anomaly representation learning with a
decision pipeline through supervised learning. The archi-
tecture employs a CNN-Transformer autoencoder, a graph
neural network autoencoder, and an XGBoost classifier. Itis
purposefully built to meet operational requirements involv-
ing low false positives and dependable alerting.

2. Meta-learning-based fusion: We propose, for the first
time, a decision-level fusion strategy using meta-learning,
capable of dynamically fusing detection signals of varying
nature (like anomaly scores and classification probabilities).
This allows the model to fully utilize the complementary as-
pects of the inputs, particularly enhancing the model’s per-
formance under distribution shifts and previously unencoun-
tered attack patterns.

3. False-positive-aware calibration: We introduce a thresh-
old calibration approach that aims to meet specific con-
straints on the false-positive rate. This calibration aligns the
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detection process with the operational requirements of the
SOC by reducing alert fatigue while sustaining a high level
of detection.

4. Advanced explainability: We offer participants the oppor-
tunity to employ a SHAP-based framework for the purposes
of interpretability. This approach provides global feature
attribution and local decision explanations, which together
improve the opacity of the process and assist SOC analysts
in comprehension and sanctioning the detection results.

5. Robustness evaluation: Assessing the model’s robustness
is done via a thorough evaluation under realistic settings.
Evaluations include time-series splits to avoid data leak-
age, zero-day attack simulations, out-of-distribution scenar-
ios (APT-like attacks), cross-dataset tests. This set of exper-
iments seeks to determine the generalization capabilities of
the proposed framework.

6. Comparative analysis: We have carried out comprehen-
sive testing for numerous intrusion detection systems, in-
cluding anomaly-based models, supervised models, and hy-
brid models. The tradeoff between detection performance
and robustness illustrates the value of the TL-SOC frame-
work when operational constraints are imposed.

2. Related Work

2.1. Machine Learning for Intrusion Detection

Techniques used in Artificial Intelligence get employed in Net-
work Intrusion Detection Systems as they can detect anomalous
patterns in a network and traffic pattern recordings. In extensive
Networks, Deep Neural Networks are proficient in identifying ma-
licious activity.

In [2], the authors explain how deep learning can result in a
higher level of detection for network traffic, thanks to the learning
of hierarchies. One of the most popular techniques, and the focus
of much recent research, is the autoencoder and its application to
anomaly detection in network traffic by learning a compact rep-
resentation of normal traffic and detecting anomalies based on re-
construction error. Similar to [10], the authors of the current work
propose an autoencoder-based approach to network anomaly de-
tection. Similarly, in [3] a variational autoencoder was proposed
to enhance the detection of anomalies in network flow data. In
[11], an LSTM-based autoencoder was used to capture the tempo-
ral aspects of network traffic. The authors in [4] present an excel-
lent and comprehensive survey on deep learning-based techniques
for the detection of network anomalies. All these advancements
notwithstanding, when applied in practice, standalone deep learn-
ing solutions still face significant challenges. In particular, these
models are typically limited in terms of adaptable and reliable de-
cision thresholds, as well as interpretability, and they tend to lose
their robustness to novel attack patterns. This fosters the need for
hybrid and decision-centric approaches that are more in tune with
the actual requirements of a SOC.
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2.2. Hybrid and Ensemble Intrusion Detection Systems

To enhance performance and increase the reliability of detec-
tion systems, a number of approaches have proposed hybrid intru-
sion detection systems based on the integration of different ma-
chine learning and deep learning techniques.

In [5], the authors suggested a hybrid architecture consisting of
deep learning, random forest, and clustering models, with the aim
of improving detection performance. Also, [6] proposed a hybrid
model that combined machine learning and deep learning for in-
trusion detection in cloud environments. Other research work has
focused on the use of ensemble and stacking techniques for perfor-
mance improvement. Authors of [12] proposed a model of stacked
ensemble learning for wireless network intrusion detection. [13]
developed a stacking ensemble of deep learning models in order to
detect intrusions in the Internet of Things. Furthermore, in [14] the
authors proposed HDLNIDS, which is described as a hybrid deep
learning based intrusion detection system that combines various
deep learning components. However, in spite of these innovations,
the majority of hybrid and ensemble approaches focus primarily
on boosting classification performance under in-distribution con-
ditions. Likewise, they often ignore operational constraints, such
as control of the false positive rate, decision tuning, and robustness
regarding distributional shifts. This limits the approaches to real
world SOC applications, where detection systems must operate un-
der the conditions of constant change and novel attack scenarios.
This gap aims for the development of decision-centric frameworks,
including the proposed TL-SOC, which integrate heterogeneous
detection mechanisms in an operationally bound context.

2.3. Decision Fusion and Meta-Learning in Cybersecurity

Decision fusion methods have been refined to improve the ro-
bustness and reliability of intrusion detection systems.

The initial work in [1] applied the principles of multisensory
data fusion to cybersecurity decision-making. More recent work
has examined data-level and feature-level fusion approaches for
synthesizing multiple detection models. While an example of
feature fusion was reported to improve the performance of deep
learning-based intrusion detection systems in [15], the authors of
[7]examined data fusion methods for intrusion detection. Methods
for decision fusion were used to consolidate the outputs of differ-
ent models in a collaborative manner. In [8], the authors illustrate
the usefulness of decision fusion for real-time intrusion detection
with higher detection reliability in industrial cyber-physical sys-
tems. More recent works have used meta-learning as a candidate
for flexible decision-making in intrusion detection. The author
of [16] proposes a meta-learning structure for intrusion detection
with limited attempts. Likewise, in [17] show that such techniques
can enhance the detection of anomalies in cyber-physical systems.
These techniques allow models to combine multiple data sources
and adapt to novel attack strategies. Despite significant progress in
the field, most of the works focus on enhancing the detection capa-
bility and overlook the equally important operational constraints,
such as the need to maintain a low false alarm rate, the loss of
decision reliability, and robustness to changes in the probability
distribution. These shortcomings are likely to affect the opera-
tional applicability of systems located in a security operations cen-
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ter (SOC), where intrusion detection systems are integrated in a
highly reliable and stable manner.

To mitigate these issues, this research proposes TL-SOC. This
is a decision-centric intrusion detection framework that employs
deep learning for anomaly representations, hybrid detection mod-
els, and decision fusion via meta-learning, all constrained by a
defined false positive rate. This approach enables robust, inter-
pretable, and well-calibrated detection, which is particularly bene-
ficial for SOCs.

3. Proposed TL-SOC Framework

3.1. Overview of the TL-SOC Architecture

The innovative TL-SOC architecture aims to improve cyberat-
tack detection and decision support in security operations centers
(SOCs) through an integrated pipeline of deep anomaly modeling,
supervised validation, and explainable alerts. Figure 1 illustrates
this pipeline. An autoencoder, designed using CNN and Trans-
former architectures, learns the latent representations of normal
traffic and those attributable to reconstruction error, then gener-
ates anomaly scores. These scores are then refined by a supervised
post-filtering model based on XGBoost, which improves the dis-
crimination of activity (benign or malicious) and thus reduces the
number of false positives. Alerts are triggered by a post-filtering
model based on a calibrated threshold to limit the false positive
rate. The system also incorporates a SHAP explainability model
to provide SOC analysts with a detailed explanation of the alert,
identifying the most critical features. Consequently, the architec-
ture promises reasonably reliable detection of known attacks and
emerging risks such as advanced persistent threats (APTs) and
zero-day attacks.

TL-SOC — Decision-Centric Threat Learning Pipeline for SOC

Data & Deep Anomaly Supervised
Ingestion Modeling Post-Filter
y . CTAE Candld‘ate
etwork Flow Reconstruction I Selection
Data Error +XGBoost +
GNN-AE Probability
Calibration
| E—
Decision Evaluation & Explainability
Fusion Robustness Analyst Outputs
Meta-Learner Known-Test SHAP + |

Alert Explanation ‘
+S0C Decision |
Support

+ Evaluation
Calibration 00D Benchmarks
APT & Zero-Day

Figure 1: Overview of the proposed TL-SOC pipeline combining deep anomaly
modeling, supervised decision refinement, and explainable SOC alert analysis.

3.2. Representation Learning with CNN—Transformer Autoen-
coder

The first step in the TL-SOC pipeline consists of anomaly-
based representation learning. This learning process, which is
part of the TL-SOC pipeline, uses a CNN-Transformer autoen-
coder (CTAE) to learn representations applied to tabular network
flow data. After preprocessing steps (cleaning, encoding, and nor-
malization), each network flow is represented by a feature vector
x € R4, With the development of end-to-end models, an increas-
ing number of hybrid models integrating different components
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are emerging. Examples include convolutional neural networks
(CNNs) and Transformer-type architectures. CNNs excel at han-
dling local interactions, while Transformers extend to global in-
teractions through self-attention. Composed of multiple layers of
each type of module, fully trained layers should be capable of cap-
turing dependencies at both the local and global levels within their
respective domains.

z = fop(x), ey

where fy denotes the encoder parameters. The decoder then
reconstructs the original feature vector

X = g4(2), @)

where g, represents the decoder function.

The autoencoder was able to learn a compact representation of
typical network behavior because the model was trained only on
typical traffic. The reconstruction error between the input and its
reconstruction is used to identify anomalies during inference. The
anomaly score produced by the CTAE module is defined as

1 .
sAE(X) = < [Ix = K113, A3)

where d denotes the number of input features. Higher reconstruc-
tion errors indicate stronger deviations from learned normal pat-
terns and thus correspond to higher anomaly likelihood. The re-
sulting score SAE(x) constitutes the first signal used by the TL-
SOC fusion layer described later in Section 3.5.

3.3. Graph Neural Network Autoencoder

Neural networks (NNs) are used in many artificial intelligence
(AI) applications. Even in the design and development of traf-
fic monitoring systems, certain modern methods are being im-
plemented. The TL-SOC framework uses a generalized neural
network-based autoencoder (GNN-AE). Unlike traditional autoen-
coders, where each instance is processed independently, the GNN-
AE encodes a graphical model of the traffic space to capture local
dependencies.

Let x; € R? denote the feature vector representing the i-th
network flow after preprocessing and normalization. A graph
G = (V,E) is presented where each node v; € V corresponds to
a flow sample x;. The edges E are defined using a k-nearest neigh-
bor (k-NN) strategy based on feature similarity. For each node
v;, a set of neighbors N(7) is obtained by selecting the k closest
samples in the feature space using the Euclidean distance:

N@) = argtopkjii [lx; — x;ll2 4@

The local graph is created to illustrate the adjacency structure. In
this graph, network flows are closely linked. To design it, a small
sample of normal traffic is used to describe the distribution and
topology of typical traffic. For each node v;, the information from
its neighborhood is aggregated using a mean aggregation operator:

1
PR ©

JeNG)
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The pair (x;, ;) forms the input to the GNN autoencoder. The en-
coder maps these inputs into a latent representation z; through a
nonlinear transformation:

zi = o (Welxi [l hi] + D) (6)

where [||-] denotes feature concatenation, W, and b, are learnable
parameters, and o(-) is a nonlinear activation function. The de-
coder then reconstructs the original flow representation:

Xi=Wuzi + by )

The model is trained to minimize the reconstruction loss over be-
nign samples:

1 & A
Lie= Zl llx; — 24113 8)

During inference, flows that deviate significantly from the learned
structure produce larger reconstruction errors. The anomaly score
produced by the GNN-AE is therefore defined as

sgnn(xi) = |lx; = -521”% 9

This graph-based anomaly representation complements the recon-
struction signal produced by the CNN-Transformer autoencoder.
While the CTAE captures feature-level dependencies within traffic
flows, the GNN-AE models relational similarities between flows,
enabling the TL-SOC framework to detect anomalies that arise
from structural deviations in the traffic space.

3.4. Supervised Post-Filtering with XGBoost

To finalize the detection process, TL-SOC integrates a su-
pervised classification module based on XGBoost. =~ While
autoencoder-based models identify deviations from normal behav-
ior, supervised learning makes it possible to capture the discrimi-
nating patterns associated with known malicious activities.

Let x € R be the normalized feature vector representing a net-
work flow. The XGBoost classifier learns a function that estimates
the probability that the flow corresponds to malicious activity. For-
mally, the predicted probability is expressed as

K
PxGe(X) = O'[Z fk(X)] ,
=

where f; denotes the k-th regression tree in the ensemble, K is
the number of trees, and o(-) is the logistic function transforming
the aggregated tree outputs into a probability score. The result-
ing probability pxgp(X) represents the supervised detection signal
of the TL-SOC pipeline. This score is then combined with the
anomaly scores produced by the CTAE and GNN modules within
the meta-fusion layer described below..

3.5. Decision Fusion and Threshold Calibration

(10)

To produce a reliable detection decision, the TL-SOC frame-
work combines the outputs of the anomaly detection and super-
vised classification modules through a meta-level fusion step that
integrates complementary signals from the CNN-Transformer au-
toencoder, the GNN-based anomaly model, and the XGBoost clas-
sifier.
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Let sag(x) be the anomaly score generated by the CTAE mod-
ule, sgnn(X) be the anomaly score produced by the GNN-based
model, and pxgg(x) be the probability of malicious intent esti-
mated by XGBoost. These signals are first aggregated into a meta-
feature vector.

an

m(x) = [sae(X), sonn(X), pxce(X)].

A logistic regression meta-learner then combines these features to
produce an intermediate detection score
Praw(®) = o(WTm(x) + ). (12)
where w denotes the learned fusion weights, b is a bias term,
and o (-) is the logistic function. To improve probability reliabil-
ity, the raw score is further calibrated using a monotonic calibra-
tion function C(-) (implemented through isotonic regression in our
pipeline):
F(x) = C(praw(x)) . (13)

Finally, the alert decision is obtained by applying a threshold se-
lected under a false-positive-rate constraint:

y(X) = I(F(X) > Tgpr) (14)

where Tgpg is chosen on validation data to satisfy a target false pos-
itive rate. This decision-centric formulation ensures stable alert
generation in SOC environments while maintaining strong detec-
tion capability.

3.6. Explainable Alert Analysis (SHAP)

For the purpose of building trust with customers through trans-
parency, the TL-SOC framework incorporates an explainability
module based on SHAP (SHapley Additive ExPlanations). This
module provides explainability at the level of features for pipeline
alerts, making it possible for SOC analysts to gain insight into the
reasons for the abnormal behavior. Let F(x) be the calibrated de-
tection score produced by the TL-SOC pipeline for a network flow
x. SHAP explains the prediction by assigning a contribution value
¢; to each input feature x;. The model output can therefore be
expressed as

d
F(X) =0+ . ¢, (15)
j=1

where ¢ represents the baseline prediction and ¢; denotes the
Shapley contribution of feature j.

These contributions quantify how each feature influences the
final detection score. Positive values present that the feature in-
creases the likelihood of an anomaly, while negative values re-
duce it. By highlighting the most influential features for each alert,
SHAP provides transparent explanations that facilitate rapid inves-
tigation and decision-making by SOC analysts.

3.7. Design Rationale

Balancing the need for different, mutually beneficial detection
approaches to overcome the issues associated with single-model
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intrusion detection systems in SOC environments is the inspira-
tion behind the TL-SOC design. The CTAE has been used to cap-
ture both local feature interactions and global dependencies in the
context of network traffic data. Convolutional layers have been
used to learn localized patterns, while the transformer encoder is
used to capture relationships over long distances, thus facilitating
effective learning of anomalies. The GNN-AE has been proposed
to learn the structural relationships of network flows. By using
the k-nearest neighbor graph approach, GNN-AE is able to learn
the similarities among the traffic instances and to detect anomalies
concerning the underlying data structure. The XGBoost classi-
fier, a supervised learning module, has been proposed to enhance
the identification of benign and malicious traffic. Its potential to
model intricate decision boundaries and to provide a ranking of
feature significance renders it especially appropriate for enhanc-
ing the detection of anomalies. Finally, a meta-learning decision
layer is used to integrate these different signals. This fusion mech-
anism adjusts the weights of the integrated information sources
to enhance robustness to distribution shifts and to make detection
decisions more reliable when the threshold for false positives is
tight.

4. Experimental Setup

4.1. Datasets

The experiments were conducted using two publicly available
reference datasets: CICIDS-2017 and CSE-CIC-IDS2018, both
widely used in network intrusion detection research.

The CICIDS-2017 dataset contains realistic network traffic, in-
cluding both benign activities and multiple attack scenarios such
as brute-force attacks, denial-of-service (DoS), distributed denial-
of-service (DDoS), infiltration, botnet activity, and web attacks.
Also, each network flow is represented by a set of statistical char-
acteristics extracted from packet-level information. After prepro-
cessing and feature selection, each flow is represented by a nu-
meric vector x € R%.

Table 1: Summary of the CICIDS-2017 dataset used in the experiments.

Property Value

Dataset CICIDS-2017
Total flows 2.5TM
Benign flows 2.14M

Attack flows 0.42M

DoS, DDoS, Brute Force, Web At-
tacks, Botnet, Infiltration
Features used 70

Attack categories

The CSE-CIC-IDS2018 dataset is used for cross-dataset evalu-
ation to assess the generalization capability of the proposed frame-
work under distribution shift. It contains several types of attacks
and more diverse traffic patterns, making it suitable for assessing
robustness in heterogeneous network environments.
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Table 2: Summary of the CSE-CIC-IDS2018 dataset used for cross-dataset evalua-
tion.

Property Value

Dataset CSE-CIC-IDS2018

Total flows 1,869,101

Benign flows 1,660,687

Attack flows 208,414

Attack categories DoS attacks-GoldenEye,  DoS

attacks-Slowloris, FTP-BruteForce,
SSH-Bruteforce

Features used 70

Usage Cross-dataset evaluation (test only)

The dataset is partitioned using both stratified and chronolog-
ical splitting strategies. The stratified split is used for baseline
evaluation, while the time-series split is adopted to simulate real-
istic SOC conditions and prevent data leakage. For cross-dataset
evaluation, the model is trained on CICIDS-2017 and tested on
CSE-CIC-IDS2018 without retraining.

4.2. Data Preprocessing

Before training them, several preprocessing steps were applied
to prepare the network flow data.

Let x = (xq,...,xy) be the feature vector representing a net-
work flow. First, corrupted or incomplete records were removed
from the dataset. Next, the categorical features were transformed
and converted into numerical representations using encoding tech-
niques such as label encoding or one-hot encoding. All numerical
features were then normalized by min-max scaling to ensure com-
parable value ranges between different features. For each feature
xj, the normalization is defined as

, _ xj—min(x;)
Y= max(x;) — min(x;)’ (16)

where min(x;) and max(x;) denote the minimum and maxi-
mum values of feature j observed in the training data.

After normalization, each feature value is projected into the
interval [0, 1], producing the normalized feature vector x’ =
(x}, %5, ..., x;). To prevent data leakage, the normalization param-
eters min(x;) and max(x;) were estimated using only the training
dataset and then applied unchanged to the validation and test sets.

4.3. Model Training

The dataset was divided into training, validation, and test
portions using stratified sampling. All training set models for
anomaly detection were trained on benign traffic to learn the be-
nign normal behavior of network flows. Validation set was used
for calibration and thresholding and the test set was used for fi-
nal evaluation. Before training begins, numerical dataset features
were processed via imputation of missing values, quantile clipping
using benign training samples, and MinMax normalization which
was fit to normal data. The Adam optimizer was employed to train
the CTAE model, with early stopping based on validation loss.
Reconstruction errors were turned into anomaly scores. When
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the GNN-AE was enabled, it learns local relationships using a k-
nearest neighbors graph built from benign samples. Additionally,
a supervised post-filtering module based on XGBoost was trained
on attack samples and a few hard normal samples from the vali-
dation set. The trained post-filtering was calibrated using isotonic
regression. A logistic regression meta-learner combined the out-
puts of all these modules, and the false positive rate was set to
determine the final threshold on the validation set.

4.4. Implementation Details

Using a workstation with a multi-core processor and ample
memory for large-scale network traffic data processing, all exper-
iments leveraged standard machine learning and deep learning li-
braries such as TensorFlow/Keras, PyTorch, and XGBoost, imple-
mented in Python.

Tabular network flow features are processed using the CTAE
architecture. Convolutional layers and multi-head self-attention
are features of the Transformer encoder blocks. The integration
dimension was set to 64, with 4 attention heads and a forward
dimension of 128. The model was developed using the Adam op-
timizer, with a learning rate of 1073, a batch size of 1024, and
early stopping with respect to validation loss. For the KNN graph,
the GNN-AE uses k = 10 with respect to Euclidean distance be-
tween normalized feature vectors. A simple aggregation mecha-
nism minimizes the reconstruction loss on benign samples. The
XGBoost classifier was set to 300 estimators, a max depth of 6,
a learning rate of 0.05, and subsampling at 0.8 for both instances
and features. Imbalance in classes was corrected with the use of
a scale_pos_weight parameter derived from the training data. Us-
ing logistic regression, the meta-learning fusion layer combines
anomaly scores from CTAE and GNN-AE with XGBoost proba-
bility outputs. Isotonic regression is applied to the final detection
score to further calibrate the score. The decision threshold is set
on the validation set based on a given false-positive-rate, which
keeps the score within the SOC operational constraints.

4.5. Benchmark Architectures

To evaluate the effectiveness of the proposed TL-SOC frame-
work, several intrusion detection architectures were implemented
and used as benchmark models.

Baseline Autoencoder—Classifier Pipeline. An XGBoost
classifier and a multilayer perceptron autoencoder (MLP-AE)
are combined in the first baseline. Because autoencoder-based
anomaly detection models learn compact representations of typ-
ical network traffic and detect anomalies through reconstruction
errors, they are frequently used in intrusion detection systems
[3, 10, 11]. In this baseline, the autoencoder produces an anomaly
score, while XGBoost provides supervised classification capabil-
ity.

CTAE with the XGBoost classifier. The second architecture
replaces the MLP autoencoder with a CTAE, enabling the model
to capture both local feature interactions and global dependencies
within network traffic features. Because deep neural architectures
can learn complex traffic representations, they have demonstrated
strong performance for network anomaly detection [2, 4]. The
anomaly score produced by the CTAE model is then combined
with the XGBoost classifier.
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Hybrid Multi-Model Fusion Architecture. The third ar-
chitecture introduces a hybrid detection strategy combining two
anomaly detection models: a CTAE and a GNN-AE. In [5, 6, 14],
studies have shown that hybrid intrusion detection systems incor-
porating multiple learning models improve the robustness and ac-
curacy of detection. In this configuration, the anomaly scores gen-
erated by these models are combined with the XGBoost probabil-
ity through a weighted fusion mechanism.

4.6. Evaluation Protocol

In order to determine the reliability of the proposed TL-SOC
framework under actual deployment circumstances, extra tests
were performed in out-of-distribution (OOD) conditions. In these
tests, detection model deployment is followed by the emergence of
new attack patterns and these flows are then combined with 95%
benign traffic in order to simulate operational SOC environments.

Zero-day attacks. Zero-day attack detection is based on a
hold-out protocol in which certain attack types are kept completely
out of the training phase and are brought in only at the testing
phase. In this paper, attack types like Infiltration and Botnet are
excluded from the training dataset and used only at the testing
phase. In order to mimic realistic SOC traffic distributions.

APT-like attacks. To simulate APT-like scenarios, at the time
of selection, the traffic flow is assumed to be an advanced persis-
tent threat as a result of low traffic volumes and long time inter-
vals. First, the TL-SOC model has not been retrained on these
OOD samples to evaluate its ability to generalize to new unseen
attack behaviors without any iteration. Although actual SOC sys-
tems may utilize some form of continual learning or updates, this
procedure aims to determine the intrinsic generalization capability
of the model without updates.

In terms of evaluation scenarios, the same time-based divi-
sion of the data is used, ensuring that training, validation, and
test phases do not overlap, and preventing any form of informa-
tion leakage. This also guarantees the same set of known versus
unknown experiments.

4.7. Data Splitting Strategy

To ensure a fair and applicable evaluation of the proposed
TL-SOC framework, two data allocation strategies are considered:
stratified random allocation and chronological allocation.

The distribution of classes across the training, validation, and
test sets is preserved by the first tactic, stratified allocation. Al-
though this method typically produces excellent results, it may
induce an optimistic bias, especially in intrusion detection circum-
stances where the test and training data may contain identical at-
tack patterns. A chronological time-series split is used to over-
come this restriction. Early network traffic is used for training,
and later traffic is left for testing and validation. The dataset is
divided based on time order. This protocol ensures strict separa-
tion between training, validation, and test sets, thereby preventing
any form of data leakage and better reflecting real-world Security
Operations Center (SOC) conditions, where models must detect
evolving and previously unseen threats.

The transition from a stratified to a time-series split signifi-
cantly increases the difficulty of the task, as the model is required
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to generalize under distribution shift and temporal drift. Both eval-
uation protocols are reported in this work to highlight the trade-
off between idealized performance and realistic deployment con-
ditions.

4.8. Evaluation Metrics

The performance of TL-SOC was evaluated using standard
classification metrics widely adopted in intrusion detection re-
search. Let TP, TN, FP, and FN denote the number of true
positives, true negatives, false positives, and false negatives, re-
spectively. Precision and Recall measure the ability of the system
to correctly detect malicious traffic:

TP

Precision = ——— (17)
TP+ FP
TP
Recall = —— (18)
TP+ FN

The F1-score summarizes the trade-off between precision and re-

call:

Fl=2 Precision - Recall

. 1
Precision + Recall (19

Because SOC environments require strict control of false alerts,
the false positive rate (FPR) is explicitly monitored:

FP
FP+TN

In TL-SOC, the decision threshold is calibrated on the validation
set to satisfy a predefined FPR constraint, ensuring compatibility
with operational SOC requirements. To assess the models’ rank-
ing ability independently of the decision threshold, ROC-AUC
and PR-AUC values are also presented. ROC-AUC measures the
overall separability between legitimate and malicious traffic, while
PR-AUC is particularly informative in highly unbalanced contexts.
And finally, robustness was evaluated under out-of-distribution
(OOD) conditions simulating realistic SOC scenarios. Two OOD
settings were considered: zero-day attacks, where specific attack
categories are excluded from training and evaluated only during
testing, and APT-like attacks, which simulate stealthy low-rate and
long-duration communication patterns. In both cases, the evalua-
tion follows a SOC-oriented distribution where attacks are mixed
with 95% benign traffic, and the models are not retrained on these
OOD samples.

FPR = (20)

5. Experimental Results

To provide a clear and rigorous evaluation of the proposed TL-
SOC framework, the experimental analysis is organized into two
complementary settings.

1. The first setting corresponds to an in-dataset evaluation,
where the model is trained and tested on CICIDS-2017 un-
der different protocols, including stratified split, time-series
split, and out-of-distribution (OOD) scenarios.

2. The second setting corresponds to a cross-dataset evalua-
tion, where the model is trained on CICIDS-2017 and tested
on CSE-CIC-IDS2018 without retraining, in order to assess
generalization under distribution shift.
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5.1. Detection Performance on Known Attacks

We first evaluate TL-SOC under a controlled in-dataset set-
ting using the CICIDS-2017 dataset, which represents the baseline
evaluation scenario. A stratified split was be applied to separate
the dataset’s 2,574,264 network flows into training, validation, and
test sets. The trained model’s generalization performance is evalu-
ated using the final test set, which comprises 514,853 flows.

Table 3 reports the detection performance of TL-SOC on the
test set using standard intrusion detection metrics.

Table 3: Detection performance of the proposed TL-SOC framework on the
CICIDS-2017 test set.

FPR
552 x107%

ROC-AUC PR-AUC
0.9978 0.9883

Fl-score
0.8521

Prec. Rec.
0.9963 0.7444

The framework combines anomaly scores produced by the
CTAE, structural anomaly scores generated by the GNN-AE, and
classification probabilities obtained from the XGBoost post-filter.
These signals are fused through a meta-learning decision layer that
produces a unified detection score. The final decision threshold
was calibrated on the validation set to satisfy a predefined false-
positive constraint (FPR 44, = 5X 107#). Under this configuration,
TL-SOC achieves a precision of 0.9963, a recall of 0.7444, and an
Fl-score of 0.8521, while maintaining a very low false-positive
rate of 5.52 x 107*. The model also achieves a ROC-AUC of
0.9978 and a PR-AUC of 0.9883, indicating strong discrimination
between benign and malicious traffic. Additional indicators thus
confirm the robustness of the model, with balanced accuracy of
0.8719 and a Matthews correlation coefficient (MCC) of 0.8397.

The confusion matrix obtained on the test set is reported in
Table 4. The model correctly classifies the vast majority of be-
nign flows while maintaining strong detection capability for ma-
licious traffic. Only a small number of benign flows are incor-
rectly flagged as attacks, confirming the effectiveness of the FPR-
constrained calibration strategy.

Table 4: Confusion matrix of TL-SOC on the CICIDS-2017 test set.

Pred. Benign Pred. Attack
429440 237
21774 63402

Benign
Attack

These results suggest that TL-SOC is able to achieve strong
detection performance while maintaining strict control over false
positives. This balance is especially important in SOC environ-
ments, where too many false alarms can quickly make analysts
tired of responding to them and make it harder for them to re-
spond to real threats. By limiting unnecessary alerts, the proposed
approach helps ensure that detected events remain actionable and
relevant in practice.

5.2. Impact of Data Splitting Strategy

In this section, we will compare stratified and time-series eval-
uation protocols to further assess robustness under realistic con-
ditions. Table 5 shows a comparison of TL-SOC’s performance
under stratified versus time-series evaluation protocols.
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For the stratified split, the performance is considerably better
(F1-score = 0.8521) because the training and test sets are assumed
to be drawn from the same distribution. Nonetheless, it is not
clear how well the model generalizes, as there could be a data
leakage, meaning the same attack patterns are present in both the
training and testing sets. On the other hand, the time-series split,
where the model is assessed using temporally separated and previ-
ously unseen attack patterns, yields a lower, yet more realistic per-
formance (F1-score ~ 0.5179). This evaluation method is more
suitable in the context of real-world SOC environments that are
subject to change, where attack patterns shift, and the model must
generalize to new patterns in a different distribution. This is the
reason why we worked on analyzing the protocols established to
guide realistic expectations in intrusion detection systems. Strat-
ified evaluation is focused on attaining the best detection perfor-
mance, while time-series evaluation is focused on robustness and
addressing the needs of real-world applications.

Table 5: Comparison of evaluation protocols

Protocol Precision Recall Fl-score FPR
Stratified Split 0.9963 0.7444  0.8521 55%x 107
Time-Series Split ~ 0.8303 0.3763  0.5179 0.077

Despite the increased difficulty of the time-series setting, the
TL-SOC framework maintains competitive performance, demon-
strating its practical relevance for deployment in real-world SOC
environments.

5.3. FPR-Constrained Threshold Calibration

Since SOC environments require strict control of false alarms,
we analyze the impact of FPR-constrained threshold calibration
within the in-dataset setting; maintaining a low false-positive rate
is essential to avoid overwhelming security analysts with exces-
sive alerts. For this reason, TL-SOC adopts a threshold calibra-
tion strategy that explicitly constrains the false-positive rate (FPR).
The decision threshold is selected on the validation set to satisfy a
predefined target FPR while preserving detection capability.

Let s(x) denote the final detection score produced by the TL-
SOC meta-fusion layer. A decision threshold 7 is chosen such that
the empirical false-positive rate on the validation set satisfies

FPR(7) < FPRyyger- 2n

In our experiments, the target value was set to FPR ;¢ = 5X 1074
Using this calibration procedure, the selected threshold was 7 =
0.9789, resulting in a validation false-positive rate of 2.28 x 10~
while maintaining a recall proxy of 0.6819. To analyze the trade-
off between detection capability and false-positive control, ad-
ditional thresholds were evaluated for several FPR targets. As
the allowed FPR increases, the decision threshold decreases and
the recall improves accordingly. For example, relaxing the con-
straint from 107 to 1073 increases the recall proxy from 0.4088
to 0.7478.
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Table 6: Threshold calibration under different FPR constraints.

FPR Target Threshold 7 Recall Proxy
107# 0.9971 0.4088
5x1074 0.9789 0.6819
1073 0.9467 0.7478
2x1073 0.9176 0.8700
5x1073 0.6082 09117

This calibration mechanism ensures that TL-SOC remains
compatible with operational SOC requirements by explicitly con-
trolling the alert rate while preserving strong detection capability.
Figure 2 illustrates the distribution of the TL-SOC anomaly scores
on the validation set together with the selected decision threshold.

Distribution of TL-SOC Anomaly Scores

35 .
3 Benign

Attack
== Threshold = 0.949

] \
0 . S

0.0 0.2 0.4 0.6 0.8 1.0
Final Anomaly Score

Figure 2: Distribution of TL-SOC anomaly scores for benign and attack traffic with
the calibrated FPR-constrained decision threshold.

As shown in the figure, benign traffic scores remain tightly con-
centrated near zero, indicating that they are well reconstructed and
consistent with the learned normal behavior, while malicious flows
exhibit significantly higher scores, reflecting stronger deviations
from normal patterns. The calibrated threshold is positioned be-
tween these two distributions, allowing a clear separation between
benign and malicious traffic. This enables effective detection of
anomalies while minimizing overlap between classes, while main-
taining an extremely low false-positive rate essential for reliable
and actionable alerts in SOC environments.

5.4. Ablation Study of TL-SOC Components

To assess the contribution of each module in the proposed TL-
SOC framework, an ablation study was conducted by evaluating
several configurations of the pipeline. The experiments compare
the performance of the individual components (CTAE, GNN-AE,
and XGBoost) with the final meta-fusion model under the same
FPR-constrained calibration (FPRgrge; = 5 X 107%).

Figure 3 illustrates the performance of the different config-
urations. Individually, the anomaly-based models remain weak.
CTAE achieves a recall of 0.0054 and an F1-score of 0.0108, while
GNN-AE improves slightly to an F1-score of 0.1800. In contrast,
XGBoost yields strong performance (F1 = 0.8210, ROC-AUC =
0.9963). The best results are obtained with the full TL-SOC frame-
work, which reaches F1 = 0.8521, precision = 0.9963, recall
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= 0.7444, ROC-AUC = 0.9978, and PR-AUC = 0.9883, while
maintaining a very low false-positive rate.

—@— F1 —— ROC-AUC —aA— PR-AUC
1 ]
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Figure 3: Performance comparison of TL-SOC components and the final meta-
fusion model.
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Figure 4: ROC and Precision—Recall curves comparing the individual components
of the TL-SOC framework.

These results demonstrate that the different components of TL-
SOC provide complementary detection signals. While anomaly-
based models capture deviations from normal traffic behavior, the
supervised classifier enhances discrimination between benign and
malicious flows. Their integration through the meta-fusion layer
leads to a more robust and accurate detection system.

5.5. Benchmarking of Detection Architectures

To assess the effectiveness of the proposed TL-SOC frame-
work, a comparative evaluation was conducted against several
alternative architectures with increasing modeling complexity.
These architectures progressively integrate different detection
mechanisms, enabling a systematic analysis of the contribution
of each component in the final decision pipeline. The first archi-
tecture combines a reconstruction-based anomaly detector with a
supervised classifier. A MLP-AE models normal traffic through
reconstruction error, while an XGBoost classifier performs su-
pervised classification of benign and malicious flows. The sec-
ond architecture replaces the MLP-AE with a more expressive
CTAE, enabling the model to capture more complex feature inter-
actions in network traffic data. The third architecture introduces
structural anomaly modeling by incorporating a GNN-AE. In this
setup, anomaly scores produced by theses models are combined
using a fixed weighted fusion strategy. Finally, the proposed TL-
SOC framework replaces this fixed fusion mechanism with a meta-
learning decision layer that adaptively combines the outputs of the
detection modules, allowing the system to exploit the complemen-
tary strengths of anomaly detection and supervised learning.
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Table 7: Benchmark comparison of the evaluated architectures on known attacks
and out-of-distribution scenarios.

Arch Known (F1) APT (F1) Z-Day (F1) FPR
Archl 0.901 0.543 0.059 6.21x107*
Arch2 0.936 0.226 0.088 9.82x 1073
Arch3 0.797 0.159 0.199 5.68 x 1074
TL-SOC 0.852 0.247 0.591 5.52x 107

The benchmark comparison is reported using F1-score to en-

sure consistent evaluation across both in-distribution and out-of-
distribution scenarios. Figure 5 summarizes the performance of
the evaluated architectures under both in-distribution and out-of-
distribution scenarios.

00 Known Attacks (F1)[] 0 APT Detection [ [ Zero-Day Detection
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Figure 5: Benchmark comparison of the evaluated architectures.

These results highlight a clear trade-off between maximizing
performance on known attacks and ensuring robustness to un-
seen threats. While Arch2 achieves the highest performance on
known attacks (F1 = 0.936), it exhibits a higher false-positive rate
(9.82 x 107%) and a significant performance drop in zero-day de-
tection (F1 = 0.088). In contrast, TL-SOC maintains competitive
performance on known attacks (F1 = 0.852) while substantially
improving detection capability for zero-day attacks (F'1 = 0.591)
under strict false-positive constraints. This behavior is particularly
important in SOC environments, where minimizing false alerts
and maintaining reliable detection under evolving attack patterns
are critical. By combining anomaly representation learning, struc-
tural modeling, and adaptive meta-learning fusion, TL-SOC ef-
fectively captures complementary detection signals, leading to im-
proved resilience against previously unseen cyber threats.

Table 8: Comparison with state-of-the-art intrusion detection approaches on
CICIDS-2017.

Method Year Fl-score ROC-AUC
Deep Autoencoder [2] 2018 0.85 0.97
CNN-based IDS [3] 2020 0.89 0.98
Hybrid DL Model [5] 2021 091 0.99
Ensemble IDS [6] 2024 0.93 0.995
Decision Fusion IDS [7] 2024 0.92 0.994
TL-SOC (proposed) 2025 0.852 0.9978

they lack mechanisms to control false-positive rates and to ensure
robustness under distribution shifts. In contrast, TL-SOC adopts
a decision-centric architecture that integrates anomaly representa-
tion learning and supervised classification within a unified frame-
work. The proposed meta-learning-based fusion layer plays a key
role by adaptively combining heterogeneous detection signals, en-
abling the model to exploit their complementary strengths while
maintaining calibrated and reliable decision-making. This design
allows TL-SOC to achieve a favorable trade-off between detec-
tion performance and operational reliability, characterized by low
false-positive rates, improved generalization to unseen threats, and
enhanced interpretability. As aresult, TL-SOC is particularly well-
suited for real-world SOC deployment, where robustness and alert
precision are critical.

5.6. Robustness to Out-of-Distribution Attacks

To further evaluate the robustness of TL-SOC beyond standard
in-distribution conditions, we consider out-of-distribution (OOD)
scenarios that simulate realistic SOC environments where new at-
tack patterns emerge after deployment. Two types of OOD threats
were considered: APT-like attacks and zero-day attacks. The eval-
uation datasets were generated by mixing OOD attack flows with
benign traffic to reproduce SOC traffic distributions. Unless oth-
erwise specified, the mixture contains 95% benign traffic and 5%
OOD attack flows.

APT-like attacks. The APT scenario includes previously un-
seen attack patterns generated from multiple sources, including
synthetic perturbations and unknown real attack samples. Under
the SOC-like distribution (95% benign traffic), TL-SOC maintains
strong discrimination capability with ROC-AUC values reaching
up to 0.9834 and PR-AUC up to 0.8148. Despite the strict FPR
constraint used during threshold calibration, the model is still able
to identify anomalous traffic patterns associated with advanced
threats.

Zero-day attacks. Zero-day detection was evaluated using at-
tack categories that were completely excluded from the training
process. These attack flows were introduced only during testing
and mixed with benign traffic to simulate realistic operational con-
ditions. Under the same SOC-like distribution, TL-SOC achieves
ROC-AUC values of approximately 0.92 and PR-AUC values up
to 0.6. The model reaches recall values between 0.25 and 0.43
depending on the zero-day scenario, while maintaining a very low
false-positive rate.

lori1lopPr-AUC

These results demonstrate that, although some state-of-the-art
approaches achieve higher performance on known attacks, they
generally remain accuracy-driven and do not explicitly address
the operational constraints of SOC environments. In particular,
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Figure 6: Comparison of TL-SOC detection performance across evaluation
regimes.
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Overall, these results demonstrate that TL-SOC maintains ro-
bust detection performance under distribution shifts, preserving
low false-positive rates while effectively identifying previously un-
seen threats. The combination of anomaly-based modeling and su-
pervised classification in a meta-learning fusion framework makes
this behavior possible. This framework makes sure that perfor-
mance stays stable even when the data distribution changes. In
SOC environments, where reliable detection is necessary for oper-
ational deployment, this kind of robustness is very important.

5.7. Model Interpretability and Feature Analysis

To improve transparency and better understand the behavior of
the proposed TL-SOC framework, an interpretability analysis was
conducted using SHAP, which quantifies the contribution of each
feature to the final decision score of the model.

We first analyze the importance of the meta-fusion inputs used
by the final decision layer. The meta-model takes three signals and
combines them: the CTAE’s anomaly score (s ), the GNN-AE’s
structural anomaly score (sg,,), and the XGBoost post-filter’s clas-
sification probability (p.s). The SHAP analysis shows that the
XGBoost probability has the biggest impact on the final decision,
followed by the graph-based anomaly score. The CTAE score is a
secondary signal.

p_xgb
max_s_ctae_p_xgb

max_all

max_s_ctae_s_gnn

s_ctae -

s_gnn .
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Figure 7: SHAP-based importance of the TL-SOC meta-fusion inputs.

We further analyze the importance of network traffic features
in the XGBoost classifier to better understand the decision-making
process of the proposed framework. The most influential variables
include Destination Port, Init_Win_bytes_backward, Subflow Bwd
Bytes, Subflow Fwd Bytes, and Average Packet Size. These char-
acteristics appear to represent significant statistical and structural
aspects of network flows, such as communication endpoints, the
volume of two-way traffic, and packet size. Specifically, the Desti-
nation Port shows the service that is being targeted and can show
unusual access patterns. The Init_Win_bytes_backward shows how
TCP flow control works and can show unusual communication pat-
terns. The same goes for ”Subflow Bwd Bytes” and ”Subflow Fwd
Bytes,” which show how much data is sent and received in both di-
rections. This can help you understand traffic patterns that are not
normal or are very heavy, which are often linked to bad behav-
ior. The distribution of packet payloads, which can vary greatly
between benign and attack traffic, is further described by the Aver-
age Packet Size. The prominence of these features indicates that
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the model relies on meaningful and interpretable traffic character-
istics rather than spurious correlations. This is particularly impor-
tant in cybersecurity applications, where reliable detection must
be grounded in realistic network behavior. The SHAP beeswarm
analysis further reveals consistent and coherent relationships be-
tween feature values and their contribution to the model output.
For instance, high values of traffic volume-related features, such as
forward and backward byte counts, tend to increase the probabil-
ity of malicious classification, reflecting abnormal communication
intensity commonly observed in attacks such as denial-of-service
or data exfiltration. Conversely, lower or more regular values are
generally associated with benign traffic patterns.
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Figure 8: SHAP beeswarm plot illustrating the distribution and directional impact
of feature values on the XGBoost classifier.
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Figure 9: Comparison of mean SHAP values between validation and test sets. The
consistency of feature importance across datasets indicates that the model captures
generalizable patterns rather than dataset-specific artifacts.

This consistency highlights the stability of the learned deci-
sion patterns and supports the interpretability and reliability of the
model. It also indicates that TL-SOC captures domain-relevant
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features aligned with typical intrusion behaviors, facilitating ana-
lyst understanding. The SHAP drift analysis further shows that
feature importance remains consistent across validation and test
sets, indicating that the model learns generalizable patterns rather
than dataset-specific artifacts. This stability is essential for reli-
able detection under distribution shifts in SOC environments.

5.8. Cross-Dataset Generalization

In addition to the in-dataset evaluation, we conduct a cross-
dataset experiment to assess the generalization capability of TL-
SOC under strong distribution shift. To further evaluate the gen-
eralization capability of the proposed TL-SOC framework, cross-
dataset experiments were conducted by training the model on the
CICIDS-2017 dataset and testing it on the CSE-CIC-IDS2018
dataset without any retraining. This experimental setup simu-
lates realistic deployment conditions in Security Operations Cen-
ters (SOCs), where intrusion detection systems must operate un-
der distribution shifts and encounter previously unseen traffic pat-
terns. Despite the inherent differences between datasets in terms
of traffic characteristics, feature distributions, and attack types,
the TL-SOC framework maintains stable and reliable performance.
The results demonstrate that the proposed decision-centric hybrid
architecture effectively generalizes across heterogeneous environ-
ments while preserving strict control over false-positive rates. As
anticipated, domain shift results in a decline in recall. Nonethe-
less, the model maintains a low false-positive rate and excellent
precision, guaranteeing the production of trustworthy and useful
alerts. In SOC situations, where reducing false alarms is essential
to prevent overburdening security analysts, this behavior is espe-
cially crucial.

Table 9: Cross-dataset evaluation of TL-SOC (Train: CICIDS-2017, Test: CSE-
CIC-IDS2018)

Metric TL-SOC
Precision 0.96
Recall 0.42
F1-score 0.58
FPR 7.2x 1074
ROC-AUC 0.93
PR-AUC 0.64

6. Discussion

We’ve thoroughly tested our TL-SOC system in both perfect
and more typical real-world situations and have learned a lot about
how it works and how useful it could be for Security Operations
Centers.

One important thing we found is that combining different
methods for finding intrusions works best. When we took apart the
system and tested just the CNN-Transformer Autoencoder (CTAE)
and Graph Neural Network Autoencoder (GNN-AE) anomaly de-
tectors, we found they aren’t very good at finding attacks if you
also need to be sure they won’t give many false alarms.This restric-
tion is usual in unsupervised anomaly detection; even though the
method normal modeling is exemplary in its ability, the evidence
for decision reliability is largely insufficient. Extreme Gradient
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Boosting (XGBoost), a supervised classifier, is excellent at distin-
guishing between normal and bad traffic, though is susceptible to
changes in data distribution. The proposed meta-learning fusion
layer balances all of these attributes by combining the ability to
adapt to new patterns and the ability to make supervised classifi-
cations. It also indicates that the primary utility of TL-SOC is not
in the performance of a single model, but in a high-functioning in-
terplay of many models. One of the most important findings is re-
garding the false-positive-rate-constrained calibration. In contrast
to most intrusion detection systems, which optimize performance
metrics that are either accuracy or F1, TL-SOC controls trade-offs
along a decisive axis. The results indicate that when the false pos-
itive rate is kept very low, the model is adjusted in a significant
and reliable way, but at the cost of recall. In this constrained envi-
ronment, TL-SOC is able to deliver a high level of certainty in its
alerts through a commendable balance of detection ability and pre-
cision. This is especially pertinent to SOC environments, where
analysts can be overwhelmed by floods of false alerts, negatively
impacting operational efficiency (our validation showed that valid
entries there strongly predicted false alerts). This study provides
insight into the range of potential metrics for measuring the per-
formance of an intrusion detection system. Specifically, the time-
series and out-of-distribution (OOD) experimental settings high-
light performance and generalization trade-offs. As expected, the
more challenging the evaluation (i.e., temporal and OOD settings),
the more performance declined. The trade-offs were consistent
across all models, demonstrating the value of the settings in captur-
ing the complexity of real-world scenarios. Of particular note, TL-
SOC is less impacted by the zero-day attacks due to the signalling
and detection process being more robust. While hybrid designs
support an improvement, the detection of (APT) Advanced Per-
sistent Threat-like low signal attacks still remains challenging, as
identified by the low recall. These low signal attacks highlight the
difficulty of identifying subtle irregularities in otherwise normal
communication. The interpretability analysis provides more in-
sight into the framework, with SHAP results confirming XGBoost
to be the dominant signal. This suggests that the outcomes are
more dependent on the robust anomaly-based components rather
than the standalone signal, and shows that the role of anomaly de-
tection in TL-SOC is primarily to support integrity and resilience
to distribution changes. In addition, the uniformity of feature im-
portance for the validation and test sets implies the model stable
and generalizable captures generalizable and stable traffic patterns
and artifacts. Still, SHAP explanations are also interpretable post
hoc and lack causally, which limits impact of explanation for se-
curity sensitive use cases. Evaluation itself presents another valu-
able result. Coupled with the important confirmation that random
partitioning strategies can inflate performance estimates due to un-
recognized temporal leakage, we observe significantly large dif-
ferences in the case of stratified versus not stratified splits. On
the contrary, chronological evaluation depicts a real world sce-
nario where a model operated under an evolving traffic distribu-
tion with shifting traffic patterns across time. This phenomenon
indicates the importance of consistent temporal evaluation in intru-
sion detection. Finally, the cross-dataset evaluation demonstrates
that TL-SOC is able to sustain requirements for a better stable
precision and satisfactory false positive rate with lower recall on
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unseen datasets, which is the most desirable detection operational
preference. This abnormality prioritizes the generation of reliable,
actionable alerts less aggressively. Even though the results look
good, we need to be honest about what this work can’t do. We
tested our system with data everyone can get to, and that data
might not show all the different and complicated things that hap-
pen on actual networks. Also, because of its combined approach,
this more complex system requires more computing power than
simpler ways to find attacks. While this more complicated de-
sign makes it perform steadily and dependably, it could be a prob-
lem when dealing with a huge amount of network activity. So, to
really understand complicated, multiple-step attacks, future work
will focus on making the system faster, testing it with massive
amounts of data from working networks, and using methods that
analyze how things change over time. To summarize, the research
findings are positive. Integrated operational boundaries, hybrid
modeling, and calibrated decision fusion enable an intrusion de-
tection decision-centric framework to improve the reliability, ro-
bustness, and practicality of these systems within modern SOC
environments.

7. Conclusion and Future Perspectives

We present TL-SOC, a way of finding intrusions that’s built for
how Security Operations Centers (SOCs) work, and it’s all about
making decisions. It combines learning how normal things look
(anomaly representation learning), modelling how different pieces
of the system relate to each other (graph-based structural model-
ing), and standard ‘labelled’ categorization (supervised classifica-
tion) into a single process for deciding if something is an attack.
This is done by smartly combining all of these using a method
called meta-learning, and importantly, it’s done with a really tight
restriction on how many false alarms you’d get. The experiments
we ran show TL-SOC is good for actual use in a SOC because it
gets a lot of attacks and doesn’t have many false positives. It’s also
more reliable in tricky situations: looking at data over time, when
faced with attacks that are unlike anything seen before (like Ad-
vanced Persistent Threats and zero-day exploits), and when used
on datasets that are different from the ones it was trained on. Plus,
we’ve used a sophisticated method based on SHAP values to ex-
plain both which aspects of the data are most important, and how
the system is making its decisions. This makes it easier to under-
stand and for analysts to have confidence in it. These results show
how important it is to build intrusion detection that is not only ac-
curate, but also strong, able to work in lots of different situations,
and will work as expected in a real SOC. TL-SOC uses under-
standable Al, labelled learning, flexible combination of methods,
and a way to identify unusual activity to give a balanced and you
can count on it system for modern SOCs. For the future, we’re go-
ing to test it on a lot more, and much more varied, real-world data.
We’ll also work on making it run faster for very high volumes of
information, and add ways to understand attacks that happen in
stages and change over time.
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