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This article is an extended version of the study presented at the IEEE
Ecuador Technical Chapters Meeting (ETCM)-2016. At that time, a
methodological proposal was designed, implemented, and applied in a
group of industrial plants for the management of the information secu-
rity of the Industrial control systems (ICS). The present study displays
an adaptation and improvement of such methodology with the purpose
of aligning the proposal for the effective management of information se-
curity with the strategic objectives. The development of this study has
been divided into three distinctive phases. Firstly, we induced the artic-
ulation of PMI-PMBOK v5 and ITIL v3 both for the management of the
project and for the verification of risks in the IT services. Second, we ap-
plied a set of risk mitigation strategies based on international standards
as NIST 800-82 and 800-30. Thirdly, we assembled the two mentioned
phases in a Guide for standards-based instructions and security poli-
cies, which previously have been encouraged on NIST 800-82, 800-53
and 800-12. Hereby, we observed the reduction of incidents of infor-
mation security, the correct delimitation of the functions of the direct
responsible of the ICS and the improvement of the communication be-
tween the operative and technical areas of the involved companies. The
results demonstrate the functionality of these improvements, especially
in the context of the availability and integrity of information, which
generates an added value to the enterprise.

Keywords :
Industrial Control Systems,
Information Security,
Automation,
ISMS,
SCADA,
DCS,
PLC,
ISO 27000,
NIST

1 Introduction

According to the Guide to Industrial Control Sys-
tems (ICS) Security NIST-2nd Revision [1], “threats
to control systems may be originated from numer-
ous sources, including hostile governments, terrorist
groups, disgruntled employees, malicious intruders,
complexities, accidents, and natural disasters as well
as malicious or accidental actions by insiders. ICS se-
curity objectives typically follow the priority of avail-
ability and integrity, followed by confidentiality”.

Facing these issues, the industry has proposed sev-
eral studies as recommended by [2] where best prac-
tices and risk assessment of the ICS have been sug-
gested. In [3] authors documented about Supervisory

Control and Data Acquisition (SCADA) system secu-
rity. In [4] enlightens the myths and facts behind Cy-
ber security in ICS, while in [5] [6] [7] [8] [9], au-
thors present issues, methods and countermeasures
to the protection of information, control systems as
well as automation. In [10] exposes the research about
SCADA security in the light of Cyber-Warfare. In re-
cent studies such as [11] examines the State of the Art
in Cyber security risk assessment methods for SCADA
systems. In [12] [13] proposes a study on efficiency of
an Information Security Management System (ISMS)
for ICS with compliance. In [14] presents a formal
approach that automates the security analysis of ICS.
In [15] explains a process of defense of securing ICS.
In [16] presents a theory of security metrics in SCADA
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and ICS including resilience. In [17] [18] [19] [20] [21]
authors explore the ICS cybersecurity landscape in-
cluding threats, vulnerabilities, intrusions and cyber-
attacks. In [22] discusses that the wireless systems
in all ICS are subject to cybersecurity vulnerabilities.
In [23]gives an analysis of behavior, time, and adap-
tation in the assessment of ICS Cybersecurity Risk. In
all mentioned studies, general recommendation and
analysis on the ICS were discussed, but unfortunately
they missed to propose a management system of in-
formation security. The standards listed in the men-
tioned studies are predominantly: NIST 800-53, ISA
99, NERC, ISO 27001, ISO 27002 [24], ISO 31010, and
ISO 27019.

Despite having controls and procedures in the
management of information security of its ICS, the
manufacturing companies, fail to reduce and resolve
the incidents. In addition, there is little or no evidence
of a complete vulnerability, threat and risk analysis
of their critical assets and services. This may be at-
tributed to the high level of sophistication of the ICS
and the poor knowledge of the present personnel that
manages and carries out such tasks [10].

Thus, the main contribution of this research has
been to provide a methodology to manage informa-
tion security in ICS. This has been focused on both,
Information Technology (IT) professionals and man-
ufacturing automation professionals. Its stages and
methods have been consistently combined with the
standards outlined above and are internationally used
in traditional IT and ICS. Specifically, these contri-
butions are: (1) Novel guides for the management of
the project of implementation of the methodology; (2)
Updated methodologies for risk assessment in IT ser-
vices used in ICS; (3) Methodological procedures to
encounter new risk mitigation strategies; and finally,
(4) Methodological procedures to develop the manual
of security standards and policies for ICS.

Based on the findings and conclusions presented
by [24] [26], we agree and confirm that NIST fulfills
all criteria needed and has been therefore chosen to
be ideally for this study, besides the existence of two
further interesting options such as the North Amer-
ican Electrical Reliability Corporation / Critical In-
frastructure Protection (NERC / CIP). They represent
a set of requirements designed to secure the assets re-
quired to operate in North America and the Interna-
tional Automation Society (ISA), being is a series of
standards, technical reports and related information
that defines procedures for Systems Automation and
Control Electronics (IACS). Therefore, we have opted
for a reliable standard like NIST stands for, which is
not exclusively framed in the organization nor in the
technical part only. This allows the possibility to man-
age in an effective and holistic way different areas that
coexist in the SCI being: business, computing, elec-
tronics, automation, production processes and peo-
ple. It is also recognized that NIST is internationally
highly disseminated and its best practices exist sup-
plementary information that may be available to the
professional stakeholders of this project.

This document is an extended version of a pre-
vious conference presentation [27], which has been
based specially on NIST. In this present article, areas
of knowledge of the PMBOK and ITIL standards have
been also included, which served to improve the man-
agement of the methodology implementation projects
and in the risk analysis of the IT services operating
in the ICS. Furthermore, we added detailed evidence
and discussions of the results presented in [27].

The remainder of this paper is organized as fol-
lows: The conceptual framework that describes the
theoretical foundation of this study is described in
Section 2. Then, the adaptation and improvement
of the methodology proposed is explained in section
3. Results and discusses of findings and their impli-
cations are displayed in Section 4. Finally, Section
5 closes with conclusions and some future research
lines.

2 Theoretical Framework

This section comprises all the important theory and
knowledge about the ICS, tools for IT architecture
modeling and expert system validation method that
have been used in this study:

2.1 Industrial Control Systems (ICS).

As reported by the Guide to Industrial Control Sys-
tems (ICS) Security of the National Institute of Stan-
dards and Technology (NIST) [1], the term Industrial
Control System includes Supervisory Control and
Data Acquisition (SCADA), Distributed Control Sys-
tems (DCS), as well as programmable logic controllers
(PLCs). ICS are used in industries such as electricity,
water distribution systems, wastewater, petroleum,
natural gas, chemical, transportation, pharmaceuti-
cal, pulp, paper, food, automotive, aerospace, among
many others. On the other side, SCADA systems are
also used to control critical infrastructure. As stated
by ENISA in [28] critical infrastructure such as elec-
tricity generation plants, transportation systems, oil
refineries, chemical factories and manufacturing fa-
cilities means an asset, system or part thereof located
in a country which is essential for the maintenance
of vital societal or strategic functions, such as health,
safety, security, economic or social well-being of peo-
ple, and the disruption or destruction of which would
have a significant impact (e.g. disruption to busi-
ness operations and services but also potential dam-
age and destruction of equipment). As a final point,
DCS are used to control production systems within a
local area such as a factory using supervisory and reg-
ulatory control. PLCs are used for discrete control for
specific applications and generally provide regulatory
control [1].
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2.2 Security incidents in Industrial Con-
trol Systems.

The proliferation of connections that use the electro-
magnetic spectrum, combined with vulnerable source
code and errors in configurations of automation sys-
tems expose the ICS to potential from cyberspace.
Weak IT security policies and weaknesses in the secu-
rity features of automation systems dramatically in-
crease the risk of a successful cyber-attack [29].

Facing such issues, there are some organizations
authorized to investigate and combat cybersecurity
incidents. For instance, in the United States are the
Cybersecurity Emergency Response Team (ICS-CERT)
[30] and the Federal Bureau of Investigation (FBI).
ICS-CERT in 2015, received and responded to several
incidents reported by owners and manufacturers of
industrial products in North America. Other reports
considered are also those reported by manufacturers
and suppliers of equipment, industrial systems, and
information security solutions such as: ABB, Allen
Bradley, Verizon [31], among others.

In the same context [27] [28] discloses the current
maturity level of ICS-SCADA cybersecurity in Europe
and identifies good practices handled by European
Member States to improve this area. The first and sec-
ond part of this study introduces the ICS-SCADA cy-
ber security topic, explains the role of ICS-SCADA in
critical sectors and summarizes the methodology of
this research.

2.3 Guide for Industrial Control System
Security NIST 800-82.

The NIST Industrial Control System Safety Guide
800-82 establishes some guidelines for the implemen-
tation of safety in ICS. The main reason for using the
regulations for an ICS is that these increasingly adopt
computer components in their design and operation.
While some features are similar between traditional
IT systems and ICS, it is fundamental to understand
that they are unable to be handled in a similar pro-
cedure. ICS and IT include significant risks such as
health, protection of human life, environmental dam-
age, financial impact, production losses, etc., [1].

This document is the second revision to NIST SP
800-82 which has been published in March of 2015.
Updates in this revision include: ICS threats and
vulnerabilities; ICS risk management, recommended
practices and architectures; current activities in ICS
security; security capabilities and tools for ICS; Ad-
ditional alignment with other ICS security standards
and guidelines; new tailoring guidance for NIST SP
800-53, among others [1].

Risk is present, when the probability exists of an
occurrence of a threat or any vulnerability. Threats
are able to take advantage of vulnerabilities. In the
case of a computer incident, for example, the magni-
tude of the potential impact results from a successful
exploitation of vulnerability [32] and [33] should be
determined. Risk assessment, in turn, is the process of

identifying the risks of an organization’s operations,
assets, and individuals by evaluating the likelihood of
an identified vulnerability having a potential impact.
The risk assessment also has to compare the costs of
such safety with those expenses or financial damages
associated with a possible incident.

2.4 Guide to the Project Management
Body of Knowledge (PMBOK®
Guide)–Fifth Edition.

The Guide to the Project Management Body of Knowl-
edge provides guidelines for the direction of individ-
ual projects and defines concepts related to project
management. It also describes the life cycle of project
managements and related processes, as well as the
project life cycle. The PMBOK® Guide contains the
globally recognized standard and guidance for the
project management profession. By standard means
a formal document that describes established stan-
dards, methods, processes and practices. Similar to
other professions, the knowledge contained in this
standard evolved from the recognized good practices
of the professionals dedicated to the management of
projects that have contributed to its development. Ac-
ceptance of project management as a profession in-
dicates that the application of knowledge, processes,
skills, tools and techniques may have a considerable
impact on the success of a project [34].

2.5 IT Infrastructure Library (ITIL)

ITIL is part of a suite of best-practice publications for
IT service management (ITSM). ITIL provides guid-
ance to service providers on the provision of qual-
ity IT services, and on the processes, functions and
other capabilities needed to support them. Organiza-
tions are encouraged to adopt ITIL best practices and
to adapt them to work in their specific environments
in ways that meet their needs. ITIL is not a standard
that is mandatory to be followed, it is more likely a
guidance that should be read, understood, and used to
create value. The ITIL framework is based on the five
stages of the service lifecycle, namely Service Strategy,
Service Design, Service Transition, Service Operations
and Continual service improvement [34] [35] [36].

2.6 Control Objectives for Information
and Related Technology (COBIT).

The COBIT provides a comprehensive framework that
supports enterprises to achieve their goals and deliver
added value through effective governance as well as IT
governance of the Organization. In this way, it sup-
ports organizations to create optimal value from IT,
by maintaining a balance between realizing benefits
and optimizing levels of risk and resource utilization.
This allows IT and related organizations to be gov-
erned and administered in a holistic manner through-
out the Organization. This includes the full scope of
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all functional and business areas of responsibility, tak-
ing into account the internal and external interests of
IT stakeholders.

3 Methodology Proposal.

3.1 Research Methodology

During this project, we have used the Action research
Methodology [37], also known as participatory re-
search which is a testing of theories developed to over-
come an immediate on the job-difficulty. In short, ac-
tion research means learning by doing. In this kind
of approach first a solution is devised and evaluated,
while depending of the results, a new solution may be
constructed in order to try to achieve more sophisti-
cated results. These processes are cyclically repeated
until an acceptable performance has been obtained.
In one of its formal stages it is established the gather-
ing of pertinent data, material, methods, techniques,
and so on for setting into testing periods. All data
should be relevant to the problem. Therefore, it has
been pertinent for us, to use PMBOK v5 and ITIL
PRACTITIONER in their respective areas of knowl-
edge called Communication. As collaborative instru-
ments, workshops were developed with ICS experts as
a focus group. The next stage has been to concern the
developing plans for implementation of a theory.

The research has been carried out under real
conditions of four industrial plants of the principal
manufacturing enterprises in their markets. These
have approximately 600 employees in the manufac-
turing area and some 400 more, in the administrative
area. The four plants were comprised of two produc-
tion lines containing four distributed control systems
(DCS), 120 Allen Bradley and Siemens PLCs, 40 HMIs
Allen Bradley, 48 desktop computers, 15 industrial
applications using Rockwell Automation and Won-
derware software (including 5 critical mission) and
a Local and Wide area networks (LAN/WAN) with
Cisco equipment and Checkpoint. Reference stan-
dards such as: NIST 800-30, NIST 800-82, NIST 800-
53, NIST 800-12, PMBOK v5, ITIL v3, interviews, sta-
tistical processes and cost-benefit analysis have been
used among the most important ones.

3.2 Modeling of IT frameworks &
Methodological proposal.

In order to improve the methodology proposed in our
previous study [27], we have considered the adapta-
tion of other standards, referential frameworks, and
management systems that are used in Information
Technology (IT). With the purpose to understand the
context, we have started by modeling the indicated
in a hierarchical pyramid that is illustrated in Figure
1. In the base stand the standards used in traditional
IT: COBIT, ISO 27000, PMBOK and ITIL. The second
level of the pyramid holds NIST, NERC and ISA. At
the third level is the proposed methodology. From

bottom to top, these standards reveal ICS practition-
ers “how to do it?”, while from top to bottom urges
the question of: ”what to do?”

Firstly, as part of the COBIT IT governance pro-
cess, the ”BAI01” (Building, Acquiring and Imple-
menting, BAI), called Program and Project Manage-
ment has been included. There, COBIT indicates
“what to do?” According to this process, all the in-
vestment portfolio programs and projects are strongly
recommended to be managed in a coordinated way
and in line with the corporate strategy. In a similar
case, chapter 13 of [34] indicates “what to do?” to
identify project stakeholders. In the case of this pro-
posed management, the “how to do?” procedure is in-
dicated to discover the stakeholders required at each
step of the implementation.

Figure 1: Modeling of IT frameworks & Methodological proposal

Secondly, [1] indicates “what to do?” to evaluate
and mitigate ICS risks. In the case of the management
proposal for ICS security, it is indicated “how to do
it?”

Although COBIT, ISO27000, PMBOK and ITIL are
not fully implemented in the case study, it is neces-
sary to use some of their areas of expertise and refer
them to fit the methodological proposal into a form,
which is already worldwide established. This avoids
the occurrence of inaccuracies of concepts that in the
future may not articulate in the management of the
information security at managerial, operational, and
technical level.

3.3 Project to improve the methodological
proposal

For the improvement of this methodology and be-
cause its implementation requires to perform a con-
siderable amount of tasks with specific deliverables
with a defined time, in which the quality of the in-
formation is fundamental, having some stakeholders
in account, it has become necessary to include in the
methodology standards in the field of project manage-
ment, which help to keep critical success factors con-
trolled (i.e. cost, quality, scope and time). The main
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reason for adopting PMBOK [34] has been the bet-
ter adaptability with NIST, its interdependence and
the widespread diffusion that this standard has had
in project management.

Prior the implementation of the methodology in
an enterprise, several meetings with the responsible
of the ICS must be realized. It starts with the collec-
tion of information that serves to identify and ana-
lyze stakeholders. In line with [34] this point plays
a fundamental role in the development and success
of a project. Later, a variety of points should be re-
viewed such as: names and position of who will be
the project manager of implementation, identifica-
tion of the problem to be solved, business need to
solve the problem, justifications that lead to imple-
ment the methodology in the enterprise, levels of au-
thority of Project Manager, risks that may exist in
the implementation, opportunities that the enterprise
has with this project, general deliverables, specific de-
liverables, and pre-allocated resources (i.e., financial,
material and human resources). With all this infor-
mation two documents need to be elaborated to be-
gin the project of implementation of the methodol-
ogy such as Project Charter and Power-Interest Ma-
trix Stakeholder (see Figure 2). In consonance with
[34] the Charter Project must be signed before begin-
ning the implementation of the methodology in or-
der to formalize the support and participation of the
entire enterprise. The signers of the charter project
are the Project Manager and the Chief Executive Offi-
cer (CEO), who is the first and most important stake-
holder.

Figure 2: Power-Interest Matrix Stakeholders of the implementa-
tion project.

As stated in [34], the analysis of the power-interest
matrix stakeholders illustrated in Figure 2, allows
identifying who are the experts of the ICS. Moreover,
there it’s stated that all the workshops and meetings
that are needed to obtain the information, which will

be vital for the success of the implementation, must
be carried out.

Figure 2 illustrates that these experts are those lo-
cated in the quadrant entitled ”Manage Closely” (e.g.
Engineers of automation, maintenance, manufactur-
ing, and IT Infrastructure Engineering Engineers).
Shown in the ”Keep Satisfied” quadrant, investors,
executive directors, and the CEO will be placed, be-
cause they are only interested in the project for ade-
quate results for the enterprise. Besides, in the ”Keep
Informed” quadrant, there are all those who are in-
terested in implementing the methodology, but are
not directly involved within. Finally, in the ”Moni-
tor” quadrant, the managers are placed in charge of
monitoring what is being implemented and when the
methodology is already in place to notify about the
incidents and problems that may appear.

Given the experience gained in the implemen-
tations acquired by the research team, it is recom-
mended to meet with the project implementation
team and the Project Manager to assess progress and
review the project’s risk status once a week. As in-
puts, surveys should be carried out by the experts of
each workshop and meeting, with whom the method-
ology is being implemented. In section 4, evaluation
of results and discussion implies such behavior. In or-
der to obtain the results of the surveys carried out by
the experts, the following formula has been used (see
equation 1):

Pm =
∑q

n=1 (Rm)n
q

(m=1, 2, 3,4) (1)

Where ”P” is the average of the answers of ques-
tion number ”m”; ”n” is the workshop session num-
ber; ”q” is the number of the last workshop; and ”R”
is the qualification the expert gave to each question.

Once the adaptation and improvement of the pro-
posed methodology is planned, starts the implemen-
tation of the methodology, being divided into three
phases represented in Figure 3. A brief schematic de-
scription is provided below:

Figure 3: Stages of the methodology proposed, as adapted by [27]

Unlike the previous version presented in [27] and
as illustrated in Figure 3, in this extended version, ar-
eas of knowledge of both PMBOK and ITIL have been
added in blue colors in the three stages of the pro-
posed methodology. In stage 1, the PMBOK, NIST
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and ITIL stakeholder management were used to assess
risks in ICS components and services, design of miti-
gation strategies, including the authors’ contribution.
In the second phase, only PMBOK stakeholder man-
agement are incorporated together with what NIST
suggests in the preparation of the guide for standards-
based instructions and security policies, as well as the
contribution of the authors. Stage 3 includes PMBOK
stakeholder management, ITIL service strategy cata-
logs, ITIL service design and communication manage-
ment suggested by ITIL practitioner, and the authors’
contributions.

3.4 Risk assessment and design of miti-
gation strategies for ICS

The first process in the methodology of risk manage-
ment is the evaluation of threats and vulnerabilities,
according to [1]. To perform such task, the subsequent
steps are followed:

Step 1. The characterization of the system. In agree-
ment with [34] it is determined with the whole sys-
tem of hardware, software, connectivity, data, per-
sonnel support and execution processes. They also
take into account the revision of existing documenta-
tion, the use of exploration tools, questionnaires and
stakeholder interviews of the ”Monitor” and ”Manage
closely” quadrants of the Power-Interest matrix (Fig-
ure 2).

Step 2. Identification of threats. For this step, we
have drawn a table with sources based on threats [25],
motivations, actions that would yield these threats
and a comment of the stakeholders if necessary. Those
responsible for conducting workshop sessions from
step 2 through step 8 are the stakeholders of the
”Manage closely”.

Step 3. Identifying Vulnerabilities: Interviews were
conducted, information related to recent incidents has
been gathered and subsequently analyzed. Further-
more, documentation risks of the enterprise, I-CAT
NIST database vulnerability, and security require-
ments were check-listed and later analyzed according
to [35]. Although other ways to identify vulnerabili-
ties have been available as proposed by [32], we have
used a simplified version of the proposed methodol-
ogy as suggested by [30].

Step 4. Analysis of Controls: A variety of control
methods, control categories, and analysis techniques
of control according to [24] were taken into account.
The results have been documented due to the realiza-
tion of workshops.

Step 5. Determination of Probability (P): The mo-
tivation of the source of threat (TM), the nature of
vulnerability and the effectiveness of controls (EC) ac-
cording to [24] were considered. In this respect:

1. If TM=High and EC=low, then P=1 (High).

2. If TM=medium and EC=medium, then P=0.5
(Medium).

3. If TM=low and EC=high, then P=0.1 (Low).

Step 6. Determination of Impact: The mission of the
ICS has been to review the data criticality and to re-
spect the sensitivity of the data and the information
security [38] within the enterprise. In the present case
study, the mission, the vision, the strategic plan of
the enterprise and the documentation ISO 9001: 2015
held by the enterprise were analyzed.

Step 7. Risk Assessment (R): The risk assessment
has been estimated according to the probability of
threat sources (P) and the corresponding magnitude
of the impact (I). Thus: R = P x I. The risk scale has
been used by [24]: being HIGH when 100> value> 50,
MEDIUM when 50> value> 10 and LOW when 10>
value> 1.

Step 8. Recommended Controls: The recommended
controls aim to reduce the vulnerability and risk level
of the ICS and its data to an acceptable level for the
enterprise, which needs to take into account the low-
est possible costs and impacts.

Step 9. Documentation Result: A final report about
the achieved results has been developed and after-
wards addressed to the stakeholders, being rather sys-
tematic and analytical than accusatory in any form.
However, finally in the present case study an execu-
tive summary has been elaborated and addressed to
the CEO. Furthermore, the methodology for risk mit-
igation has been performed according to [24] (Figure
4).

In order to complement and verify that the ICS
risk analysis has been accomplished, it is further rec-
ommended to use a risk assessment with respect of
computer services in the ICS. Therefore, it is necessary
to pick up the ICS services catalog as indicated [35]
and [36]. To evaluate the risks in the IT services at
ICS, a brainstorming session is held with the experts,
without losing sight of the services catalog. In this
way it is possible to analyze the probability and the
impact in each of them, in the same way that it has
been performed with the components of the ICS.

Regarding the data characteristics of the exper-
imentation, we may point out, that for the accom-
plishment of the present study, confidentiality agree-
ments have been signed with the enterprise of the case
study. Consequently, this prevents the disclosure of
detailed information on the characteristics of the com-
ponents of their ICS. However, it should be stressed
out, that regardless of the technology used, the pro-
posed methodology would work properly as it has
been focused on both management and technical cri-
teria. Even so, the characteristics of the components
have been better detailed described in the following
points.

3.5 Preparation of the Guide for
standards-based instructions and se-
curity policies

The security of an ICS according to [1] is based on a
combination of effective security policies and a set of
security controls configured properly. Such consider-
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Figure 4: Risk Mitigation methodology conformity with NIST SP 800-30 [24], with Authors’ contributions (in red) based on [27]

ations lead to the following five phases:
Phase 1: Meeting with the stakeholders (i.e., the

”manage closely”, ”Keep informed” and ”monitor”
of the power-interest matrix, Figure 2). The pur-
pose of these meetings is to encounter project require-
ments, implemented safety controls and other impor-
tant documentation for the preparation of the manual.
For this purpose the basic questions 5W-1H are used.

Phase 2: Preparation of the guide. As a reference
has been taken of [1] [39] [40] [41], which serve as
guidelines for developing security policies. In order
to improve to structure the guide, it has been classi-
fied into three types of policies: being management,
operational, and technical type, operational and tech-
nical. The stakeholders of the ”manage closely” quad-
rant (Figure 2) are in charge of conducting the work-
shop sessions to elaborate phases 3, 4 and 5.

Phase 3: Management type. These are according
to [1] security countermeasures to an ICS that focus
on risk management and information security man-
agement: Evaluation of security and Authorization
(CA), Planning (PL), Risk Assessment (RA), System
and Services Acquisition (SA), and program Manage-
ment (PM).

Phase 4: Operating Type. According to [1], these are
security countermeasures for an ICS, which are exe-
cuted and implemented mainly by people (i.e., stake-
holders of all quadrants of the power-interest matrix,
Figure 2): Personal Security (PS), physical and en-
vironmental protection (EP), Contingency Plan (CP),
Maintenance (MA) and integrity of the information
system (SI), media protection (PM), incident response
(IR) and awareness training.

Phase 5: Technical type. According to [1], the
technical types are security countermeasures to the
ICS, which are primarily implemented and executed
by the system through mechanisms containing hard-
ware, software or firmware of the system: Identifica-

tion and authentication (IA), Access Control (AC), Au-
dit and Accountability (AU), System Protection and
communications (SC).

4 Evaluation of Results and Dis-
cussion.

As indicated in section 3, this study includes the re-
sults of evaluations of experts’ perceptions regard-
ing the methodology implementation project. These
were completed after each workshop session lasting
between 60 and 120 minutes. This has been achieved
by being informed of how the project is being imple-
mented and better managing the risks related to its
factors of success. The questions that were given for
these evaluations were the following:

Question 1: Do you think that the time you took
to collaborate in this workshop add value to the en-
terprise? Possible answers: Much (100%), Very (75%),
little (50%), Very little (25%) and Nothing (0%).

Question 2: Do you think that the team that
worked in this workshop provided all the necessary
information? Possible answers: Yes (100%), some-
thing (50%) and No (0%).

Question 3: Do you agree that this workshop cov-
ered all aspects related to the scope of the project?
Possible answers: Yes (100%), something (50%) and
No (0%).

Question 4: How would you rate the time that has
been used for this workshop? Possible answers: Very
productive (100%), productive (75%), Normal (50%),
Unproductive (25%) and Nothing Productive (0%).

Figure 5 reveals the averages of the answers to
the questions asked in each evaluation according to
each of the interested areas indicated in the ”Manage
Closely” quadrant of the Power-interest matrix indi-
cated in section III: Maintenance, Process, Automa-
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tion, and IT infrastructure of Figure 2.

Figure 5: Averages of the scores of the expert’s evaluations in the
project.

Although the first and the fourth question are sim-
ilar, it should be noted that the first one assesses
whether there is added value to the enterprise or not.
In contrast the fourth question assesses the produc-
tivity of the expert who has been present. The average
answers to question 1 range from 88% to 97%, while
the answers to question 4 range from 87% to 95%, re-
spectively. This means that the experts are aware that
their time in the implementation of this project gives
value to the enterprise. However, it is not very pro-
ductive or fun for them to spend any given time talk-
ing about the subject since their professional profile is
more technical than administrative. These results al-
low important clues about how the project is perform-
ing in terms of the cost that the enterprise is invest-
ing in implementing such methodology. In addition,
it demonstrates if there is any need to motivate the ex-
perts with an incentive, which may be analyzed later
by the area of human resources and the project man-
ager. In turn, these results indicate that there is a like-
lihood that the time-cost risks of project experts will
be activated, as well as risks due to schedule delays
due to fatigue or lack of interest. This information
helps the project manager as well as the implementa-
tion team of the methodology. In current implementa-
tions, the subject of communication with stakeholders
has been based on [42] and [34] and is being started in
order to mitigate these project risks at the time of its
execution.

The averages of the answers in question 2 indicate
that the quality of implementation of the methodol-
ogy is on track, since the corroborating ranks range
from 97% to 100%. This question induces to the ex-
perts to unholy anything saved for them and to con-
tribute with the vital information required. Also, it
indicates to the Project Manager that the risks regard-
ing the quality of the project are unlikely to be acti-
vated.

The answers to question 3, range from 97% to
100%, which indicates that the risks in scope are less
likely to be activated.

After analyzing the results of risks of the imple-
mentation of the methodology, we have proceed to
analyze the results of the risk assessment and design

of mitigation strategies for ICS. These resulted in five
visible threats, 15 vulnerabilities, 17 resulting risk
and ten suggested mitigation strategies.

In this study, we assessed the risks from the per-
spective of ICS components and also of the informat-
ics services. Therefore, the result of lifting the catalog
of services according to [35] and [36] of the manufac-
turing process of the product ”P” in the production
line ”L” is illustrated in Figure 6. There, they found 13
IT Services, 18 Information Systems and 26 informat-
ics components. The risks found in the IT services co-
incided with items 1,2,6,8 and 9 mentioned in Table 2,
and their mitigations would be the same as those an-
alyzed with NIST. For other ICS manufacturing pro-
cesses the same procedure may be performed.

As for the results obtained in the development
of mitigation strategies, as mentioned in section 3,
these are directly linked to the cost-benefit analysis
presented to the enterprise (case study). Specifically,
these indicate a deficiency in the management of the
Information Security of this ICS, which forms it ade-
quate to apply the proposed methodology.

Table 1 illustrates the considered variables. These
indicate the investment costs of the implementation
of the strategies versus the losses if the enterprise
avoids the implementation of the methodology. Based
on such calculations, the monthly cost of unavail-
ability of the two production lines may reach be-
tween $ 109,000.00 in the first production line and $
226,400.00 in the second production line. These cal-
culations were obtained taking into account an hourly
value of $ 5.01, with a total of 160 working hours
per month. Total costs of implementation of mit-
igation strategies have reached up to $ 170,400.00
(i.e. estimated total costs of implementing technol-
ogy, processes, and personnel requirements for the
ten largest mitigations) compared to $ 1,422,760.00,
which would be the cost of not implementing them.
With these results, we follow that the best decision
for the managers of these companies is the applica-
tion of the proposed mitigation strategies. As men-
tioned in [38], it is confirmed that availability and in-
tegrity are more important than confidentiality in an
ICS. Therefore, at this point we may suggest the devel-
opment of a software application for the management
of ICS that is able to evaluate the risks and the cost
benefit of information security decisions in a fast and
effective way.

The results of the simulations of the application of
the above mentioned mitigations are listed in Table 2.
The residual risk has been reduced in most cases from
100% to 10%, as well as the probability of execution
of the threats. However, the impact remained almost
unchanged. Simulations include only risks that would
potentially have a high impact on SCI. The other mi-
nor risks should not be ruled out, but were carried out
in a similar analysis, which produces a complete risk
management in the ICS. Analyzing the whole context,
we are able to appreciate that the continuous changes
in the processes, the behavior of the people and the
technology documented in this study, besides the in-
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Table 1: Cost–Benefit Analisis

Number Strategy/Control
Impact of

implementa-
tion

Aditional
costs/

investment

Impact of
omited imple-

mentation

Aditional
costs/

investment

1 Implentation of antivirus and firewall in the network
ICS MEDIUM $24.000 HIGH $81.750

2 Implementingan application, whic changes control
and manages backups MEDIUM $20.000 MEDIUM $226.400

3 Introduction of a security cameras system in control
rooms LOW $24.000 HIGH $60.000

4 Implementation of an application for asset manage-
ment and inventory LOW $15.000 HIGH $60.000

5 Acquisition of an additional PLC to quality control
and later integration into the network MEDIUM $16.000 HIGH $283.000

6 Introduction of an authentication a system (where
possible) and daily backups MEDIUM $14.000 MEDIUM $251.550

7 Physical access controls in control rooms MEDIUM $15.000 HIGH $134.160

8 Introduction of a coordination procedure between
Automation and IT LOW $2.400 HIGH $45.000

9 Review of software licensing and other major equip-
ment programs for the maintenance of ICS MEDIUM $24.000 HIGH $226.400

10 Documenting algorithms and programs for changes
of PLC LOW $16.000 MEDIUM $54.500

$170.400 $1.422.760

dications of [43], demonstrate that it is essential to
mitigate and reduce the risks in an ICS. This leads to
a risk assessment and mitigation strategy to be per-
formed at least once a year.

For the Guide for standards-based instructions
and security policies, the different formats and tem-
plates used by the enterprise for this type of doc-
umentation have been used. In order to carry out
the evaluation of the Guide, a ten-person committee
composed of management, technical and operational
personnel (stakeholders of the quadrants: ”manage
closely” and ”keep informed”) was elected. This
group had the task of reviewing, commenting, and
proposing changes to improve the content of the
policy manual. The collected responses were sub-
sequently evaluated using statistical formulas and
graphs (frequency, means, fashion, median, standard
deviation and central tendency) as an evaluating tool
to visualize the results (Figure 7). From a total of
eleven data, the acceptance percentage has a median
of 75%, an average of 79.09% and an acceptance for
most questions of about 90% (fashion). In general, the

Guide lists 18 clear and precise guidelines, which con-
tain the point of view of management and the enter-
prise, thus considering all aspects of the management
of the ICS safety guide. Therefore, it complies with
what it stands for [12], where a policy also helps to re-
duce investment costs in technology control, induced
by appropriate management processes and assigned
functions.

Due to the Guide evaluation, the low values of
about 55.24% may reflect poor judgment or knowl-
edge of the contestants, in which an additional survey
may be able to analyze its potential causes. Nonethe-
less, evidently users accept the Guide, allowing hav-
ing high expectations that its application will signifi-
cantly improve management and reduce potential fu-
ture incidents.

In the Guide-induced simulations, ten stakehold-
ers were consulted (i.e. from the ”manage closely”,
”keep informed” and ”monitor” quadrants, Figure 2).
Figure 8 illustrates that out of a total of 100 data (ten
questions asked to these 10 ICS stakeholders), the per-
centages of perception of policy compliance vary from

Figure 6: Services catalog of Industrial Control System.
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Table 2: Results of The Simulation of Applications of Mitigation Strategies on ICS(The Top 10)

Item Risk description Probability Impact Risk Strategy mitigation Probability Impact Residual
risk

1 Virus infection and mal-
ware network of ICS 1 100 100 Implementation of antivirus

and firewall 0,l l00 l0

2 Information loss and config-
uration errors in the ICS 1 100 10

Implementing an application
for managing change controls
and backups

0,1 100 10

3 Robbery of computers and
devices of the ICS backup 1 100 100

Introduction of a camera secu-
rity system in control rooms and
workshops

0,l l00 l0

4 Critical infrastructure lack-
ing insurance policy 1 100 100

Implementation of an applica-
tion for asset management and
inventory

0,l l00 l0

5

Damage of PLC of Quality
Control in the 2nd produc-
tion line (Outdated equip-
ment)

1 100 100

Acquisition of an additional
PLC for quality control, pro-
gram support, and integration
into the control network

0,l 50 5

6 Intentional alteration of in-
formation of the ICS 0,5 100 50

Introduction of an authentica-
tion system where possible and
daily backups

0,l 100 10

7 Failures in ICS caused by
unauthorized persons 0,5 100 50 Implementation of physical ac-

cess controls 0,l 100 10

8
Improper acquisitions by
outdated information secu-
rity technology

5 50 50
Introduction of adequate and
contemporary coordination pro-
cedure between Automation
and IT

0,l 50 5

9
Inadequate sizing of tech-
nology resources in ICS
maintenance

0,5 100 50

Regular software licensing re-
view and other major equip-
ment programs for the mainte-
nance of ICS

0,l 50 5

10 Allen Bradley PLC Failure
(control room 3) 1 50 50 Documenting Algorithms and

programs for changes in the PLC 0,l 50 5

15% to 80%, while the average perception of compli-
ance yielded an average of 41.05% and a median of
45%. Despite the negative trend shown in this figure,
the slope (about 45 degrees) indicates a reliable distri-
bution of the data collected for this analysis. On the
other hand, as illustrated in Figure 8, 60 of the 100
questions answered are between the average (41.05%)
and 80% of the fulfillment of perception. This may
be considered as satisfactory values of the simulation.
It is therefore thought that in the future stakehold-
ers will support the improvement of the proposed
methodology for the security of management infor-
mation in ICS once they become familiar with such
a procedure.

Figure 7: The statistical process, which results by the evaluation of
the acceptance of the Guide for standards-based instructions.

In Figure 9 the perception of compliance with the
application of the manual that are outside the range
between 20.61% and 61.49% may result from the lack

of judgment or even ignorance of the respondents re-
garding the Security of the ICS, since it is a contem-
porary and new topic for many professionals in the
industrial field.

According to enterprise executives in this case
study, the percentage of compliance with other poli-
cies and standards manuals of the organization vary
in the range of 40% to 50%. This suggests that 40% is
not a coincidence but the result of the organizational
culture of such an enterprise. According to these re-
sults a proposal of a follow-up may rise, where the tar-
get may be of how an organizational culture has a po-
tential impact or relation with the compliance of the
rules and policies of an enterprise. Simultaneously,
it should also be considered to propose the develop-
ment of a software application that simulates the per-
formance of the manual, in order to be able to deter-
mine the degree of information security management
of an ICS that is a useful tool for the managers and
stakeholders of the quadrant ”Manage closely”.

Finally, the proposed approach and the set of in-
dustry standards analyzed in this study have been
complemented with each other. Therefore, the sub-
stantial difference is situated in the amalgamation
and articulation of proven techniques, methods, and
the adaptation of other standards, referential frame-
works, and management systems that have been used
in IT for both project management and industrial se-
curity in the same place where the facts are occur-
ring. This allowed significant improvements to effec-
tively and holistically manage the different and com-
plex areas, which coexist in the ICS: business, com-
puting, electronics, automation, production processes
and people.
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Figure 8: The statistical process, which resulted by the perception
of the compliance of the Guide for standards-based instructions.

Figure 9: The statistical process, which results by the simulation of
the application of the Guide for standards-based instructions.

5 Conclusions and Future Work.

Based on the results obtained, it is concluded that
the set of mitigation strategies and the Guide for
standards-based instructions and security policies for
a manufacturing enterprise may achieve a reduction
of 40% of security incidents in its ICS in the con-
texts of availability, integrity and confidentiality of
information. At the same time, it is observed how
the project of implementation of the methodology has
been favorably accepted by the stakeholders creat-
ing motivation, collaboration and synergy in the ar-
eas that use, operate and manage the ICS. As for NIST
800, PMBOK, COBIT and ITIL, it has been perceived
that they are highly strategic international standards,
robust and in line with the management proposal pre-
sented for the ICS. That means that in turn, that the
management proposal is perfectly articulated with the
managerial, operational, technical areas of such enter-
prise. The proposed methodological process may be
compared with ISO 27000 ISMS, being recommended
to be used in manufacturing companies to manage in-
formation security in industrial control systems.

As future lines of studies, it is planned to combine
the proposed methodology with DSS02, DSS03 and
DSS04 of COBIT 5, the ITIL service operation stage,
and a general guide of information security policies
as well as norms throughout the enterprise according

to ISO 27000, and NIST 800-82, in order to maintain
proper management of traditional IT and ICS. In ad-
dition, the design and implementation of an informa-
tion security incident response team (CSIRT) for ICS,
based on NIST 800-61 as a framework and ITIL V3,
has also been considered in order to analyze the in-
volved computer services.
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