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This paper investigates the trajectory tracking control (TTC) problem of a networked control
system (NCS) against a replay-attack. The impact of data packet dropout and communication
delay on the wireless network are taken into account. A new mathematical representation of
the NCS under network issues (packet dropout, delay, and replay-attack) is proposed, the
resulting closed-loop system is written in the form of an asynchronous dynamical system.
Linear matrix inequalities (LMIs) formulation and a cone complementary linearization
(CCL) approach are used to calculate the controller gain F1 and the trajectory tracking
gain F2. Finally, a DC motor simulation with MATLAB is carried out to demonstrate the
effectiveness of our approach.

1 Introduction

This article is an extended version of a conference paper presented in
2019 at the International Conference on Control and Fault-Tolerant
Systems [1].

Networked Control System (NCS) is a new generation of sys-
tems where the control loop is closed through a communication
network. The defining feature of an NCS is that system states and
control law exchange between the components of the system (sen-
sors, actuators, and controllers) in the form of information packages
via a wireless network. The use of wireless network diminishes sys-
tem wiring, simplifies maintenance and diagnosis, and improves the
system agility [2, 3]. Nonetheless, the introduction of the wireless
network to control the physical process brought some challenges,
such as induced delay, and packet dropout, which harm the stability
and reduce the system’s performances. The model of the NCS with
data packet dropout and network induced delay has been treated
in [4–6]. There are also other challenges of using the network as
a mean to impart the information between the system components,
like malicious intrusions, viruses, and cyber-attackers who always
find a way to access the system network and make critical damages.
Consequently, reinforcing system security attracts the attention of
the specialists. Remarkable papers have studied the security of the
network and the cyber-attacks [7].

This article addresses a particular cyber-attack, termed as replay-
attack, studied first in [8]. At our best knowledge, the trajectory

tracking control (TTC) problem of NCS under a replay-attack based
on an accurate mathematical model of the replay-attack is not fully
investigated, and this will be the subject of this paper. In our previ-
ous work [1, 9, 10], we modeled the NCS under a replay-attack in
three different ways. In [10], we used the Markovian jump linear
system to model the replay-attack. In [1], we neglected the commu-
nication delay, and we assumed that the adversary attacks just the
sensor reading, and in [9], we supposed that the adversary attacks
the sensor reading and the actuator’s inputs simultaneously. This ar-
ticle involves a new contribution compared to the studies mentioned
above. In this study we will give a new model of the NCS against a
replay-attack, in which we take into account the effect of the delay
that exists in the communication channel (sensor-controller).

This extended version deals with the TTC of a DC motor con-
trolled through a wireless network and exposed to a replay-attack.
The adversary seeks to destabilize the system by recording secretly
the sensor reading and subsequently replayed it to the controller.
To protect its anonymity on the network and stay undetectable for
the most prolonged period, the adversary appears at different times
(randomly), that sounds similar to the Stuxnet cyber-attack [11].
Moreover, we will take into account the packet dropout and the de-
lay in the communication channel (sensor-controller). Nevertheless,
the communication channel (controller-actuator) will be supposed
perfect, that means 100% of packets have successfully arrived at the
actuator from the controller without any delay.

The study will contain four fundamental parts. We will start by
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defining the structure of the global system. Then, we will give the
model of the network. After that, we will provide our model of the
replay-attack. Finally, by using the linear matrix inequalities (LMIs)
formulation and the cone complementary linearization (CCL) ap-
proach we will calculate the controller gain which helps us to find
the TTC gain.

2 Structure of the Global System
The structure of the NCS against a replay-attack is given in Fig-

ure1. The sensor measurement z(ki), which has successfully arrived
at the controller ( the switch S1 is closed ), will be first saved in a
buffer. If a measurement z(ki) is lost during the transmission ( the
switch S1 is opened ), the controller will utilize the measurements
that are already stocked in the buffer to calculate the new control
law v(ki). To avoid being detected by the classical detectors, the
adversary will apply the attack at various times (randomly). The
switch S2 models the replay-attack, if S2 is opened this means
there is no attack in the buffer, whereas if S2 is closed this means
there is an attack; this switching will harm the stability and the sys-
tem’s performances, which will reflect negatively on the trajectory
tracking.

Figure 1: System architecture.

The plant of the system is defined as follows:

z(ki+1) = Gz(ki) + Hv(ki), (1)

where z(ki) ∈ Rn is the system state and v(ki) ∈ Rm is the control
law. G ∈ Rn×n is the state matrix and H ∈ Rn×m is the input matrix.
The state feedback controller is:

v(ki) = F1z̄(ki), (2)

where F1 is the controller gain, and z̄(ki) ∈ Rn is the controller input
which will be defined in the next subsections.

2.1 Wireless network model

The iterative approach described in [12,13] was adjusted to give
a model of the wireless network with the packet dropout and the
communication delay dsc in the channel (sensor-controller).

The Figure 2 shows the packets sent from the sensor to the con-
troller. The green packets represent the received packets, whereas
the red ones represent the dropouts packets. The notations ki and
ki + m represent respectively the green packets and the red packets,
where , i ∈ Z and ,m ∈ N∗.

At first, we will ignore the effect of the replay-attack and we
will concentrate on the data packet dropout and the communication
delay. Hence, the controller input can be written as:

z̄(ki) = z(ki−dsc ). (3)

Figure 2: Received and lost packets [12].

As reported by Figure 2, the iterative approach can be defined
as:

z(ki + 1) = Gz(ki) + HF1z(ki−dsc ).
z(ki + 2) = Gz(ki + 1) + HF1z(ki−dsc ),

= G2z(ki) + GHF1z(ki−dsc ) + HF1z(ki−dsc ),

= G2z(ki) + (GHF1 + HF1)z(ki−dsc ).
z(ki + 3) = Gz(ki + 2) + HF1z(ki−dsc ),

= G3z(ki) + (G2HF1 + GHF1 + HF1)z(ki−dsc ),

For time instant ki+1, the mathematical model of the system with
packet dropout and delay is:

z(ki+1) = GNz(ki) +

N−1∑
j=0

G jHF1z(ki−dsc ), (4)

with N is the number of successive dropped packets.

2.2 Replay-attack model

We assume that an attacker has connected to the buffer can
replace the received packet z(ki) by the previous one z(ki−dT ), with
dT is the replay-delay. For example, in the Figure 3 the third packet
(102) was exposed to an attack with dT =2Te, so it was replaced by
the first packet (100). The same for the packet (200) which was
replaced by the packet (198).

Figure 3: Replay-attack.
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As reported by Figure 3, the system under a replay-delay can be
defined as:

z(ki + 1) = Gz(ki) + HF1z(ki−d′T ).

z(ki + 2) = Gz(ki + 1) + HF1z(ki−d′T ),

= G2z(ki) + GHF1z(ki−d′T ) + HF1z(ki−d′T ),

= G2z(ki) + (GHF1 + HF1)z(ki−d′T ).

z(ki + 3) = Gz(ki + 2) + HF1z(ki−d′T ),

= G3z(ki) + (G2HF1 + GHF1 + HF1)z(ki−d′T ).

For time instant ki+1, the mathematical model of the system against
a replay-attack is:

z(ki+1) = GNz(ki) +

N−1∑
j=0

G jHF1z(ki−d′T ), (5)

where d′T = dT + dsc.
The overall system will switch between two subsystems. Sub-

system 1 if S2 is ”off”, and subsystem 2 if S2 is ”on”.
From (4) and (5) the global system becomes:

z(ki+1) = GNz(ki)+γ
N−1∑
j=0

G jHF1z(ki−dsc )+(1−γ)
N−1∑
j=0

G jHF1z(ki−d′T ),

(6)
where the variable γ equals one if S2 is ”off”, and equals zero if S2
is ”on”.
The augmented state can be written as:

ẑ(ki) = [zT (ki) zT (ki−1) · · · zT (ki−dsc ) · · · zT (ki−d′T )]T . (7)

The overall system (6) can be written as:

ẑ(ki+1) = Φσ ẑ(ki), (8)

in which σ = 1, 2, and

Φσ =


GN 0 · · · γ

∑N−1
j=0 G jHF1

I 0 · · · 0

0 I 0
...

... · · ·
. . .

...

0 · · · (1 − γ)
∑N−1

j=0 G jHF1
... · · · 0
. . .

. . .
...

0 I 0


. (9)

Therefore, the overall system can be equivalent to an asynchronous
dynamical system expressed in (8),

with

Φ1 =


GN 0 · · ·

∑N−1
j=0 G jHF1

I 0 · · · 0

0 I 0
...

... · · ·
. . .

...

0 · · · 0
... · · · 0
. . .

. . .
...

0 I 0

 , (10)

and

Φ2 =


GN 0 · · · 0
I 0 · · · 0

0 I 0
...

... · · ·
. . .

...

0 · · ·
∑N−1

j=0 G jHF1
... · · · 0
. . .

. . .
...

0 I 0


. (11)

3 Stability and Control Design
Lemma 1 [14] The asynchronous dynamical system zk+1 =

fs(zk), s = 1...N′, is exponential stable if there exists a Lyapunov
function where β1||z||2 ≤ V(z) ≤ β2||z||2, β1,2 > 0, and given positive
scalars αs satisfying:

V(zk+1) − V(zk) < (α−2
s − 1)V(zk), (12)

αr1
1 α

r2
2 ...α

rs
s > 0, (13)

with rs, (s ∈ N) is the occur rate of discrete event satisfying this two
conditions, rs > 0 and

∑N′
s=1 rs = 1.

Theorem 1 If there exist symmetric matrices P1 > 0, P2 > 0 and
given scalars ασ > 0, σ = 1, 2 satisfying:

αr
1α

1−r
2 > 0, (14)[

−P1 ΦT
σ

Φσ −α−2
σ P2

]
< 0, (15)

with minimizing the trace (P1.P2) subject to:[
P1 I
I P2

]
> 0. (16)

Then, the system (8) is exponential stable.
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Proof : applying (12) to (8), we have

V(ẑki+1 ) − V(ẑki ) < (α−2
σ − 1)V(ẑki ).

Hence,

V(ẑki+1 ) < α−2
σ V(ẑki ).

Since V(ẑki ) = ẑT (ki)P−1
1 ẑ(ki),

ẑT (ki)ΦT
σP−1

1 Φσẑ(ki) < α−2
σ ẑT (ki)P−1

1 ẑ(ki).

Therefore,

ΦT
σP−1

1 Φσ − α
−2
σ P−1

1 < 0. (17)

To rewrite (17) in a matrix form. We will utilize the Schur compli-
ment. Then, (17) becomes:[

−P1 ΦT
σ

Φσ −α−2
σ P−1

1

]
< 0. (18)

Remark 1 It is clear that (18) is not linear because of the existence
of P1 and its inverse P−1

1 in the same matrix. To fix this problem we
will make a change of variable (P2 = P−1

1 ), and to guarantee the
convergence of P2 to P−1

1 , we will use the CCL approach [15]. The
inequality matrices (18) becomes:[

−P1 ΦT
σ

Φσ −α−2
σ P2

]
< 0, (19)

with
P2 = P−1

1 . (20)

The CCL approach is an algorithm used to guarantee that, P2 equals
P−1

1 , by minimizing the trace (P1.P2) subject to:[
P1 I
I P2

]
> 0. (21)

Solving the LMIs using Yalmip Toolbox, we can calculate the gain
F1 which will help us to find the trajectory tracking gain F2.

F−1
2 = C(I − (G + HF1))−1H. (22)

4 Application

4.1 DC motor Model

A DC motor is a machine which converts direct current electrical
power into mechanical power. The DC motor has vast applications
in many fields including NCS. Owing to this importance, we chose
the DC motor as an application system where we will apply our
approach.

In this paragraph, the mathematical model of a DC motor will
be studied.

Figure 4: DC motor equivalent circuit model.

As shown in Figure 4, the system input is the voltage source
(E), while the system output is the rotational speed θ̇. The physical
parameters of the DC motor are given in Table 1:

Table 1: Physical parameters of the Dc motor.

Symbol Description Value
J Moment of inertia 0.02 Kg.m2

b Motor viscous friction constant 0.2 N.m.s
Ke Constant of emf 0.02V.s/rad
Kt Motor torque constant 0.02N.m/A
R Resistance 1.5 Ω

L Inductance 0.5H

The motor torque and the back emf (e) are given in (23) and
(24):

Tq = Kt.i, (23)

e = Ke.θ̇. (24)

Let us consider the constant K such that K = Kt = Ke. From the
Figure 4, and employing the Kirchhoff’s voltage law, the electrical
equation of the DC motor is described as:

Jθ̈ + bθ̇ = Ki, (25)

L
di
dt

+ Ri = E − Kθ̇. (26)

If we choose [θ̇, i]T as a state variables, the state space represen-
tation will be written as:

A =

[
−b
J

K
J

−K
L

−R
L

]
, B =

[
0
1
L

]
, C =

[
1 0
]
, D = 0.

Replacing the parameters by their values, the state space repre-
sentation becomes:

A =

[
−10 1
−0.04 −3

]
, B =

[
0
2

]
, C =

[
1 0
]
, D = 0.

The command ”c2d” in Matlab is used to passe from the
continuous-time to discrete-time, where the sampling time is
Te = 0.1s. The discrete-system can be written as follow:

G =

[
0.3678 0.0563
−0.0021 0.7407

]
, H =

[
0.0066
0.1728

]
, C =

[
1 0
]
, D = 0.
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4.2 Simulation and results

Figure 5: DC motor control under network issues.

The Figure 5 shown the structure of the DC motor under wireless
network issues. The initial condition is z(0) = [0 0]T , vi = 0, for
i ≤ 0, the maximum number of the successive packets losses during
the transmission is N=3 packets, the communication delay equals
to 0.1s, and the replay-delay equals to 0.3s, that means dsc = 1, and
dT =3. We will study three different situations. In the first situation,
the event rate of the switch S2 equals 0.1, in the second situation,
the event rate equals 0.5, in the third, the event rate equals 0.9.
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-0.5

0

0.5

1

1.5

2
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Figure 6: Event rate of S2 is 0.1.
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Figure 7: Event rate of S2 is 0.5.
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Figure 8: Event rate of S2 is 0.9.

The figures (Figure 6, Figure 7, Figure 8) show the different
event rate of the switch S2. 0.1, 0.5 and 0.9 respectively.

0 5 10 15 20 25 30 35 40 45

tim

-0.5

0

0.5

1

st

Yr
10%
50%
90%

30 31 32 33

0.4

0.5

0.6

Figure 9: Trajectory tracking.

According to Theorem 1, the LMIs are feasible for α1 = 0.1 and
α2 = 0.45. Solving the LMIs in Theorem 1 utilizing the Yalmip
toolbox, we can find the controller gain and the trajectory tracking
gain of the system as follow:
F1 = [0 0.0012] and F2 = 20.9085.

From Figure 9, we can see that if the event rate of the switch
S2 equals 0.1 (the percentage to have an attack is 10%) the output
can tracks perfectly the trajectory Yr, the same thing happens if the
chance to have an attack rises to 50% or 90%. But, in these two
cases an overshoot appears. However, the results stay acceptable,
which reflects the potency of our approach.

5 Conclusion

This paper dealt with the TTC issue of a DC motor controlled
through a wireless network. In this extended version, we took into
account the packet dropout and the delay in the communication
channel (sensor-controller). On the other hand, the communication
channel (controller-actuator) was assumed perfect, that means all
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data have successfully transferred from the controller to the actuator
without any delay. We also considered that the DC motor exposed
to a replay-attack, where a cyber-adversary sought to destabilize
the system and diminished its performances. A new mathematical
model of the NCS under replay-attack was proposed. A sufficient
condition for the stability of the resulting asynchronous dynamical
system was given in the form of LMIs. The controller gain F1 and
the trajectory tracking gain F2 were obtained by solving these LMIs
employing the CCL approach. Finally, the simulation results proved
the effectiveness of our approach. As a perspective of this study, our
attention will be oriented towards studying the same problem with
communication delay and packets losses in both communication
channels.
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