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Vectorization is extracting data from strings through Natural Language Processing by
using different approaches; one of the best approaches used in vectorization is word2vec.
To make the vectorized data secure, we must apply a security method, which will be
CryptDB. The paper is analyzing the survey, which is created to interview security
engineers through the SPSS tool. By analyzing the responses from software security

Keywords: . engineers, it is seen that both word2vec and CryptDB works significantly. Word2vec is an
Natural Language Processing . . . . .

Vectorisation effective vectorization approach, while CryptDB is an effective, secure database. In future
Word2vec work, we will be developing a secure vectorization using both approaches.

CryptDB

1. Introduction

A vector is a set of real numbers that is converted from a string.
This is performed to extract useful data from a specific work using
Natural Language Processing (NLP) techniques through deep
learning and machine learning techniques [1]-[6]. This conversion
is known as vectorization or word embedding. It converts multiple
words or an entire phrase to the corresponding vector format of
real numbers that are utilized to predict the words and similarities.
This would be helpful for classifying texts, identifying similar
words, clustering the documents, or extracting the features [7]. On
the whole, vectorization is a term referring to the conversion of
scalar instructions to vector instructions. The data is stored in
vector format, where the loop is reconfigured in such a way that
multiple elements can be processed in place of a single array.
Vectorisation is used for executing systematic computation where
large amounts of data must be processed effectively. Since the size
of the code is reduced, the number of bugs is also reduced. It is
also easier to substitute the values in mathematical expressions,
thereby making the calculation easier and also easier to read and
the data can be stored in compact manner.

Technically speaking, in word embeddings, the individual
words are characterized as vectors with real value in a predefined
cell [8]. The individual words are mapped to their respective
vectors. The values of these vectors are trained similarly to neural
networks; hence they are often grouped under deep learning
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techniques. Representations are provided based on the similarities
between the words, thereby understanding their meanings. An
embedding layer is a part of the work embedding which is trained
jointly with neural network models on specific NLP like
classifying the documents or language modelling [9]. The
document containing the lexical data must be cleaned so that the
individual words are hot encoded. They are initially initialized with
smaller random numbers. The method of training embedding
layers needs a large amount of training data. This approach of
learning an embedding layer requires a lot of training data and can
be slow, but will learn an embedding both targeted to the specific
text data and the NLP task.

There are many word embedding approaches where the modes
have been pre-trained. Some of them are word2vec, Glove, and
Fast text from Google, Stanford, and Facebook, respectively [10].
Word2vec was developed by Toma Mikolov and other researchers
from Google in 2013 [11]. It is necessary to understand why
word2vec was created. The other NLP systems at that period used
to consider the words as individual atomic units. There were no
similarities between the words, and the models were no effective
for smaller datasets. Hence, larger datasets with complicated
models have used neural network approaches for training
complicated data models and works better for larger datasets with
lots of vocabulary. Therefore, since the neural network is used in
word2vec, it works effectively in measuring the quality of the
resulting vectorized contents. Hence, the degree of similarity is
considered for identifying similar words and grouping them.
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In order to improve the architecture for the word
representations, the accuracy must be improved, and the
computational complexity must be minimized. Hence, neural
network models like Recurrent and Feedforward neural networks
are linked to Net Language Model (NLM) [12]. They can be
trained through Backpropagation or Stochastic gradient descent. In
FFNNLM, it contains the layers like input, hidden, and output
layers like any other work. In addition, it also contains the
projection layer. Since the computation between hidden layers and
projection layers are complicated, the data in the projection layer
becomes denser [13]. In RNNLM, the model has more
complicated patterns and layers; hence projection layer is not
required in this model. Only the three basic layers of the deep
network are sufficient.

There are two different models for learning that can be part of
the word2vec technique for learning the word embeddings. They
are:

e Continuous Bag-of-Words (CBOW)
e Continuous Skip-Gram

The former gets trained based on the prediction of the present
word based on its context, while the latter gets trained by learning
the surrounding words, which will lead to the present word. Both
of them focus on learning the words concerning their context and
usage and also the configurable parameters of the models. The
major benefit of the technique is that higher-quality word
embeddings may be trained effectively with reduced space and
time requirements. This allows bigger embeddings to get trained
with higher magnitudes and more lexical data. The architecture of
the word2vec algorithm is given in Figure 1.
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Figure 1: Architecture of word2vec

Network Functions Virtualisation (NFV) is a network
architecture that utilizes IT virtualization to virtualize the entire
classes of network node functions into structural blocks [14],[15].
Firewalls and network intrusions detections are necessary to
provide security to the hardware. Hence these must be utilized in
the application layer of the system [16]. Vectorisation is gradually
taking center stage, which is being utilized in hardware equipment
[17]. Newer processors are altering their architectures to improve
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the security for vectorization [18]. In these CPUs, it is obligatory
to achieve vectorization for attaining higher performance [19].
When vectorized query execution is utilized, the processes are
streamlined by processing multiple blocks at the same time. This
may usually be 1024 blocks. Within the block, every column is
saved as a single array, i.e., vector. Simple arithmetic operations
and comparisons are performed by rapid iterations of vectors in a
tight loop with very few function calls or conditional branches in
the loop. These loops compile in a streamlined manner with fewer
instructions and complete the instructions with a reduced clock
cycle by utilizing the processors and cache memory.

The databases may be vulnerable to sensitive information or
theft and can be attacked since the attackers can take advantage of
the bugs in order to gain access to private information. Also, the
attackers may seize and leak the data to those who require them.
Hence, the confidentiality and piracy of the database must be
safeguarded. CryptDB provides confidentiality against the
attackers through SQL databases [20]. The query processes in the
SQL are encrypted by collecting effective SQL aware encryption
schemes. The process can also be used for encrypting the
credential keys so that an item can be decrypted with merely a
password. Since the processes and data are encrypted, the database
administrator will not be able to view the data. In case of an attack
on the server, the invader would not be able to gain access to the
decrypted data. The database is capable of handling multiple
queries simultaneously with fewer maintenance costs.

2. Literature Review

A study by [21] has assessed security risks through both
quantitative and qualitative analysis. A critical review of the
existing standards has been performed [22], [23], and then the
results of the quantitative data are compared to qualitative data.
From the analysis, it has been identified that long term security was
preferred by the security engineers, and the financial impact of the
information security is difficult to calculate quantitatively. A
similar analysis has been performed by [24] on the performance of
information security and security awareness of the engineers.
Interviews have been performed in an IT company for exploring
the personal role of information security workers. It was learned
that most of the workers did not have any individual security
responsibilities; higher workload increases the conflict between
security and performance. They must be involved more into the
processes to have a better-balanced improvement in security and
performance.

The different types of databases have been discussed in [25]
and have focussed on the CryptDB database. The type that
provides the most secure among the different types of CryptDB
database is Random (RND). This type is attributed to providing
security against under a probabilistic adaptive plain text attack.
The available data has been split and then mapped into the
respective ciphertexts using the vectorized process. Ransom makes
sure that the calculations are conducted directly on the ciphertexts.
Encryption approaches like AES and Blowfish are performed
simultaneously in RND with a random initialization vector. AES
is used more than Blowfish for 64-bit block sizes since AES has
128-bit blocks that cause the ciphertexts to be very long.

Researchers of [26] has proposed the vectorization in the form
of cryptographic security and digital map in this implementation.
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Data encryption has been used to provide security to the network
in this work. An iterative encryption organization has been
proposed for compressing the vector domain in copy protection
and retrieving the control of vector data. The cipher size is reduced
by encrypting the various processes through Minimum Coding
Object (MCO). The mean points of the data are permutated with
position-based encryption, and then the secondary data is fit inside.

A Ciphertext policy with consistent size has been introduced
by [27] known as Cipher-text Policy Hidden Vector Encryption
(CP-HVE). This type of encryption is unique, where the IBE gets
anonymous and utilizes the identity as the main parameters where
the attributes linked with the ciphertext or secret keys contain wild-
cards. Different arrangements have been utilized, one with a
composite ordered bi-linear group while it is a prime ordered
bilinear group. These schemes offer higher security by
distinguishing the plaintext and ciphertext. This vectorized
encryption can have a uniform size than the other HVE methods.

Scholars of [28] has performed quantitative analysis using
word2vec to form semantic forms of Naturalistic Driving Data
(NDD). Since large amounts of data must be compressed and
create compact versions without any loss, the performance has
been carried out. Quantitative analysis has been performed to
identify the semantic link between the sequences in words. [29]
has proposed an automatic intrusion detection system known as
MalDozer for the Android operating system. It uses deep learning
techniques for classifying the sequences and then word2vec has
been used for API for detecting the patterns and malware in the
system. The proposed approach has been implemented on servers
and evaluated on multiple devices. The result shows the proposed
approach and showed high accuracy

According to a study by [30] has also performed quantitative
analysis for sentiment analysis. Word2vec method has been used
for extracting the features, and then Principal Component Analysis
(PCA) was used to identify the important elements and structure.
Various classifiers have been compared for performing the work
and evaluating the results. In [31] has conducted research for the
holistic management of cybersecurity by both quantitative and
qualitative methodologies. From the analysis, it was concluded
that small and medium-sized businesses had no structural
mechanisms to reduce security risks. Instead, they applied the
solutions after the breach takes place. Hence, there are not
equipped to handle the risks and threats beforehand. The main
elements of the framework are identified as external factors,
assessing the risks and organizational behaviors.

A study by [32] has proposed a one-shot learning approach for
the rapid detection of the attacks. The implementation has been
performed for computer vision for recognizing images and texts.
Memory Augmented Neural Network has been used in this work,
combined with malware detection. Word2vec was used for
converting the Application Programming Interface (API)
sequences into numeric vectors before getting fed into the one-shot
learning network. High accuracy was obtained due to the
vectorization using word2vec.

In [33] has proposed a malware detection approach, namely
DroidVecDeep, that uses a deep learning approach. Different
features are extracted and then ranked by utilizing the Mean
Decrease Impurity approach. The features are then transformed
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into compact vectors on the basis of word2vec. A deep learning
model is used to train the classifier, and various malware detection
methods are compared. From the results, it is seen that the
proposed approach works better than other detection techniques.
Hence, vectorization using word2vec is an effective algorithm with
deep learning.

A study by [34] has performed group encryption with lattice
assumptions through the relation between the matrix vectors. The
implementation has been performed through the proposed model,
and it was seen that the proposed model provided higher security
with certain assumptions. Public key encryption has been used to
demonstrate the processes of the novel methodology. However,
only generic data has been vectorized rather than the processes.

In [35] has also utilized word2vec for constructing vectors with
context sentences and sense the definition vectors giving scores to
individual words. WordNet database has been used for retrieving
the words and structure and get trained. Scores are based on
specific thresholds, and they will be combined with the probability
of SEMCOR, which is a sense tagged corpus. It is seen from the
results that the performance is better without the probability of
distribution. A study by [36] has developed a framework for
improving network security. The related studies that focus on
network security have been studied with respect to changes to
ensure security, passive defenses, the formation of strategy, and
overall trend prediction. A detailed critical analysis has been
performed by comparing the related articles. The process has
included representations, analysis of the solution, predicting the
situation, and acquiring the factors.

Encryption is usually performed in such a way that there is very
little loss in the vectorized data. A study by [37] has implemented
word2vec with Long Short-Term Memory (LSTM) approach for
provided security from the attacks. The opcodes have been
analyzed in the executable files and maybe clustered using the
LSTM network. Word2vec was used for converting the names of
the API through one hot encoding results in higher dimensional
vectors since the individual cases are represented using the
individual dimensions. The proposed approach had better
performance than a one-hot encoding-based approach. The issues
with data encryption and decryption have been analyzed by [38]
through a questionnaire-based methodology. An overview of
different schemes for single and multiple secrets of image data has
been performed. The different factors that are taken into
consideration for the encryption are contrast, capacity, number of
shares, type of shares, accuracy, security, and the image format.
From these factors, the issues have been identified and have been
suggested to address them through novel methods.

Authors of [39] has analyzed the trends in blockchain
technology by using word2vec in combination with Latent
Semantic Analysis (LSA). Most existing research work has used
effort demanding a complete textual investigation and traditional
bibliometric approaches. Hence, k means clustering approach has
been used for capturing the lexical context. Annual trend analysis
has been used for various chains of blockchain. It is seen that the
proposed approach has higher accuracy with respect to quantitative
methodology. A qualitative approach has also been performed.

From the above review of literature, it can be seen that there
are not many studies performing quantitative analysis through
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interviews and questionnaires. Most of the studies have directly
improved the work by trying to implement the algorithms;
however, there are hardly any studies that analyze the management
problem by interviewing the public on this. Hence, a
comprehensive methodology is required to directly interview the
concerned people and collect the data to understand the problem
faced and create an effective solution.

3. Methodology

In this work, the quantitative methodology is used to collect the
data and analyze the problem. The quantitative methodology can
be defined as a type of analysis that uses data that can be easily
quantifiable to perform mathematical, computational, and
statistical approaches [40]-[52]. Data is collected from the
potential sample population through any of the sampling methods
in the form of questionnaires [53]. These sets of questions may be
asked directly or through the internet in the form of polls or mails.
The responses are always converted to the numerical form in such
a way that they are quantifiable. The implementation uses
interpretivism to understand the problem and gain solutions.
Interpretivism is a type of methodology that the researcher
implements for synthesizing the facts that are derived from the
sources. These facts depend on lots of factors that cannot be
measured physically, or they are difficult to measure. The factors
may fall under social, cultural, or economic categories. This is
analyzed to realize whether the database or security engineers
know how to provide security to the database that is vectorized.

The quantitative strategy is applicable for this research since
the link between the various variables can be set by interpreting
them [54]. This requires interviews to be conducted through
questionnaires. The questionnaire addressed the software engineer,
who is the most suitable discipline to responded and address the
issues in dealing with wrd2vec and CryptDB. Questionnaires are
selected for this analysis since they are more reliable and can
collect data from lots of respondents quickly and effectively. This
is essentially true for larger projects with thousands of respondents.
The major disadvantage, however, is that the format is fixed for
the entire population and cannot be customized depending on the
respondent and this removes the likelihood of in-depth analysis.
However, this work does not require variable responses, and hence
questionnaires are sufficient. A survey contains various questions
relating to the knowledge of vectorization, and security is
distributed to the engineers of different companies. They are
selected based on the different available companies identified
online and their engineers are contacted through email. The
responses are captured through online forms and surveys and then
compiled together. A total of 30 responses are captured in this way.
No sampling strategy was followed here, and only one group of
respondents is identified. The questionnaire consists of eleven
questions divided into three groups. The groups are dedicated to
experience, security, and time. The experience gets from the data
related to the educational background and work experience of the
respondents. Security aspect relates to the knowledge of the
correspondence on security of word2vec and vectorization. Time
measures the ability of the security engineers to manage time in
performing any changes to the design of the database. The results
from the questionnaire are compiled into a single file. Since the
number of respondents is very small, detailed analysis is not
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required. In this work, SPSS software is used for the quantitative
analysis.

4. Data Analysis

From the collected results, the analysis performed through
SPSS tool is discussed in this section. Table 1 gives details of the
qualification of the respondents. A major portion of them is
undergraduates at 53.5%, followed by postgraduates at 30%,
doctorates at 10%, and certification courses at 6.7%. Table 2
explains the work experience of the respondents. Most of the
respondents have experienced between 4 and 8 years, while only 2
respondents had experienced less than four years, suggesting that
most of the respondents are well experienced. This is because they
are in a senior position. Around 30% of the respondent had more
than nine years’ experience, out of which 10% had more than 15
years of experience. The respondents who have completed
certificate courses have a very high experience, which conveys that
only graduates are allowed to become security engineers in the
recent decade.

Table 1: Frequency of Qualification

Qualification Number of | Percent
respondents
Computer certification course | 2 6.7
Undergraduate 16 53.3
Postgraduate 9 30.0
Doctorate 3 10.0
Total 30 100.0
Table 2: Frequency of Experience
Experience Number of | Percent
respondents

0-3 years 2 6.7

4-8 years 19 63.3

9-15 years 6 20.0

More than 15 years | 3 10.0

Total 30 100.0

The ability to solve the security problems in vectorization is
given in Table 3. It is seen that most of the respondents are able to
solve security issues, with 60% of them pertaining to certain
problems, while 33.3% were confident of solving all the problems.
Two of the respondents said that they are unable to solve security
issues. While more than 90% of the respondents are able to solve
security problems, only 66.7% of them have used the CryptDB
database for security, as shown in Table 4. The data is also
visualized in Figure 2.

Table 3: Ability to solve the security issues during vectorization

Ability to solve the security | Number of | Percent

issues during vectorization | respondents

Unable to solve the problems | 2 6.7

Can solve certain problems 18 60.0

Can effectively solve all the 10 333

problems

Total 30 100.0
377
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Table 4: Frequency of use of CryptDB database

Use CryptDB database Number of | Percent
respondents
Yes 20 66.7
No 10 333
Total 30 100.0
120
100
60
40
20
0

CryptDB Database word2vec

HYes mNo

Figure 2: Use of CryptDB and word2vec

A large portion of the respondents has used word2vec
embedding for vectorization. Around 70% of them have used
them, while the other 30% have either used other types of
embedding techniques or never used vectorization as shown in
Table 5.

Table 5: Frequency of use of Word2ved embedding

Do you use Word2vec Number of | Percent
embedding? respondents

Yes 21 70.0
No 9 30.0
Total 30 100.0

Since word2vec can be performed easily, it is implemented;
however it takes time for embedding them along with the secure
database. Only a few of the respondents could complete the
implementation within a day, while almost three quarters of the
respondents will take from 2 to 7 days. 13.3% of the respondents
will take more than a week to complete as shown in Table 6.

Table 6: Time taken for Word2ved embedding

Time is taken for Number of | Percent
Word2ved embedding respondents

Within a day 4 13.3
Takes about a week 22 73.3
Takes more than a week 4 13.3

Once the database is secured, then there might be possibilities
of making changes to the design or contents in the work. This
might be easy for some minor modifications, where the contents
can be modified easily. However, for adding a new component or
embed a new element, the design has to be modified, which would
take some time. Most of the respondents at around 86.7% of them
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responded that it would take a long time for them to make changes
in the design, only 13.3% of them said it could be done quickly as
shown in Table 7.

Table 7: Frequency of changes be made in the design quickly if required

Can any changes be made Number of | Percent
in the design quickly if respondents

required

Yes, design can be changed | 4 133
quickly

It takes a long time to make | 26 86.7
design changes

Total 30 100.0

Even though most respondents have used CryptDB and
word2vec, they do not use it in their everyday results. Table 8
shows whether the respondents use CryptDB and word2vec
regularly.

Table 8: Frequency of the usage of the concepts

Which one do you use Number of | Percent
regularly? respondents

CryptDB 10 333
Word2vec 9 30.0
Both 11 36.7

The mean and the standard deviation for the security is also
given in Table 9 for the CryptDB database and word2vec
embedding. The p values are seen to be at 0.002, which is
considered to be a significant value.

Table 9: Difference in mean security between types of database

CryptDB | Word2vec Both p-value
database
Mean = SD
Security | 2.73+0.90 | 2.63+0.51 | 3.64+0.35 | 0.002**

Table 10 gives the opinion of the engineers related to database
security. Most of the engineers strongly agree that their database
is secure. 40% of the respondents strongly agree, followed by 26.7%
agreeing that their database is secure. On the other hand, 32% of
the respondents do not agree to this and feel that security must be
improved. The majority of the respondents also feel that CryptDB
would improve security in the database. 66.7% of the respondents
agree, while the other 33.3% disagree that CryptDB improves the
security features. While 40% of the respondents strongly agree,
only 3.3% of them strongly disagree with CryptDB. Most of the
respondents also agree that a secure database must be used for
secure vectorizations. 86.7% of the respondents agree that a
secure database must be used, while 13.3% of them disagree that
security is not required.

The descriptive statistics for the database security are shown
in Table 11. Out of the 4-point scale from strongly disagree to
strongly agree, a mean of 3.3 is seen along with a standard
deviation of 0.76 for the 30 respondents. This is more inclined
towards the right with more people agreeing to the conditions in
table 10. Since the mean is near 3, more people just agree to the
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points while some of them strongly agree. The frequency of
disagreeing and strongly disagree is also less.

Table 10: Database security

N %

My database is Strongly Disagree 5 16.7
secure Disagree 5 16.7
Agree 8 26.7

Strongly Agree 12 40.0

CryptDB Strongly Disagree 1 33
database Disagree 9 | 30.0
improve the Agree 8 | 26.7
security features | Strongly Agree 12 | 40.0
Secure database Strongly Disagree 1 3.3
must be used for | Disagree 3 10.0
vectorization? Agree 16 | 533
Strongly Agree 10 333

Table 11: Descriptive statistics for security
N |Minimum | Maximum | Mean | SD
Security | 30 1.33 4.00] 3.03] 0.76

5. Conclusions and Recommendations

From the above analysis, it is identified that most of the
scientists think that security is necessary for the databases. Even
though there are a lot of secure databases and word embedding
options, however, around 63% of the interviewed engineers use
CryptDB for security purposes, and around 66% use word2vec for
embedding options. While many scientists agree that security must
be improved in the databases, most scientists completely agree that
CryptDB can definitely improve security. Also, most of the
engineers accept that word2vec is an effective way to completely
improve the vectorization. This work has presented a quantitative
methodology for understanding the link between the word
vectorization approach word2vec and providing security to the
database by using CryptDB. Initially, a brief introduction to both
these terminologies concerning vectorization was studied, and then
related studies have been studied in the literature review. A
questionnaire was created to perform interviews on security
engineers. Data is collected in the form of online forms, and then,
the data is analyzed through SPSS tool. From the data, it is
identified that both word2vec and CryptDB is recommended for
embedding the words and security, respectively. The simultaneous
use of both of them is suggested as an effective combination for
secure vectorization. Hence, the implementation of both of them
together is considered as future scope of this work.

6. Limitation and Caveats

The gap identified is that even though many researchers have
individually implemented them both. They haven’t been
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implemented together. Also, most of the studies have implemented
them technically, but haven’t performed interview-based analysis.
The limitation of this work was due to the lockdown that happened
in March due to COVID-19, and the analysis was conducted on a
small scale group of security engineers, the number of
correspondents considered in the study was little. In future work,
the study will consider both quantitative and qualitative methods.
In this study, there are no caveats discussed in this paper.
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