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Worldwide, the epidemiological situation is constantly changing and with the exponential
increase in the number of confirmed coronavirus cases, the number of health care workers
has decreased significantly and this is due to the direct and daily contact of patients. One of
the major challenges of the last few months is to prevent the spread of the new Covid-19
virus. The most recommended solution to this problem is telemedicine, which brings benefits
in terms of reducing healthcare expenditure, improving the quality and safety of care, in
order to protect healthcare workers from the risks of contamination and reduce the
constraints related to patient shifting. This document presents our thoughts on how to
guarantee the safety of healthcare workers, by implementing an application based on
wireless sensor networks with introducing the 5G technologies to satisfy high-speed
transmission. This involves transmitting medical data from several sensors placed on the
patient's body, which measure physiological signs in real time, to the hospital server via the
Internet, to produce medical information useful for diagnostic and monitoring purposes.
Therefore, the doctor will be able to consult and analyze the patient's medical file through a
communication interface between the patient and the doctor developed in JEE, as it can

receive an SMS in case of emergency.

1. Introduction

On January 9 2020, the world has known the emergence of a
new coronavirus officially called SARS-CoV-2. This new virus
has been identified for the first time in the city of Wuhan in China
in December 2019. This new infectious respiratory disease called
Covid-19 [1] spread rapidly in China and several other countries
within six months after its appearance, infecting more than 188
countries and territories around the world. As of December 2020,
nearly 70 million people were infected and 1.6 million people
have died worldwide since the beginning of the pandemic [1]. In
April 2020 the countries with the most reported physician deaths
were Italy (44%), Iran (15%), Philippines (8%), Indonesia (6%),
China (6%), Spain (4%), USA (4%) and UK (4%) and yet
healthcare professionals must continue to face the health crisis [2].

Every person working in the health sector has the right to be
safe and every sick person has the right to receive the appropriate
treatment and care. In this respect, the best solution is to opt for
telemedicine in order to reduce the risk of contamination while
avoiding direct contact between patients, professional healthcare,
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and managing asymptomatic cases or symptomatic patients from
their homes.

The objective of our article is to present the new technologies
used in telemedicine, thus, we propose to ensure the continuous
monitoring of patients by introducing 5G technology to ensure the
coverage of necessary medical care remotely, regardless of the
patient's geographical location, and also to meet the requirements
of high-speed transmission of massive multimedia medical data.
At the same time, this architecture can be valuable to protect and
provide a healthy and safe working environment for healthcare
workers and reduce the pressure on health centers which can no
longer accommodate infected people.

The proposed system is equipped with the most commonly
used medical sensors in the clinic for diagnosing and monitoring
patients, such as Electrocardiograph (ECG), Oximeter and
temperature sensors that are linked together to form a wireless
network using communication protocols such as ZigBee. These
sensors are managed by the TinyOS system, which is the most
widely used system in sensor applications today. This system is
used to check the patient's state of health whether he is well or not
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by analyzing the medical signals collected from the sensors. If the
results of the analysis are abnormal, an SMS containing the
measured values and the patient's details will be sent by the server
to the healthcare professional to save his or her life.

To consult and analyze the patient's medical record, an
application in JEE programming (struts 2, hibernate 3, MVC 2,
JavaMail and DisplayTag) is already developed by our team. It
offers to cardiac patients a space for communication, consultation
and medical monitoring. The proposed architecture is an
additional module to store in the patient's database measurements
taken in real time by the sensors.

2. Telemedicine Serving Populations

Telemedicine is a remote medical practice using information
and communication technologies to provide home monitoring of
patients by one or more health professionals. It can be carried out
using any technological means currently available such as
computer, mobile phone or tablet equipped with Internet
connection. Also, we can set up developed devices that can-do
detection, data processing, networking and communication to
facilitate to the caregiver to monitor patients by receiving the
necessary information.

2.1. Monitoring devices used in telemedicine

E-stethoscope is one of the devices designed for routine
monitoring of heart disease, it has been developed for real-time
cardiac monitoring, this device performs pre-processing and
signal supply, and allows to display these signals on the LCD
screen. In addition, data can be transmitted to the PC via
Bluetooth or a serial port, in order that the doctor can diagnose
from his computer. This device is suitable for assisted healthcare,
its advantage is to reduce the frequent contact of the patient [3].

There is also a new stethoscope that can be connected to a
smartphone that allows patients to use this device from home, as
they can perform various tests on the signals observed using a
mobile application and send data to a doctor for diagnosis [4].

The developers have designed a more advanced monitoring
system that can monitor patients who have chronic diseases, in
real time, such as heart rate, blood pressure, diabetes and it can
even measure temperature, it also has the ability to store data and
alert doctors to quickly intervene in case of emergency [5].

For elderly patients, a biosensor is used to monitor vital signs
in real time and can even detect the patient's location. This
portable system is used to collect physical data. This data is then
transmitted to the intelligent server via GPRS (General packet
radio services) for further analysis [6].

Smart beds are a highly recommended solution at this time
because they contain biosensors for respiration, temperature and
heartbeat that allow doctors to monitor patients remotely. The data
can be reviewed for sleep, heart rate and respiratory rate analysis.
In emergency situations, these devices can generate an alarm or
send an alert to caregivers for immediate intervention [7].
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For patients who are monitored remotely or who receive
treatment at home, Sivaraj and other developers proposed an idea
of an intelligent ambulance in order to reach hospitals faster. This
ambulance is equipped with devices that observe the vital signs of
a patient and send the information to the hospital for
prearrangement. It also contains a system that can automatically
change the traffic lights. Another study aims to find the fastest
route for the ambulance [§].

In order to prevent the spread of the virus a technique of real-
time detection of facial disorders has been proposed by installing
devices at the entrance of hospitals, schools or public places. The
technique offers a great potential for monitoring and surveillance
and it is useful for colds, flu and detection of facial temperature,
which allows the identification of people with contagious diseases

[9].
3. The Wireless Sensor Network

The wireless sensor network is a field composed of sensor
nodes as shown in figure 1. Each node has the capacity to collect
information and transmit it to the node, which then transfers this
information via the Internet or satellite to the central computer to
study and analyze the data.

In the field of Internet of Things applications, sensor
networks are made up of sensor devices which is an organ that
collects information from physical quantities (temperature, force,
position, speed, brightness) to transform them to a digital signal.
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Figure 1: WSN Architecture
3.1. Transmission techniques of a WSN

Operations on networks around the world require transmission
media. The main transmission techniques used are radio
communication, infrared media and optical media. To deploy a
large number of sensors we need maintenance of the network
topology. This maintenance consists of three phases: Pre-
deployment and deployment phase (installation of sensors), Post-
deployment phase (some sensors may fail), Phase of
redeployment of additional nodes (replace failed nodes).
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3.2. Wireless sensors in different fields

In many fields, we need to monitor physical parameters in
order to study and monitor phenomena, events or diseases [10].

e Military field: There are military applications for battlefield
surveillance, recognition and detection of nuclear, biological
and chemical attacks...

e Agriculture: implement sensors in the soil to measure
humidity, temperature, etc.

e Environmental control: WNS built to study complex
phenomena such as earthquakes, volcanoes and storms...

o Health-related applications: these applications allow the
monitoring and surveillance of a disease progression, the
implementation of sensor nodes in the patient's body for real-
time diagnosis, blood glucose monitoring, early detection of
cancers, etc. [10]

3.3. Wireless body network and the main sensors used in the
medical field

A WNS in the medical field is known as a WBAN. This
Wireless Body Area Network (WBAN) is a network that provides
continuous monitoring of the human body through sensors located
inside or outside a body to take measurements and transmit them
to the base station. It allows the information collected to be shared
anytime and anywhere over a long period of time. We find in the
Table 1 the main sensors most used in medicine.

Table 1: The most used sensors in medicine

SENSOR DESCRIPTION
Electrocardiogram The Electrocardiogram (ECG) records the
electrical activity of the heart. It is used to
diagnose heart disease or to monitor heart
rhythm disorders.
Electromyogram The Electromyogram (EMG) is used to

diagnose the functioning of nerves and

muscles by means of electrical impulses.
Electroencephalogram | The Electroencephalogram (EEG)
measures the electrical activity of the brain
by attaching small electrodes to various
locations on the scalp.
This sensor measures the concentration of
glucose in the interstitial fluid (interstitial
glucose).
It allows to measure the temperature of the
human body
The Oximeter allows to measure in real
time and continuously the concentration of
oxygen circulating in the arteries. It is used
to monitor patients who have respiratory
problems.
The blood pressure sensor is used to
measure diastolic and systolic pressure.
This sensor is used to recognize the
posture of the body (standing, sitting,
kneeling, walking, running ...).

Blood glucose

Temperature sensors

Oximeter

Blood pressure

Accelerometer

4. Architecture of the proposed solution based on wireless
sensors
Figure 2 represent the architecture proposed in our project is
applied on some patients with corona virus and who have chronic
WWwWw.astesj.com

diseases. It can also be applied on patients who have other chronic
diseases, the difference will be just in the choice of the sensor.

The WBAN network can be divided into 3 sections. The first
section represents Intra-BAN communication, which is a
communication between the sensor node and the personal server.
The sensor node stores physiological data retrieved from the
sensors placed on the human body and then transmits them via a
wireless network to a central processing device known as the
personal server. The second section represents Inter-BAN
communication, it is done between the personal server, which can
be a cell phone, a personal assistant (PDA) or a personal computer,
and the access point. Communication between the access point
and the medical team via 5G connection represents the third
section, which is the communication outside the BAN.

Sensar =l &l -

Personal server Doctor

Asthmatic patient

b s N

Sensor.-' W*» & ((U)) Internet == m
é RS J Emergency
Diabetic patient Petsang striey
Hospital server

.

Sensor Q i d 0 -
Physicians computer
Personal server

Cardiac patient

* : Corovavirus

Figure 2: Architecture of the proposed solution based on wireless sensors

The electronic medical records of patients are stored in the
hospital server, which can also provide various services such as
user authentication, recognition of health anomalies, transmission
and sending of emergency alerts to medical staff. The patient's
doctor can access the patient's data from his PC via the Internet
and examine it to ensure that the patient is complying with the
expected health parameters (temperature, heart rate, blood
pressure, etc.).

In the case of a cardiac patient with corona virus and
respiratory problems, we will need a body temperature sensor that
will be placed on the patient's hand to measure the body
temperature, a sensor that measures the concentration of oxygen
flowing in the arteries, placed on the patient's finger as with the
pulse oximeter, and we will also need sensors that allow us to
record the electrical activity of the heart. Their location will be
like the location of the electrodes of the ECG to have the exact
data.
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4.1. Communication protocols

Among the most used wireless communication protocols that
allow data transmission in networks are WiFi, Bluetooth, Zigbee.

ZigBee is designed to manage short distance
communications, it range of 300 meters and it offers low energy
consumption,it has three radio bands that operate in 868MHz,
915MHz, and 2.4GHz and it can accommodate up to 6000 devices
[11].

Bluetooth is based on the IEEE 802.15.1 standard, it
preferred in the case of a system whose interoperability is
essential and whose autonomy may be limited, it ranges of 10
meters [11]. Wifi is based on the IEEE 802.11 standards, it
operates in 2.4GHz and 5GHz bands and it requires high power
and has the advantages of a high data rate and long distances [11].

4.2. ZIGBEE protocol

In our system we have opted for ZigBee technology which is
an "open source" network, it is the most widely used in medical
monitoring applications. It is supported by the IEEE802.15.4
standard, which standardizes two basic PHY and MAC layers of
the network, which are layers 1 and 2 of the OSI model, and is a
wireless data transmission standard allowing machine-to-machine
communication at very low cost, low data rates, small footprint
and with very low power consumption [12].

The Physical Layer (PHY) is the lowest layer defined in the
IEEE 802.15.4 standard. This layer translates the frames sent and
received into bits and manages the use of radio transmission and
channel communication [13].

The role of the MAC layer is to control access to the radio
channel via the CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance) mechanism. This includes coordinating
access to the common radio link and scheduling and routing data
frames. Using the CSMA/CA mechanism is an access method
used on bus topologies. Its purpose is to avoid collisions and to
detect them if they occur [14].

The ZigBee protocol uses only four of the seven layers of the
OSI model. It includes a Physical (PHY) layer that contains the
radio frequency (RF) of the transceiver and its low-level control
mechanism, and a MAC (Medium Access Control) sublayer that
provides access to the physical channel for all types of transfers.
The upper layers consist of a NWK (Network Layer), which
provides network configuration, message handling and routing,
and an APL (Application Layer), which is equipped with two APS
(Application Support Sub-Layer) sub-layers, which is in charge
of managing the mapping table used to associate the devices with
each other and the ZDO (Zigbee Device Object) entity, which is
responsible for defining the role of an object in the network and
securing the relations between the devices [15].

4.3. Why choose the 5g technology?

Compared to other generations of wireless communications,
5G offers advantages in terms of low latency, high reliability and
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mobility, providing an excellent opportunity to the development
of telemedicine [16].

Telemedicine based on 5G technologies integrates the
wireless communication technology of intelligent equipment and
high-speed mobile communication technology in different modes,
which can perform remote surgery, remote consultation, patient
monitoring, decision making in case of emergency rescue. In
addition, 5G-based telemedicine can also support the high-speed
transmission of massive multimedia medical data, and further
realize the sharing of medical resources.

5G networks are built around three development axes [17]:

e Speeds: in the continuity of current networks and to cope with
the increasing demand of traffic, 5G networks will need to be
able to achieve speeds up to ten times greater than in 4G.

e Latency: The response time of 5G networks will be divided
by 10 to allow the development of new uses such as the
autonomous car or telemedicine.

e Density: 5G embeds the Internet of Things (IoT) and will
therefore have to manage millions of connections.

4.4. TinynOs and there Simulation tools

TinyOS [18] is an operating system designed for wireless
sensor networks, developed by the American University of
BERKELEY, which works in an event-driven mode (i.e. it only
becomes active when certain events occur). It has the advantage
of allowing simple and powerful programming while keeping the
portability of the code for many supported platforms. Its design
has been entirely made in NesC [19], a component-oriented
language that is syntactically similar to the best known language
C. TinyOS has been created to meet the characteristics and
requirements of sensor networks, such as: Small memory size,
low power consumption, intensive support operations, robust
operations and is optimized in terms of memory and power usage.

TinyOs offers Simulation tools [20] (TinyViz /Tossim /
PowerTossim )

e TOSSIM is the simulator of TinyOs. It is a simulator /
emulator with discrete events of wireless sensor network. It
gives us an idea on the network operation,
transmission/reception, radio links between nodes, error
messages, etc.

o PowerTossim allows to model the energy consumption of an
application. It performs simulations in the same way as
TOSSIM except that it takes into account the power
consumption.

o TinyViz is a graphical application that gives an overview of
our network of sensors at any time, as well as the various
messages they emit. The application allows a step-by-step
analysis by activating the different available modes, it also
has options to simulate energy consumption.

4.5. The functioning and the placement of sensors ECG

The standard peripheral electrodes are placed as shown in
figure 3, they explore the cardiac electric field in a frontal plane.
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On the posterior aspect of the wrist joint place the red electrodes
on the right and the yellow electrodes on the left and on the inner
aspect of the ankle joint place the black electrodes on the right and
the green electrodes on the left [21].

Figure 3: Peripheral electrode location [22]

These electrodes define 6 leads as shown in figure 4: 3 bipolar

leads, I records the potential changes between the left arm and the
right arm, II records the potential changes between the right arm
and the left leg, and III records the potential changes between the
left arm and the left leg. The other 3 leads (aVR, aVL, aVF) are
unipolar. They record the same phenomenon, but in relation to a
reference zero, obtained by a mounting device (Wilson bridge).

aVR

-1507
+/-180°

+150°

11 - [l
aVF

Figure 4: Direction of peripheral branches and angles separating them [21]

In addition to the peripheral electrode, there are the precordial

electrodes which are placed on the costal grid as shown in figure
5. They are arranged on a horizontal plane to explore different
parts of the ventricles, each electrode being placed at a different
location [23] :

V1 is placed in the right parasternal position at the edge of
the sternum.

V2 is symmetrical to V1 with respect to the sternum in the
left parasternal position.

V3 between V2 and V4
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V4 5th intercostal space and it's placed in the mid-clavicular
line.

V5 on the anterior axillary line between V4 and V6

V6 is on the middle axillary line,

V7 on posterior axillary line,

V8 under the tip of the scapula and even horizontal as V4,
VO halfway between V8 and the posterior spines .

V3R symmetrical to V3

V4R symmetrical of V5
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Figure 5: Location of the electrodes on the costal grid [24].

Figure 6 is a graphic representation of the electrical activation

of the heart using an electrocardiograph, for each lead an ECG
trace is recorded, 12 leads are classically recorded on the ECG
trace and can be extended to 18 leads under certain circumstances.

QRS
R
T

P U
‘/'\ / N~

i Q i

H S H

Interv;ie P-R - Intérvalle Q-T .

Figure 6: ECG Signal [22]

This activity is collected on a patient lying down, at rest, by

electrodes that record electrical signals (deflections) placed on the
surface of the skin. In order for an ECG to be normal, several
points must be present, among which are [23]:

In adults The normal heart rate (coming from the sinus node
in the right atrium) is a regular thythm with a sinus rate
between 60-100/min. Below 50/minute it is called
bradycardia and above 100 it is tachycardia.
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e Each sinus P wave precedes each QRS to detect conduction
disorders between the atria and ventricles.

e The space between two QRSs must always be the same,
which indicates that the heart rhythm is regular.

e  The morphology of the atrial P wave and the ventricular QRS
complex should be normal.

e The P-R (or P-Q) interval has a constant duration (0.12 to
0.20 s).

e QRS have a frontal axis between -30 to 90°.

e The ST segment is isoelectric to the PQ segment.

e The T wave is asymmetric and positive and its maximum
amplitude < 2/3 of QRS and minimum > 10% of R.

4.6. The operation and the position of an oximeter

In the intensive care setting, oximeter is one of the most
widely used monitoring tools in intensive care units, operating
rooms and at the patient's home to monitor sleep disorders. It
distinguishes arterial saturation from hemoglobin in O2 [25]. The
oximeter is often placed on the fingertip such as figure 7, which
is very well vascularized, it can also be placed on the nose, ear or
toe.

Laght source

Finger

Photodetector

Figure 7: Optical setup [21]

The sensor contains two diodes emitting red light, the
principle is based on the emission of two lights (red and infrared)
[25], respectively 660 and 940 nm.

The absorption of the red and infrared light will vary
depending on whether it encounters reduced non-oxygenated
hemoglobin (Hb) or oxyhemoglobin (HbO2).

The information collected by the temperature sensor,
oximeter and cardiac disorder sensors will be collected and
transmitted to the hospital server after having gone through the
steps shown in Figure 2.

5. Healthcare platform

In order for doctors to be able to consult and analyze the
patient's medical record, we need a medical platform reserved for
patients and healthcare professionals with access rights granted by
the administrator who is responsible for maintaining the
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application and managing user accounts. He ensures the proper
functioning of the data server and its security.

Once authentication is accepted, the doctor will be able to
retrieve a specific patient's medical file containing all the
information necessary for the patient's care and monitoring. The
patient's record is not just the written observation of the doctor or
the notes of the nurse. It encompasses everything that can be
stored in a patient's file: administrative, clinical, paraclinical,
diagnostic, therapeutic, preventive and prognostic data as well as
the intervention of all those involved in the care of the patient.

The application also offers a communication space to keep
contact between the patient and the doctor via correspondence or
notification. Figure 8 represent the platform’s interface developed
by our teams.

*\ e

Figure 8: platform's interface [22]
6. The relevance of the proposed solution

The coronavirus disease (COVID19) has been a major
concern because of its very rapid spread in many countries. The
statistics in the figure 9 show the number of people infected and
dead by the coronavirus worldwide as of March 1, 2021. Out of a
total of 113,820,168 confirmed cases of virus-related infections,
2,527,891 died [26].
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Figure 9: Number of infections and deaths due to COVID-19 worldwide [26]

This contagious and deadly disease also exposes the medical
profession to major risks. On May 8, 2020, the total number of
healthcare workers reported infected was 152,888 and 1413
deaths worldwide (as shown in figure 10 and figure 11). This
suggests that for every 100 healthcare workers who were infected,
one died. The number of infected healthcare workers represents
3.9% of the total number of 3,912,156 patients with COVID-19
and the number of healthcare workers who died represents 0.5%
of the total number of 270,426 deaths by COVID-19 worldwide.
It should be noted that 118,801 of these patients with COVID-19
and 2,922 deaths were reported in countries where data on
healthcare worker infections and deaths were not available. A
total of 130 countries reported at least one case of COVID-19
infection among healthcare workers and 67 countries reported at
least one healthcare worker death related to COVID-19. China
and Italy were the first two countries to report health worker
deaths due to Covid-19, and the first deaths in each of these
countries occurred more than one month apart [27].

152, 888 reported infections
160000 6™ May 2000

Mumber of Repon:

WK | |
S0000 11
|
20000 ||| | ‘ | |
i |
[i] e maaalll |=|||l||-|l|||'||:|”|| ||| LA I
1 03-Mar 17-Mew T4-Ape

4-Fab 18-Feb 31-May

Figure 10: Number of reported COVID-19 infections in healthcare workers
worldwide [27]

The high rate of infected patients requiring follow-up has
exhausted the efforts of the medical staff and the number of
hospital beds. Statistically, the majority of countries with hospital
bed data are in the range of 0 to 299 hospital beds per 100,000
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population. As shown in the figure 12, 79 (43%) countries had
less than 200 hospital beds per 100,000 population, while 37 (20%)
countries reported between 200 and 299 hospital beds per 100,000
population and only 13 countries (7.1%) reported more or equal
to 700 beds per 100,000 population. For countries shaded in grey,
data on the number of hospital beds are not available [28].
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Figure 11: Number of reported COVID-19 deaths in healthcare workers
worldwide [27]
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Figure 12: Number of Hospital Beds per 100,000 Population [28]

With regard to the points mentioned, which mainly concern
the life of the medical staff, the conditions of their work, and the
capacity of the hospital centers, our solution seems to be very
important which will limit the infection of the staff, absorb the
wave of hospitalizations of patients suffering from COVID-19
and continue to take care of those suffering from chronic diseases.

7. Conclusion

Around the world, doctors, nurses, caregivers, administrators
and paramedics work in stressful and frightening environments
and risk their lives to save their patients. Much scientific and
clinical research has been proposed to control patients infected
with  COVID-19 but knowledge of this disease remains
incomplete and evolving, posing an ongoing challenge to our
understanding and clinical management. Therefore, the proposed
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architecture for remote patient monitoring based on the wireless
sensor network and 5G technologies will reduce patient travel and
frequent contact with physicians while obtaining the necessary
medical care. Healthcare workers will be able to perform a global
assessment of the patient through the physiological information
retrieved from the sensors placed on the patient's body that will
be transmitted to the hospital server that will interpret and send it
to the doctors. The future extension of this work consists of
implementing this architecture using a simulator in order to apply
it to real patients.
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