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With increases in technological usage, cyber incidents are also on the rise and have become
a major concern in schools across the globe. What is of significant concern is that cyber
incidents in South African schools are also on the rise. Existing evidence suggests that, in
South Africa there are no clear procedures that are consistently followed by schools on how
to report cyber incidents. The aim of this research is therefore to propose cyber incident
handling procedures to enhance the effectiveness in handling cyber incidents as well as
ensuring that each role player has an important contribution in the intervention process that
is designed to reduce cyber incidents in South African schools. The study also assessed the
perception of learners on cyber incidents in South Africa. Using the literature review
approach and thematic analysis of the data collected from learners the study highlighted the
procedures and roles of role players that can assist in cyber incident handling in South
African schools. The study also came up with a detailed analysis of the views of learners on
cyber incidents in South Africa. The results presented can help to provide a framework that
will act as a guide on reporting cyber incidents and directing school management, and all
within the school, towards appropriate reporting procedures and intervention processes.
The study also found out that the rise in cyber incidents in South African schools, if left
unaddressed, can have a devastating effect on learners. Therefore, the government of South
Africa, through the Department of Basic Education, must prioritize the handling of cyber
incidents in schools as cyber incidents are now a threat to the efficient and effective execution
of the mandate of the department.

1. Introduction

have consequently become prevalent in schools worldwide, and it
is evident that they present certain unique problems for schools in

The 21st century came with changes in almost all the sectors of
the world economies. In the education sector, both the academics
and practitioners of the 21st century have applauded the paradigm
shift in schools of encouraging learners to be computer literate [1-
4]. The technological paradigm shift has been complemented by
the efforts of schools through promoting access to technology in
education [5-6]. The socialization patterns among learners have
also changed drastically because of the growth and proliferation of
electronic communication devices. Learners access social network
sites to communicate with their friends at any time of the day or
night [7]. However, access to new technology has led to an
increase in misuse and abuse of technology by learners and this has
brought about incidents of threatening, harassing, embarrassing,
and humiliating behaviour and actions online [8]. Cyber incidents
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the regulation thereof [9-12]. What is of significant concern is the
fact that cyber incidents in South African schools are also on the
rise [13].

South African schools are adopting Information and
Communication Technologies (ICTs) as part of an educational and
social approach to prepare learners for the future. However, there
is a lack of supporting cyber incident handling procedures to
empower schools to deal with cyber incidents [14]. Cyber
incidents are increasing among learners and yet there is very little
guidance for schools on how to deal with cyber incidents [15].
With the potential for cyber incidents and their negative effects,
schools have the responsibility to intervene in the occurrences [16].
Cyber incidents do not have an impact only on the physical and
mental health of learners but also on the academic performance
which in turn influences learners’ learning outcomes negatively.
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Therefore, there is a need to ensure that schools are provided with
cyber incident handling procedures that can contribute to a safe
and caring environment for learners and all involved role players.
Far from being limited to cyber victims, the effects of cyber
incidents extend to the learners collectively, the school
environment, and the entire school system [17]. To address the
elements of cyber incidents in South African schools and to narrow
the focus of this research to an educational environment, a cyber
incident has been defined as: An act that violates explicit or
implied cyber safety, computer safety or acceptable use of ICTs
policies of South African schools or the Department of Basic
Education (DBE) [18]. It is an event that involves the intentional
or negligent use of digital platforms or electronic media to cause
harm to other learners/self, or to impact on their confidentiality and
integrity.

Some studies were done to try and understand the critical issue
of cyber safety. In [14], the author investigated the maturity levels
of cyber safety in South African schools. The study was intended
to assess whether schools are prepared to help learners and
educators to come up with cyber safety culture within the school
environment. The study involved 24 schools in South Africa, and
the investigation was through a critical evaluation of the elements
that are important in improving cyber safety in schools. The
elements in [14] which were evaluated include leadership and
policies, infrastructure, education and standards, and inspection.
After measuring cyber safety successfully using one of the UK
approved measurement tool, the 360safe tool, the study discovered
that all the schools had low levels of cyber safety maturity and
compliance. In [14], the author further discovered that there is a
clear lack of cyber safety awareness policies, practices, and
procedures in the schools in South Africa. The study went on to
propose a step-by-step cyber safety plan to empower schools to
create their own cyber safety culture.

In [19], the authors stated that cyber safety is one of the critical
aspects in the world today. Their study highlighted that learners
require education on how to operate safely in cyber space and to
protect themselves. In [19], the authors developed a cyber safety
curriculum through open educational resources. The authors
believed that this curriculum can empower educators in schools
when educating learners about cyber safety. In [20], the author
argued that business schools can meet the multidisciplinary needs
of training cyber safety professionals. Motivated by these findings
the study aims at proposing cyber incident handling procedures to
enhance the effectiveness in handling cyber incidents as well as
ensuring that each role player has an important contribution in the
intervention process that is designed to reduce cyber incidents in
South African schools. The study also assesses the views of
learners on cyber incidents in schools.

2. The Education Sector in South Africa

The education sector in South Africa is divided into two
departments, the Department of Basic Education (DBE) and the
Department of Higher Education and Training (DHET) [21-22].
The DBE is responsible for primary and secondary education while
the DHET is responsible directly for tertiary education and
vocational training [23]. These two departments were once
represented as a single department of education before 2009, then
there was a split. The DBE looks after the public schools, the
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private schools, Early Childhood Development centres (ECD) and
the special needs schools. Private schools are also known as
independent schools and these private schools and public schools
are known collectively as the ordinary schools [22]. On the other
hand, the DHET deals with tertiary education where we have
further education and training, popularly known as the Technical
and Vocational Education Training colleges (TVET) [21]. The
DHET is also responsible for Adult Basic Education and Training
(ABET) Centres and Higher Education Institutions (HEI) [24]. In
South Africa, each province has its education department which is
responsible for the implementation of policies of the national
department. These departments are also there to deal with local
issues that are related to the execution of the mandate of the
department at national level.

As of 2016, the DHE reported that there were 29 749 public
and registered independent schools in South Africa [23]. The
number of ordinary schools was 25 574 while 4 175 were other
educational institutions such as special schools and Early
Childhood Development (ECD) centres. The DBE also reported
that the total number of educators were 425 000 in 2012 and 440
151 in 2016 who were reporting to the national department and the
provincial department in the 9 provinces and the 86 districts of
South Africa [22]. District and provincial DBE offices in nine
provinces and 86 districts administer all the schools and have
considerable influence over the implementation of policy. The
goals of the DBE and its district and provincial offices are to
improve the quality of teaching, undertake regular assessments,
and improve on the Early Childhood Development, to ensure a
system of outcomes-focused accountability [23].

3. Literature Review

Schools worldwide are being charged to take action to reduce
cyber incidents because of the potential of cyber incidents
disrupting the educational processes, creating a hostile
environment, and threatening learners’ feelings of safety and
mental well-being [8, 12, 25]. Due to the increase of cyber
incidents that cross over into both home and school environments,
coupled with confusion as to who should issue consequences and
how, role players must work together to create effective cyber
aggression strategies [16]. The intervention during cyber incidents
takes group effort from all role players and learners themselves.
While it may take a village to raise a child, the virtual village
inclusive of social media platforms, Internet Service Providers,
phone companies, non-profit youth organisations, non-
governmental organizations, educational institutions, parents or
guardians, attorneys, and media need to join forces to have
dialogue nationally and globally on ways to protect learners from
cyber incidents [26].

The 21st century has brought with it a different revolution -
learners who are on the cutting edge of technological proficiency
[7]. While awareness of the use of the Internet is growing among
learners in South African schools, there is no increase in awareness
of safe practices in the use of ICTs [27]. Learners receive mixed
messages with regard to online behaviour as they strive for
technology literacy, sometimes without appropriate support [28].
Learners seem unaware of the risks of inappropriate behaviour
online, viewing them as trivial. Cyber incidents are causing major
challenges for school officials who are called upon to respond to
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cyber incidents involving learners [29]. Online threats take place
off the radar screen of educators and parents; this makes it difficult
to detect cyber incidents in schools and more impossible to
monitor off school premises [10]. The language that the learners
use on the Internet has evolved and created a generation gap
between learners and adults around them. This gap enables
learners to participate in cyber incidents without fear of being
discovered by adults [15, 30].

There are no clear procedures that are followed consistently by
South African schools, governing boards, and educators on how to
report or handle cyber incidents [10, 31]. At present, the principals,
educators, and parents are not sure what procedures to follow when
learners are being harassed online [32-33]. Research in South
Africa (SA) that examines the procedures for schools on how to
report cyber incidents are limited [10]. The lack of clear
procedures for reporting cyber incidents in schools, makes
educators feel unsupported. Educators will rather ignore these
unethical violations than follow ill-defined and unenforceable
policies [34]. In [34], the authors investigated the reason learners
should be educated about risks in cyber space and the ways in
which the schools can intervene to assist. The study discovered that
despite the usefulness of the Internet there are still negative issues
that are related directly to the Internet use. Users of the Internet
across the world are being subjected to various forms of abuse such
as cyber incidents, cyber bullying, online fraud, racial abuse,
pornography, and gambling. In [34], the authors believe that issues
related to cyber incidents are on the rise, especially among
learners, because of a lack of anti-cyber incident awareness. The
other argument put forward by them was that the level of
awareness among the Internet users is low or moderate. As a result,
in [34], the authors stated that it is important that the anti-cyber
incidents awareness be cultivated among learners through various
initiatives like education so that learners are able to operate safely
in cyber space.

In another study, in [35], the authors verified the effectiveness
of gamification in reducing cyber incidents and offer a constructive
application of a framework that can help to improve cyber safety
skills and capabilities for learners in schools. The study also
discovered that the rise in cyber incidents shows that the traditional
methodologies used to train and bring awareness are insufficient to
build the necessary cyber safety skills and capabilities. The study
also discovered that gamification can be a promising methodology
that can bring some changes to the behaviour of learners in cyber
space at early stages. In [35], the authors came up with a proposal
for a cyber hero framework for information security awareness and
training programs that can fight human error in cyber space. In
[35], the authors discovered massive progress in the skills and
capabilities of cyber safety for learners using the cyber hero
framework.

In [36], the authors discussed the applicability of the safety
standards and frameworks used in various industries to avoid
threats of cyber incidents due to the rise in the use of technology
in schools. In [36], the authors discovered that it is very critical to
have strong cyber safety controls in schools due to the growth in
cyber incidents. The other notable finding in [36] was that it is very
important to have a cyber safety framework that accommodates
safety standards and frameworks in an education environment. In
[15], the authors investigated the perceptions of cyberbullying
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among student teachers in South African schools, in Eastern Cape.
In [15], the authors found out that in South Africa cyber incidents
are some of the issues affecting learners. The study went on to
discover that the Department of Basic Education in South Africa
is providing little guidance for schools on issues related to cyber
incidents. Using a quantitative survey approach, the study
discovered that cyber incidents are some of the critical issues in
South African schools, but the topic has not been incorporated in
the policy or even in the curriculum. In [15], the authors
recommended that the Department of Basic Education should
come up with a standardised policy that can be used to implement
and enforce cyber safety behaviour in schools.

In [37], the authors did an investigation to assess the policies,
procedures and measures which schools need to have in place to
ensure that there is cyber safety awareness for learners in South
African  schools. They discovered that Information
Communication Technology is now becoming part of the daily
lives of learners, opening various opportunities and cyber risks as
well. Therefore, just like in [15], [37], the authors believe that it is
important for cyber users to become aware of the cyber safety
issues so that they are able to protect themselves. It was also
highlighted that in South Africa, cyber safety awareness and cyber
education is still lacking, especially in schools. In [37], the authors
also believe that it is of utmost importance for South Africa to
begin the creation and implementation of cyber safety and cyber
incident awareness policies, procedures, measures, and initiatives
for the education sector, especially for schools and learners.

4. Research Methodology and Design

The research methodology is explaining how the literature
review was done and how data was collected from learners to get
their experiences and perceptions on cyber incidents. This research
consists of two research methods. The first one is the literature
review. The researcher conducted a systematic search on literature
that reported the prevalence and impact of cyber incidents among
learners in South African schools and the extent to which role
players responded to cyber incidents in schools. The main idea
behind the reviews was to identify the roles and responsibilities of
role players in cyber incident handling for the Schools in South
Africa. The systematic process included the electronic search in
databases, title and abstract review and hand searches in Google
scholar and article reference lists. Online databases contained
bibliographic references to academic and peer-reviewed journal
articles, as well as references to theses, books, and chapters.
Secondly, the research used a qualitative approach and purposive
sampling to collect data from the learners to get their experiences
and perceptions on cyber incidents [38-40]. The rationale for
selecting learners was based on reviews in [41-44], with the
authors who indicated that adolescence is a peak period for
involvement in cyber incidents. A total of 85 learners participated
in three focus groups that ranged in size: group one had twenty
participants, group two had thirty participants and group three had
thirty-five participants as shown in the tablel.

Forty-eight percent were male, and fifty-two percent were
female. The interview questions enabled learners to explain their
perspectives in depth. The questions were related to the themes that
emerged from each group. All the conversations were recorded and
transcribed. The data was then coded using ATLAS.ti. 7; themes
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emerged, and the frequencies of these themes were noted by the
researcher. Several ethical guidelines were followed to ensure that
the research study was conducted ethically. In an endeavor to
ensure the reliability and validity of data, the verbatim transcribed
interviews were presented to the respondents to verify and sign off.
The researcher reviewed all the transcripts from focus group
interviews to check for accuracy, ensuring that no obvious
mistakes appeared. The researcher also ensured that there was no
drift in the definition of codes or shift in the meaning of codes
during the coding process.

Table 1: Participants in the Three Focus Groups.

Focus Groups Participates in the Groups
Group 1 20
Group 2 30
Group 3 35
Total 85

Source: Author’s Analysis

Table 1 above shows the number of students who participated
in each focus group.

5. Discussion of the Roles and Responsibilities of Role
Players in Cyber Incident handling for the Schools in
South Africa

The study came up with a theoretical framework that outlines
the roles and responsibilities of role players in addressing the cyber
incident handling needs. The responsibilities of role players within
schools and relevant role players outside schools for specific and
specialized interventions and support were identified during the
literature review. To elaborate on the “Needs for Addressing Cyber
Incidents”, each need is linked to role players and recommended
responsibilities. The aim of the theoretical framework and the roles
of role players for schools in South Africa is to ensure that relevant
role players are drawn in to create a supportive structure that can
contribute to the development of the cyber incident handling
procedures. To achieve this, the researcher highlighted the roles
and responsibilities of role players within and outside the school
when responding to cyber incidents. The framework is designed to
complement normal schooling duties and activities and to integrate
cyber school safety into the daily activities of the school. The
framework also gives a guide on how relevant role players can
assist in responding to cyber incidents. The framework may not
make provision for all cyber incidents in schools or cyber safety
concerns for schools but is a starting point to address cyber
incidents in South African schools. The linking of “needs for
addressing cyber incident” to “the role players” assisted the
researcher to present the complex ideas and the theoretical
concepts, from the literature review to a new structure which will
assist in developing reporting procedures [41]. Table 2 is outlining
the roles and responsibilities of role players in cyber handling in
South Africa as discovered from the reviewed literature.
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Table 2: Summary of the Roles and Responsibilities of Role Players in Cyber
handling in South Africa as discovered from the Reviewed Literature.

Role Responsibilities
Players
School Role players should be competent in handling
Principals, cyber incidents.
Iﬁgfgggs’ All role players should be informed of the
Guardia'ms cyber incident reporting procedures.

school staff

School procedures should be readily
members, and

accessible to learners, parents, guardians, and

School school staff members.
Governing _
Body Need clear and easily understandable school

procedures to address cyber incidents.

Consistent, universal, and effective ICT
policy aimed directly at regulating cyber
incidents in schools, should be developed.

Codes of conduct or code of behaviour should
be formulated and adopted.

Need a referral system to appropriate services
and community partnerships to support
learners and build a cyber school safe
environment.

Source: Author’s Analysis

Full explanation of the roles and responsibilities of role players
in cyber incident handling in South Africa as discovered from the
reviewed literature is given in the following section.

5.1. Role Players should be Competent in Handling Cyber
Incidents.

The principal should ensure that school personnel and parents
are trained in handling cyber incidents. The advisory Team should
implement an effective approach in intervening and responding to
all cyber incidents. Educators should participate in school cyber
safety trainings. Educators should be aware of the steps to take and
advice to give if learners notify them of cyber incidents. Parents
should report their children’s cyber aggression. This was in line
with the findings that were discovered in [15] and [37], the authors
discovered that it is important for cyber users to become aware of
the cyber safety issues so that they will be able to protect
themselves from the various forms of cyber incidents. It was also
highlighted that in South Africa, cyber safety awareness and cyber
education is still lacking, especially in the education sector [15]. In
[36], the authors argued that it is very important to have a cyber
safety framework that accommodates safety standards and
frameworks in an educational environment.

“All Role Players should be informed of the Cyber Incident
Reporting Procedures™

The school community should know who to approach if they
become aware of or suspect any cyber incident taking place. The
advisory team should establish a process that communicates the
cyber incident, reporting procedures to all parents, learners, and all
staff members. The School Management Board (SMB), School
Governing Body (SGB) and Counsellors should explain the cyber
incident reporting procedures to learners and their parents or
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guardians. Educators should establish consultation and training for
parents and other staff members on cyber incident reporting
procedures. Social Media Service Providers (SMSP) should make
their educational and safety materials easy to find and promote the
materials to users regularly. Social Media Service Providers should
improve the visibility, consistency, and accessibility of reporting
tools on their platforms. Several studies support this. In [15] and
[31], the authors pointed out that in South Africa there are no clear
procedures that are followed consistently by schools, governing
boards, and educators, on how to report or handle cyber incidents.
The authors believe that it is very important for role players to be
aware of the reporting procedures because at the moment, the
principals, educators, and parents are not sure of what procedures
to follow when learners are being harassed online [10, 32]. In [35],
the authors emphasized that role players should be informed of the
cyber incident reporting procedures especially if these frameworks
are to be usable.

5.2. School Procedures should be readily Accessible to Learners,
Parents, Guardians, and School Staff Members.

Provincial education departments must ensure that all schools
are trained about procedures to address cyber incidents. The
principal, Information Technology (IT) Unit, SGB, SMB and the
Advisory Team should develop, support, and evaluate procedures
to address cyber incidents. Officials from the National Department
of Education, in collaboration with provincial, regional and district
officials responsible for ICT school safety, should monitor the
implementation of procedures to ensure that learners are safe from
cyber incidents. Educators should assist in the development and
implementation of anti-cyber incident procedures according to
delegated roles and responsibilities. This has been supported in
[37] by the authors who argued that for South Africa to have
meaningful progress towards addressing cyber incidents in
schools, the departments of education must be equipped with the
appropriate policies, procedures, and measures to ensure that there
is cyber safety awareness for leaners in South African schools. In
[37], the authors discovered that Information Communication
Technology is now becoming part of the daily lives of learners,
with various cyber opportunities and cyber risks as well, hence the
need for proper policies, education, and training for those
responsible for cybersecurity.

5.3. Need Clear and Easily Understandable school procedures
to address cyber incidents.

The other important aspect is that procedures outlining the
school response to cyber incidents and how to report cyber
incidents, should be in place and these procedures should be easily
understandable. Provincial Departments of Education should
ensure that school cyber incident reporting procedures are in place
and should be adhered to strictly in schools. School cyber incident
reports must be submitted to the district after which reports must
be consolidated and forwarded to the Provincial School Cyber
Safety Coordinator. A consolidated report from provinces must be
submitted every quarter to the national Department of Basic
Education (DBE). This was also supported in [14], [15], and [37]
by the authors who agreed with many other scholars. These authors
believe that it is important for learners to be aware of the cyber
safety issues and the cyber incident reporting procedures so that
they can get help whenever they need it. It was also highlighted
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that in South Africa, cyber safety awareness and cyber incident
handling education is still lacking, especially in schools [14, 15,
37]. Scholars also believe that it is of utmost importance for South
Africa to begin the creation and implementation of cyber safety
and anti-cyber incident awareness policies, procedures, measures,
and initiatives for the education sector, schools and learners in the
country [14, 15, 37].

5.4. Consistent, Universal, and Effective ICT Policy aimed at
Regulating Cyber Aggression directly in schools, should be
developed.

The other critical aspect is that the Department of Basic
Education should take a lead to ensure that ICT policies for
provinces have been developed. Provincial officials must provide
direction to their regional or district counterparts to ensure that the
development, enforcing and reviewing of ICT policies is being
implemented in schools. Public policy should also be informed by
ongoing research on the prevalence of cyber incidents. A school
ICT policy that includes an ICT Acceptable Use Policy (AUP),
ethical use of ICTs or digital technologies and anti-cyber incidents
should be developed, implemented, and enforced. All role players
should be aware of the contents of these policies. The principal, IT
Unit, SGB, SMB and the Advisory Team should ensure that they
have an appropriate ICT school policy in place to safeguard the
overall cyber safety and wellbeing of learners. The IT Unit should
manage the ICT policy through recording and monitoring Internet
use for compliance with ICT policies. The SMB and the SGB
should convene regular meetings to review and update the ICT
Policy. Parents should ensure that their children adhere to the ICT

policy.
5.5. Codes of Conduct or Code of Behaviour should be
Formulated and Adopted.

The information gathered also reveals that the provincial
education departments should ensure that all schools have a Cyber
Safety Code of Conduct for learners. The principal, SGB, SMB
and the Advisory Team should develop, support, and evaluate the
Cyber Safety Codes of Conduct for learners. Learners should
adhere to the Code of Conduct and to ensure appropriate behaviour
always. All schools should be obliged to comply with Child
Protection legislation, which includes Internet safety for learners.
DBE needs to develop and integrate cyber safety programs into
existing curricula to support human rights and child protection.
The Child Protection and Abuse Organization should be contacted
for help if a cyber incident is a suspected child protection issue.

5.6. Need a Referral System for appropriate Services and
Community Partnerships to support Learners and build a
Cyber School Safe Environment.

The South African Police Service (SAPS) should be obliged to
investigate any unlawful cyber incident in schools. SAPS should
advise and educate learners, parents, and school personnel about
legal responses to serious cyber incidents. Law enforcement
authorities must ensure that the all-role players have a clear
awareness and understanding of how existing criminal offences
can be applied to cyber aggression behaviour. Learners should
contact SAPS in case of any cyber incident. Counsellors should
give immediate support to all affected learners. Parents should
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partner with schools to ensure that their children are following
appropriate guidelines for online behaviour. Parents of the victims
should be able to work with the Internet Service Provider, Cell
Phone Service Provider, or Content Provider to investigate the
cyber incident or to remove the offending material. Internet
Service Providers should track instant messaging which could
have been used as evidence in a court of law. SA Depression and
Anxiety Group (SADAG) should assist learners suffering
emotionally because of the cyber incident ordeal. Educational
Organizations should continue to hold workshops, do research, and
give presentations on cyber incidents and cyber safety topics to
help the school communities. The attorneys should be able to
provide parents with sound legal advice on how to open a possible
criminal case and how to get restraining orders against the accused.

5.7. Findings of the Focus Group Interview

The interviews revealed learners’ perspectives about cyber
incidents and were specific to cyber incidents as they manifested
within the schools. The results indicated the negative cyber
incident effects on victims, the no or ineffective consequences for
aggressors, and the inability to stop or control cyber incidents once
they have started. The themes which emerged are Learners’
Perceptions about Victims, Aggressors and Bystanders; Learners’
Perceptions about Technology; Learners’ Perceptions about Cyber
Incidents, and Learners’ Perceptions about Adults. A collection of
the conceptual valid and reliable evidence contributed to a better
understanding of learners’ interactions in cyber space and how
much help they need when they are in trouble. The results of the
focus group interview also showed that learners are acutely aware
of cyber incidents occurring in their schools and how they are
reluctant to report the experiences of cyber incidents when they
occur. The researcher recognized that cyber aggression, especially
if left unaddressed, can have a devastating effect on learners; it can
create a barrier to learning and have serious consequences for
mental wellbeing. The views of learners are summarized in the
table below.

Table 3: The Findings from the Focus Groups on the Views of Learners about
Cyber Incidents

Findings From
Focus Groups

Description

Learners’ Perceptions about Victims,
Aggressors and Bystander

Learners’ Perceptions about Technology

Learners’ Perceptions about Cyber
incidents

Learners’ Perceptions about Adults

Source: Author’s Analysis

The table above is summarizing the views of learners on issues
related to cyber incidents and the full description of these views is
given below.

5.8. Learners’
Bystanders

Perceptions about Victims, Aggressors and

The themes generated from the focus group interviews were
linked to the suggestions from learners and from the literature
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reviewed. Pillars for reporting procedures were derived from the
whole integration process. Themes from Learners’ Focus Group
Interviews indicated the Challenges for Victims, Aggressors’
Behaviour, and Learners’ Perceptions about Bystanders
Supporting Aggressors. The results revealed that the challenges for
cyber victims are that cyber victims are humiliated and harassed
online. Also, learners were of the view that victims fear aggressors
and are affected psychologically which will lead them to suffer in
silence. On the behaviour of aggressors, the results revealed that
aggressors gain power by controlling victims and most of them are
mean; they seek attention, are insecure, and they take out their pain
or anger on other learners. The results also revealed that
technology allows the aggressors to hide behind screens and in
many circumstances, they are perceived as mentally unstable. The
study went on to check the learner’s perception about bystanders
supporting aggressors. The study found out that usually bystanders
are afraid to become the next victims and to suffer rejection by
peers and sometimes uncertainty about whom to tell.

In summary, the results pointed to the fact that cyber victims
feel like outcasts, are hurt, offended, embarrassed and feel inferior.
These victims fear aggressors because aggressors take out their
pain or anger on other learners. The results also pointed out that
bystanders support aggressors because of fear of becoming the
next victims, being rejected by peers or uncertain of whom to
report to. The identified pillars for reporting procedures derived
from the discussions are Legislation, Referral System, Cyber
Incident Reporting Platform and Cyber Awareness. Learners
suggested that all schools should be compelled to comply with
Child Protection Legislation. There is a need for a referral system
to appropriate services, and need for community partnerships to
support learners. Learners should report cyber incidents to the
principal or ICT personnel, school staff members should provide
support and counselling, school psychologists should help affected
learners, school assemblies and public service announcements
should be used for awareness. Learners need to be educated about
cyber incident problems, there should be a hotline for reporting
cyber incidents and finally there must be consequences for the
aggressors.

5.9. Learners’ Perceptions about Technology

Leaners are of the view that technology aggravates cyber
incidents, and, in many ways, technology has decreased empathy
among learners. The results indicated that aggressors use profiles
of innocent people to threaten other learners. The anonymity
online makes threatening behaviour more readily achievable and
protects aggressors. The other aspect that was highlighted is that
technology enables aggressors to have the biggest audience,
making it difficult for those who want to champion anti-cyber
incident awareness. Learners also indicated that due to technology
some learners put themselves at risk by taking naked videos of
themselves and these videos end up going viral on social media. In
a nutshell, the results from the interviews have revealed that
technology has decreased empathy for victims due to space
differences, instant gratification and communication with the
biggest audience. As a result, learners are of the view that schools
need to have a clear ICT policy, procedures, and codes of conduct
in place to regulate cyber incidents among learners. Parents and
learners should be given the sets of ICTs rules so as to guide
learners against cyber incidents. Learners are also of the view that
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schools should introduce education against cyber incidents and
independent service providers should assist to solve cyber incident
problems, for example, the network companies should be able to
identify phones that could have sent the harassing messages. It was
also highlighted that learners should stop taking photos which
could later be used against them, they should avoid instigating
cyber incidents. Lastly, it was discovered that the ICT Policy,
School Codes of Conduct, Identification of Aggressors and Anti-
Cyber Aggression Awareness were the pillars contributing to the
development of reporting procedures for cyber incidents in
schools.

5.10.  Learners’ Perceptions about Cyber Incidents

The results indicated that cyber incidents among peers could
be perceived as harmless or humorous and with no ways of
stopping cyber incidents once they are viral. Learners are of the
view that cyber incidents are not reported as often as they should.
At times learners do not have the courage to talk about the
incidents; in most cases victims are only willing to report to
someone they feel comfortable with or someone they can trust. The
other important observation is that in most cases it is not known
how these issues are solved or what the outcomes are. Aggressors
perpetrate incidents to seek revenge and sometimes a victim may
become an aggressor due to revenge. The other way learners
manage cyber incidents is physical fighting. The results also
pointed out that to facilitate learner confidentiality and trust
towards adults, learners must be able to report cyber incidents
anonymously and their confidentiality must be respected.
Learners’ voices are essential, and their positive suggestions
should be included in the design and implementation of the cyber
incident handling procedures. However, without a confidential,
voluntary, and anonymous reporting system, it is unlikely that
learners will feel free to report cyber incidents. Learners fear being
singled out; they fear that someone might retaliate against them.
The results indicated that the Reporting System and Management
of Cyber Incidents were the pillars for reporting procedures.

5.11.  Learners’ Perceptions about Adults

The study also assessed the leaner’s perception about adults.
The results indicated that in most cases learners are scared that
adults will worsen the situation because of them being too
judgmental about the behaviour of learners. Many parents are seen
to always remind their children of the issues which they would
have done wrong. Leaners also believe that adults do not have any
role in the intervention of cyber incidents and are ineffective when
they attempt to intervene. Leaners are also of the view that
educators are not helping when it comes to cyber incidents to an
extent that some learners are not comfortable telling them about
their cyber incident problems. This is why some learners end up
being absent from classes, avoiding being embarrassed. All these
results point to the fact that there is no open and good relationship
between learners and the adults around them. The results indicated
that learners wish their parents could be more involved in their
online lives from an early age. Most learners want parents to have
a good relationship with them, to communicate with them, to spend
more time with them, to support them and even to join them in
cyber space. Learners believe that the most important issues that
many parents are interested in are about schoolwork. As a result,
many parents do not know what is happening in their children’s
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daily lives. The other critical factor is the huge generation gap
between children and their parents; there is a great difference
between how children are being raised and how their parents were
raised. As a result, this gives learners the idea that adults are not
confident to help and intervene during cyber incidents. Some
learners pointed out that it is not known how principals are
handling cyber incident cases and the outcomes are not known.
This is due to adults being absent from cyber space, which
compromises their ability to assist. Leaners believe that the fact
that most parents are not using social media, makes it very difficult
for them to identify cyber aggressors.

In summary, learners indicated that they do not have
confidence in adults, especially when it comes to their online
problems. Role players need to be competent in handling cyber
incidents and learners need to be assured of their safety when
reporting cyber incidents, and their reports should be taken
seriously and acted upon. All role players should be informed of
the cyber incident reporting procedures and should be aware of
how important it is to report cases as early as possible. The school
community should know whom to approach if they become aware
of or suspect any cyber incident taking place. Parents should check
their children’s phones if they notice any behaviour change.
Parents should block the aggressor, notify their service provider,
and report cyber incidents to the school and law enforcement.
Parents should tell their children not to go about taking naked
pictures of themselves and posting them online. All school role
players should be educated about cyber incidents. Parents need to
learn the legal issues associated with cyber aggression. Severe
cyber incidents should be considered as crime. Law enforcement
should have a specialised task team to deal with cyber incidents.
SAPS should have a cyber division. The pillars for reporting
procedures derived from the themes are Competence in Handling
Cyber Incidents, Awareness of The Reporting Procedures, Learner
Assistance from Parents, Cyber Aggression Awareness,
Legislation, And Cyber Division for Law Enforcement.

6. Summary and Conclusion

Access to new technology in schools has led to an increase in
misuse and abuse of technology by learners and this has led to a
rise in cyber incidents related to threats, harassment,
embarrassments and humiliating behaviour, and various bad
activities online. The study, therefore, proposes that cyber incident
handling procedures, and the roles and responsibilities of role
players should be in place for cyber incidents to be addressed in
South African schools. Using the literature review approach and
thematic analysis of the data collected, the results indicated that it
is important that role players should be competent in handling
cyber incidents, and they should be informed of the cyber incident
reporting procedures. The other important finding was that the
cyber incident handling procedures should be readily accessible to
learners, parents, guardians, and school staff members and they
should be clear and easily understandable. The other issue that was
highlighted was the need for a consistent, universal, and effective
ICT policy directly aimed at regulating cyber incidents in schools.
The codes of conduct or a code of behaviour should be formulated
and adopted. The study also discovered that there should be a need
for a referral system to appropriate services, and community
partnerships to support learners and build a cyber school safe
environment.
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The study also come up with the views of learners on various
aspects of cyber incidents in schools which include their
perceptions on victims, aggressors and bystanders; learners’
perceptions about technology; learners’ perceptions about cyber
incidents and learners’ perceptions about adults. For instance,
learners’ perceptions on cyber victims, aggressors and bystanders
were that cyber victims feel like outcasts, hurt, offended,
embarrassed and inferior. These victims fear aggressors because
aggressors take out their pain or anger on other learners. The
results also pointed out that bystanders support aggressors because
of fear of becoming the next victims, being rejected by peers or
uncertain of whom to report to. The results presented helps to
provide a framework that will act as a guide on reporting cyber
incidents and directing school management, and all within the
school, towards appropriate reporting procedures and intervention
processes. The study also found out that the rise in cyber incidents
in South Africa if they are left unattended, can have a devastating
effect on learners. Therefore, the government of South Africa
through the department of basic education must prioritize the
handling of cyber incidents in schools as cyber incidents are now
a threat to the efficient and effective execution of the mandate of
the department.
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