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Central authorities have registered economic transactions based on trust since the dawn of
time. With the advent of paper, methods for documenting transactions and records became
more difficult and detailed. With the widespread use of computers in recent years, digital
recording has made record keeping easier and since then every technical advancement has
made data recording more convenient and faster. Transactions have accelerated as
technology has advanced, but the maintenance of records has remained under the
jurisdiction of the authorities. The use of distributed ledger systems allows data to be
released from the control of central authorities. A distributed ledger is a peer-to-peer
network in which non-centralized data is shared by participants. The Bitcoin payment system
and cryptocurrency, which arose after the 2008 financial crisis, was the first distributed
ledger application. Central authorities' poor economic decisions aided in the rise of Bitcoin.
The aim of Bitcoin is to make the current financial systems liberal from the influence of
central authorities. With the rise in popularity of Bitcoin, the blockchain technology that
underpins it has begun to garner interest. While blockchain technology was initially
associated with the financial sector due to Bitcoin, research into its use in other sectors such
as supply chain, records management, electoral systems, notary services, file systems, energy
and artificial intelligence has begun. Several Blockchain infrastructures have been built to
allow the use of blockchain technology in a variety of industries. However, it has been
revealed in practical approaches that blockchain technology has limitations in terms of
speed and scalability. As a result, new distributed ledger technologies with increased speed
and scalability have been established. Hashgraph, Tangle, Tempo, Holochain are examples
of newly developed distributed ledger technologies. Different influential features distinguish
new generation distributed ledger technologies from the conventional Blockchain methods,
which can yield into several and practical modern applications. In this study, Blockchain
and new generation Distributed Ledger Technologies are compared and possible future
applications are outlined.

1. Introduction

agreement among distributed processes or multi-agent systems on
a single data value or a single network state.

Blockchain is a distributed database technology in which a
database is stored and maintained without the use of a central
server across an entire network or among similar parties. No one
on the network, inside or outside, has the right to modify or remove
recorded data. Transparency is also established by disseminating
the data to all chain participants by validating the transmission data
via a consensus algorithm [1].

A consensus algorithm is a fault-tolerant mechanism used in
computer and blockchain systems to achieve the required
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A Blockchain infrastructure, as a type of distributed system
composed of multiple entities, requires a variant of consensus
algorithm in order to operate. The characteristics of any kind of
Blockchain are determined by its internal consensus architecture.

A Blockchain, which is defined by a consensus mechanism,
enables us to have an immutable database of transaction record
among the participating peers. A sample transaction flow is
summarized in ‘Figure 1’ below in order to gain a better
understanding of the underlying working process of Blockchain.
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Figure 1: Sample Blockchain Transaction Flow

In summary, the information registry that exists within a group
of nodes is made up of multiple blocks of data in which the data is
stored and then consolidated within the network after a predefined
validation process which is called the consensus.

The necessity of having an immutable distributed record
database/table for a digital currency exchange system and
applicability of Blockchain to this necessity gave rise to the first
useful Blockchain application, which is widely known today as
Bitcoin [2]. Since then the blockchain has been synonymous with
financial transactions since the rise of Bitcoin, research is currently
underway to see whether it can be applied to a variety of areas such
as supply chain, records management, energy market, and artificial
intelligence.

A variety of consensus algorithms as well as alternative
distributed ledger technologies (DLTSs), other than the classical
Blockchain with the basic Proof-of-Work consensus, have been
vastly proposed in recent years each with its own set of
performance and security characteristics. It has to be noted that
every application's requirements cannot be met by a single
consensus algorithm [1]. Hence, it is critical to compare the
consistent consensus algorithms as well as other distributed ledger
technologies (DLTs) on a technical level in order to identify their
strengths, weaknesses, and potential future applications.

Blockchain variants, which are defined by their accompanying
consensus algorithms, can have problems regarding throughput,
scalability, power consumption and storage usage which can
handicap the potential usage areas besides digital currency
exchanges/cryptocurrencies. As a result, consistent consensus
variants and new distributed ledger technologies (DLTs) should be
technically investigated in order to achieve more successful
engineering designs of distributed, immutable, manageable, and
scalable applications and thus allowing the widespread adoption of
trustworthy distributed applications and products in everyday life.

In this study, Proof of Work (PoW), Proof of Stake (PoS), Pure
Proof of Stake (PP0oS) and new Distributed Ledger Technologies
which are named as Hashgraph, Holochain, Tangle and Tempo are
introduced and explained. After the introduction and explanations
of the mentioned mechanisms, a comparison is made under the
performance criteria of Throughput (transactions per second),
Scalability (number of nodes), Energy Consumption (J per
transaction) and Storage. After this comparison, possible modern
applications that can be developed with Blockchain and DLTs are
explained and then application-specific minimum performance
requirements are given in order to outline the achievability of the
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applications. Afterwards, suitability of the explained consensus
mechanisms and DLTSs to each application are explained.

2. Blockchain and Consistent Consensus Mechanisms

Blockchain is a decentralized distributed database technology
that acts as a trust layer for the data exchange amongst
participating peers.

The following key features define any type of Blockchain:
Immutability, transparency, privacy, durability, decentralism, and
security.

e Immutability: No participant can change the data stored in the
blockchain.

e Transparency: Transparency is provided to all participants in
the Blockchain by associating the transaction data with the
concerning participants. All transactions are traceable.

e Privacy: The use of private and public keys is a crucial aspect
of blockchain privacy. Asymmetric cryptography is used in
blockchain systems to secure transactions between users.

¢ Durability: A Blockchain can operate indefinitely since a copy
of the data is distributed across the participating nodes.

e Decentralism: The transfer of control and decision-making
from a centralized entity (individual, organization, or group
thereof) to a distributed network is referred to as
decentralization in blockchain.

e Security: The structure of data created by blockchain
technology has built-in security properties. Trust in
transactions is ensured by the use of cryptographic principles,
decentralization, and consensus. Each new block in a
cryptographic chain connects to all the blocks before it in such
a way that tampering is nearly impossible. A consensus
mechanism validates and agrees on all transactions within the
blocks, ensuring that each transaction is true and correct.

It has to be noted that throughout this study, Blockchain is
referred as the two most popular consensus mechanisms namely
the Proof of Work (PoW) and Proof of Stake (PoS) and a new
consensus algorithm that is consistent with the key Blockchain
features (i.e. decentralized, secure and scalable) and named as Pure
Proof of Stake (PPoS).

2.1. Proof of Work (PoW) Consensus

The PoW consensus mechanism has been popularized by
Bitcoin as one of the most widely used methods in blockchain
(BTC). Miners and the electricity needed to perform the
calculations that verify BTC transactions are the distinguishing
features of PoW systems. Miners use computer hardware to run
network nodes that use computational power to solve
mathematical puzzles known as proofs of work. The miner who
solves the puzzle first confirms the most recent block of
transactions on the blockchain.

The successful miner then broadcasts the new block to all other
nodes, who confirm its accuracy and add it to their copy of the
blockchain, creating a verifiable record of data for the entire
network. Consensus is represented by the verification process. A
new block can only be added to the network after this data has been
confirmed. For being the first to validate a new block of data and
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add it to the PowW blockchain, miners receive newly minted
cryptocurrency, the block reward (in the case of Bitcoin, they
receive BTC).

Proof of Work blockchains aim to generate blocks at regular
intervals — for example, Bitcoin generates one block every ten
minutes. POW networks are limited in speed and scale because of
the energy-intensive proofing process. Furthermore, PoW
networks are engineered to be more or less challenging depending
on the network's computing capability.

Despite their speed and scalability restrictions, PoW
blockchains have typically given better security while maintaining
significant decentralization. Because PoW systems are distributed,
it is extremely difficult for a malicious actor to take control of the
blockchain by controlling the majority of computing power on the
network. Typically, the hardware, power, and computing expenses
are prohibitively expensive [3].

However, the same characteristics that make PoW blockchains
secure also make it difficult to participate in the network as a node.
Mining on many major networks has been monopolized by large-
scale mining operators who have amassed influence in network
governance. Since operating a mining rig and paying for the
associated hardware and electricity costs is too expensive for the
average user, large-scale mining operators have collected major
influence in the network governance.

2.2. Proof of Stake (PoS) Consensus

PoS is the second most often used consensus method, and it
addresses many of the issues that plague PoW blockchains, such
as slowness, scalability, inefficient energy usage, and expensive
requirements for entering the network.

PoS blockchains use validators instead of miners to validate
transactions. Validators are network node operators who validate
data in the same way that PoW systems do, but there is no energy-
intensive computational process required to earn the right to
validate. Instead of doing proofs of work, validators "stake" part of
the blockchain's native currency in order to be considered as a
validator node. The prospective validator mainly uses blockchain-
born crypto tokens to provide collateral. The system randomly
selects a validator to confirm data when validating the data held in
a transaction block on a PoS blockchain. Certain factors, such as
the number of tokens staked, can increase the likelihood of a
validator being chosen. The validator is rewarded with network
transaction fees when a block is confirmed, and then the process
starts over [3].

Proof-of-Stake blockchains keep the network secure and
validators honest by demanding validators to stake their tokens. If
validators are acting deliberately or incompetently, their
involvement and access to the network is lost by a 'slashing'
procedure. This stimulus structure makes it possible for validators
to earn through legal operation rather than by breaching
regulations.

Accessing the PoS blockchains is easier as the validators on the
PoS blockchains do not need to invest in high electricity costs and
expensive hardware. PoS blockchains are arguably better for the
environment than PoW networks in terms of sustainability because
they consume significantly less electricity [4].
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2.3. Pure Proof of Stake (PPoS) Consensus

PPoS is a new fully decentralized and promising consensus
mechanism. The amount of influence each user has over the
selection of a new block is proportional to their stake (number of
tokens) in the system. Users are chosen at random and in secret to
propose and vote on block suggestions. Every online user has the
opportunity to be chosen to propose and vote. The probability of a
user being picked, as well as the weight of its proposals and votes,
is proportionate to its stake.

This means that only two blocks of PPoS cannot be sent to the
chain simultaneously since the required threshold of committee
votes can be reached by a single block. Up to 1 block in a given
round is confirmed and written on the chain. When a block is
created, users may immediately depend on the transactions it
includes. Thus users can rely on that the block, since it will be part
of the chain forever.

PPoS does not place a small group of users responsible for
generating blocks, and users do not have to transfer their voting
power to a limited number of users. All users are allowed to
propose and vote on blocks with a probability that is directly in
proportion to their stake.

PPoS doesn't force a user to put a part of their stake aside for a
consensus process, and a user can not restrict his ability to spend
their stake by participating in a consensus protocol.

In a completely decentralized fashion, PPoS guarantees full
participation, protection and speed [4].

3. Distributed Ledger Technologies

The authors first mentioned distributed ledger technology in
their 1991 article "How to time-stamp a digital text" [5].
Distributed ledger technology (DLT) is a decentralized framework
in which data is shared among network participants. Despite the
fact that the approaches to distributed ledger technology are
technically distinct, they all have three fundamental components in
common.

Every distributed ledger technology should support peer-to-
peer transactions, have participants who store the network, and use
a consensus mechanism to manage it.

The ability of two or more parties to operate without the use of
a central authority is known as a peer-to-peer network. Participants
in a distributed ledger are independent computation nodes that
record, share, and synchronize transactions.

DL Ts are managed without the central authority being required
[6]. With the independent conduct of transactions, the efficiency
can be improved by reducing errors.

To address the speed and scalability issues in Blockchain
technology, new distributed ledger technologies have emerged,
such as the Tangle, Hashgraph, Tempo, and Holochain. This
newly developed distributed ledger infrastructures aim to improve
blockchain technology's limited features.

It has to be also noted that every Blockchain is a type of DLT
but not every DLT is a Blockchain [7].
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3.1. Hedera Hashgraph

Swirlds developed Hashgraph, a proprietary distributed ledger
technology. The consensus algorithm and the Directed Acyclic
Graph (DAG) data structure distinguish it from Blockchain
technology. Hashgraph does not use conventional Blockchain
consensus. Instead of conventional consensus mechanisms, it
employs the random gossip protocol and the virtual voting
consensus algorithm.
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Figure 2: An example of Hashgraph’s operation. Image courtesy of [8]

Any transaction that occurs in the Hashgraph network is
referred to as an event. Each event includes a timestamp, a hash of
the previous two events, transactions, and electronic signature
information. The random gossip protocol distributes the time
stamp of the verification process to neighboring nodes at random
until the data is applied to the ledger [9]. Refer to the Figure 2 as
an example of the Hashgraph algorithm.

In order to validate the transaction, this information must be
transmitted to the majority of network participants. Transaction
timestamps are documented in the case of a separate hashgraph
ledger maintained by the participants. Transactions that are agreed
by two-thirds of the network through virtual voting are considered
legitimate and are registered by each node. Virtual voting can
require several rounds in the absence of a majority of participants,

3.2. Tangle

A directed acyclic graph (DAG) is a specialized subject in
mathematics, particularly graph theory and computer science. A
DAG is made up of vertices and edges (also known as arcs), with
each edge pointing from one vertex to another in such a way that
following those directions will never result in a closed loop. This
mathematical model is being considered as an alternative approach
for developing alternative Blockchain structures for applications
consisting of many devices [10].
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Figure 3: An example of Tangle’s DAG based operation. Image courtesy of [8]
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Tangle is a new type of DLT which is considered as one of the
major DLT that vastly uses the DAG model. Refer to the Figure 3
for visualizing the Tangle’s operation.

Since the current mainstream Blockchain infrastructures (i.e.
PoW) are unable to meet the efficiency and scalability
requirements of 10T systems that require a Trust Layer, Tangle
DLT is becoming increasingly important in establishing trust and
security for the Internet of Things (1oT) applications.

There is no transaction fee in Tangle since there are no blocks
or miners to add data to the network. Transactions are not kept in
a sequential order. Transactions are not recorded in a linear
fashion. Each transaction in the consensus protocol verifies the
previous two transactions and records the transaction data. In terms
of security, it is less secure than Blockchain technology especially
in the early stages of the network. When the transaction volume is
low, network coordinators are used for protecting the network.

The use of network coordinators may result in the network not
being fully distributed. The goal is to improve the scalability,
speed, and efficiency of the Tangle protocol. The speed of the
network increases in direct proportion to its size, especially as the
network grows.

Tangle, which is used in IOTA, is one of the most important
applications that use the DAG model [11].

It is appropriate to use this advanced DAG based DLT
particularly in loT applications or any other applications that
require providing speed and scalability to a network composed of
large number of devices and transactions.

3.3. Holochain

Holochain is an open-source distributed ledger technology.
Unlike Blockchains, Holochain relies on individual chains rather
than a single chain. While transactions in Blockchain technology
are made over a single chain for all network participants,
participants in Holochain store data in their local chains as part of
the public network, Instead of recording all of the data on the
network, participants only record their own transactions. This
situation should be considered as the main reason why this DLT
requires low amount of storage on participating nodes. The
Distributed Hash Table (DHT) [12] ensures the correctness of local
chains. DHT stores the chain data's DNA (hash) information and
ensures that the chain's invariance is maintained. As indicated in
Figure 4, DHT is stored in parts of the mesh topology [13]. While
some users are offline, the network can continue to function. The
disadvantage of this protocol is that information can be lost if a
registered peer's device completely malfunctions. A backup
procedure is additionally required for all peers in order to prevent
data losses.

Distributed applications (dApps) built on the Holochain,which
are named as Holochain Apps (hApps), can run quickly, and the
network’s scalability is limitless. Millions of transactions can be
processed per second with Holochain. Holochain aspires to
transform the current internet's center-based services.

3.4. Tempo Radix

Sharding method is used by Tempo distributed ledger
technology in order to distribute data amongst many nodes in the
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network. Hence, this situation eases the amount of storage required
on the peers.

Figure 4: A representation of Holochain’s DHT topology. Image courtesy of [13]

Tempo relies on Lamport's Logical Clocks, see Figure 5 for a
sample representation of this concept, to come to an agreement on
the distributed ledger. Any time a transaction is recorded, the
logical hour number is also recorded. Each node increments its
logical counter for every transaction it witnesses. Due to the
unreliability of using the physical clock in distributed systems, the
logical clock system is used. Tempo logical hours are smart
counters that count upwards in increments of one when a
participant sees a new and verified transaction in the ledger,
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Figure 5: A representation of Lamport Logical Clocks. Image courtesy of [14]

Tempo participants use the Gossip protocol in order to
synchronize the timeliness of the information in their tracks [15].

Participants in a blockchain network have access to the entire
ledger, but the Tempo infrastructure uses shredding technology to
limit participants' access to a subset of the ledger. Some sections
of the participants' data are also being recorded by neighboring
nodes as a data-loss prevention mechanism.

4. Comparison of PoW, PoS, PPoS Blockchain Consensus
Mechanisms and Distributed Ledger Technologies

4.1. Blockchain versus Hedara Hashgraph

In terms of speed and scalability, Hedera Hashgraph can
outperform the Blockchain technology. The transaction volume is
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high due to the Hedera Hashgraph’s random gossip protocol,
which allows transactions to be released quickly to the network.
When a node conducts a transaction, it transfers transaction
information to a randomly chosen neighbor node [9]. The node that
discovers the transaction will also pass this information on to a
random neighbor node. This procedure is repeated until the entire
network is aware of the information. As a result, the network is
immediately alerted when a new transaction occurs.

Hashgraph DLT wuses virtual voting to validate each
transaction, rather than the costly mining process in some
Blockchain infrastructures. If two-thirds of the entire network
accepts the transaction, the transaction is valid. Virtual voting can
take place several times if the majority is not reached. In Hedera
Hashgraph distributed ledger technology, a maximum of 250,000
transactions per second can be performed [16].

Hedera Hashgraph is more scalable than Blockchain. The
Hedera Hashgraph network can potentially have an infinite
number of participants.

4.2. Blockchain versus Tangle

Tangle distributed ledger technology has increased scalability
and quantum durability compared to Blockchain technology, while
reducing transaction fees in open blockchains.

To confirm a transaction in Tangle, each node must verify at
least two transactions from previous transactions. The participant's
transaction becomes more valid as it validates more transactions.
It is the most resistant distributed ledger technology even it is also
considered as quantum-safe.

Tangle arises amongst the other DLT alternatives with its
lowest transaction fee. When compared with Blockchain, the
security of Tangle is weaker when the network size is smaller.

The number of transactions per second in Tangle DLT his
estimated between 500 and 800 [17]. Due to the nature of Tangle’s
operation, it is assumed to allow an unlimited number of
participants.

Tangle infrastructure can be preferred in applications that
require speed and scalability such as instant mobile voting
applications. Also, it is allegated that Tangle can also have a good
impact on the Energy Trade industry [8].

4.3. Blockchain versus Holochain

In comparison to Blockchain, resources are used efficiently and
scalability is increased with Holochain. Data on the network is kept
in separate chains rather than a common ledger in Holochain
technology .

As part of the public network, each participant keeps its own
local records. Each participant keeps a separate ledger. Distributed
Hash Table (DHT) ensures the accuracy and immutability of local
ledgers. Holochain DLT allows a truly distributed architecture in
which everyone maintains their own ledgers.

As opposed to Blockchain technology, energy efficiency is
ensured by avoiding costly mining operations via the Holochain
consensus mechanism.
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Since there is a central point through which all transactions
must pass, Holochain does not set a TPS (transactions per second)
value like other blockchain-based or blockchain-derived projects
[18]. Holochain, on the other hand, is a generalized distributed
computing protocol. Due to the underlying mechanisms,
throughput and scalability are assumed as theoretically infinite.

4.4. Blockchain versus Tempo Radix

In terms of speed, scalability, and resource efficiency, Tempo
distributed ledger technology can outperform Blockchain. As
opposed to Blockchain’s single chain, Tempo distributes the
subportions of the entire ledger onto the network participants’
storage. In other words, Tempo participants store the puzzle pieces
by viewing the entire ledger as a puzzle [15].

Each node keeps a piece of its neighbor node in the
fragmentation process in order to prevent data loss. Tempo
distributed ledger technology's shredding process has advantages
in terms of speed and resource efficiency. In Blockchain, a lot
more resources are used since the entire block data / ledger is kept
on all participants.  Additionally,  distributed ledger
synchronization is slower and less scalable than Tempo distributed
ledger technology.

Tempo distributed ledger technology has been tested to handle
1,400,000 transactions per second [19]. The Tempo network has a
significant advantage over Blockchain technology because the
maximum number of participants is theoretically unlimited.

The Gossip protocol is used in Tempo distributed ledger
technology ensures that nodes have up-to-date information about
the distributed ledger. The Gossip protocol allows the nodes in a
network to propagate new configurations to the rest of the network.
This protocol allows network nodes to communicate with one
another and exchange information about their components.

4.5. Comparison of Blockchain (PoW, PoS, PPoS) and DLTs

In a typical setting, performance and evaluation metrics for
developing a distributed application depends on four key
parameters, Throughput (total number of transactions per second
on the distributed network), Scalability (Supported number of
nodes in the distributed network), Energy consumption per
transaction and the level of storage requirement/usage.

‘Table 1" summarizes the key performance and evaluation
metrics of the consensus mechanisms and DLTs which are outlined
in this study.

Throughput, scalability values and the storage usage levels are
gathered from the internally conducted research and from the
following references: [16], [17], [20]-[22].

For the energy consumption of Blockchain consensus
protocols, in a network of 10000 nodes, which is approximately
the number of active full nodes on PoS, note that this amounts to
approximately 1000 J per transaction for PoS, it is many orders of
magnitude less than for the current POW blockchains which is
about 1 billion J per transaction [23]. It has to be also noted that
PPoS uses 30 J per transaction [24].

As for the DLT segment, Tangle uses 3.6 J per transaction [25].
It is claimed that Hashgraph uses 3600 J per transaction [26].
Holochain’s energy consumption is estimated as 325 J per
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transaction [27]. Energy consumption of Tempo is not available in
the literature, however it is considered very low since no mining is
involved [28].

Table 1: Key performance comparison and evaluation metrics of Blockchain
(PoW, PoS, PPoS) and DLTs

Throughput Scalability Energy Usage of Storage
(transactions (number of Consumption
per second) nodes) (J per
transaction)
Blockchain | ~7 tps ~10.000 nodes | ~1 billion High
- PoW J/transaction
Blockchain | ~25 tps ~10.000 nodes | 1000 High
- PoS Jltransaction
Blockchain | ~10000 tps 500.000 nodes | ~30 High
- PPoS J/transaction
DLT - | ~250.000 tps | Theoretically 3600 Moderate
Hashgraph (Theoretically) Unlimited Jltransaction
~10.000 tps
(recent practical
result)
DLT - | ~500 tps Theoretically 3.6 J/transaction Moderate
Tangle Unlimited
DLT - | Theoretically Theoretically 325 J/transaction | Low
Holochain Unlimited Unlimited
DLT - | ~1.400.000 tps Theoretically N/A Low
Tempo Unlimited i
(Considered
very low)

5. Modern Applications of Blockchains and Distributed
Ledgers

In empirical settings, blockchain and distributed ledger
technologies can be used in a variety of ways. Like all
technologies, a Blockchain application must be viewed as a
sociotechnical system. A sociotechnical system consists of a
technological artifact and the social environment in which it is
used, as well as the interactions between the two. When viewed
as a sociotechnical system, the core characteristics of Blockchain
and DLTs can be applied to a variety of situations, resulting in a
wide range of use cases.

5.1. Cryptocurrency

A cryptocurrency is a digital or virtual currency that is mostly
based on consistent Blockchain consensus mechanisms and
protected by cryptography, making counterfeiting and double-
spending nearly impossible. Cryptocurrencies are distinguished
by the fact that they are not issued by any central authority thus
allowing them to be theoretically immune to government
intervention or manipulation.

Cryptocurrencies have the potential to make it easier to
transfer funds between two parties without the use of a trusted
third party such as a bank or credit card company. In addition,
users can avoid the high fees charged by banks and financial
institutions for wire transfers by preferring cryptocurrency based
fund transfers with minimal processing fees [29].

Major disadvantageous situation of Cryptocurrencies is that
the semi-anonymous nature of Cryptocurrency transactions
makes them ideal for a variety of illegal activities, including
money laundering and tax evasion. However, Bitcoin is a poor
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choice for conducting illegal operations because forensic analysis
of the Bitcoin has aided authorities in detecting criminal activity.
It has to be noted that more privacy-oriented coins like Dash,
Monero, and ZCash, on the other hand, are far more difficult to
track than the Bitcoin [30].

5.2. Decentralized Finance (DeFi)

Decentralized Finance, also known as DeFi, is a movement
that allows users to access financial services such as borrowing,
lending, and trading without relying on centralized entities. These
financial services are delivered through Decentralized
Applications (Dapps), the vast majority of which are built on the
PoS powered Ethereum platform [31].

DeFi is a collection of products and services that act as a
replacement for institutions such as banking, insurance, bonds,
and money markets, rather than a single product or company.
DeFi Dapps allow users to combine their services in order to
expand their options. DeFi Dapps typically require collateral to be
locked into smart contracts in order to function. The Total Value
Locked is a term used to describe the total collateral locked in
DeFi Dapps [32].

By eliminating the need for any middlemen, DeFi Dapps
have the potential to revolutionize traditional financial services. It
should be noted, however, that DeFi in its current state is still very
new and experimental, with many projects being improved on a
daily basis. DeFi may evolve further over time and become
completely unrecognizable from what it is now.

5.3. Non-Fungible Tokens (NFT)

NFTs (non-fungible tokens) are a new type of blockchain-
based token that is one-of-a-kind and indivisible. They first
appeared in late 2017. NFTs are digital tokens that can be used to
show who owns one-of-a-kind items. Unlike PoW powered
Bitcoin, where each coin is identical, NFTs are unique, with their
own set of features. Tokenized items include art, valuables, and
even real estate that no one can alter the ownership record. NFTs
can only have one official owner at a time and are mainly secured
by the PoS based Blockchain infrastructures [33].

5.4. Digital Identity

Any document that can be used to prove an individual's
identity is known as an identity document. We frequently share
our identity information to authenticate in our daily lives. Personal
data is violated when identity information is stored, processed,
and shared against the person's will. There is no universally
accepted identity in the Internet.

A digital identity system can be used for information
confirmation as well as authentication. Users will have complete
control over their digital ID and personal information.
Verification can be handled with or without sharing entire
personal information in the digital identity system.

Blockchain has progressed significantly since its inception as
a distributed ledger system for tracking bitcoin ownership. This
technology has the potential to replace traditional identity
management systems with a highly trusted mechanism. Users will
be able to have more control over their own identities owing to
the infrastructure provided by the Blockchains [34] and DLTs.
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Organizations can only use the data with the consent of
customers, and no central entity will be able to compromise a
customer's identity. Self-sovereign identity, which is inherently
unalterable and more secure than traditional identity systems, has
been made possible by Blockchain [35]. This has the potential to
completely transform how we connect to various online services
using our identities. Individuals would verify their identity using
their self-sovereign ID, eliminating the need for passwords.

As with any life-changing innovation, there has been a long
period of evolution, with experts exchanging ideas and little
agreement on what self-sovereign 1D means. It is based on the
idea that an individual must have control over how his identity is
managed. With user consent, the ID cannot be tied to a single
system and must be interoperable across multiple platforms.
Experts considered combining various identifying data, such as
demographic and employment-related information, as well as
individual information revealed by others.

In the Blockchain domain, digital identities and user
information will be stored in a digital wallet. There will be no
need to carry or store many cards or documents. In a Blockchain
based digital identity system, documents such as our citizenship
card, bank cards, diplomas, certificates, driver's license, and
passport are being planned to be stored in self-sovereign id
oriented digital wallets.

5.5. Supply Chain Management

One of the most important areas in which blockchain projects
are concentrated is considered as supply chain management. A
trust issue arises because of the large number of parties involved
in supply chain processes. Supply chain transaction information
is being planned to be securely stored by Blockchain [36]. The
current method of running these processes on paper makes it
difficult to manage and unreliable. By using Blockchain, it is
possible to conduct transactions securely on digital media and to
view all stages of the processes transparently with confidence.
Circulation of counterfeit products can also be prevented from the
market using this approach. Preventing the sale of smuggled
goods will protect citizens' rights and countries from incurring tax
losses.

Consumers may not fully confirm whether the procured
products were genuine or not in a traditional supply chain process.
Consumers can reliably view the production and distribution
history of products by using Blockchain enhanced Supply Chain
Management Systems. With this understanding in mind, countries
may want to look at the manufacturing, distribution, and shipping
history of all imported goods in the future.

5.6. Digital Notary Services

A notary, also known as a public notary, is a state-appointed
official who has the authority to certify a specific action or deed.
Contracts, documents, affidavits useful in other jurisdictions, and
deeds are all included. In order to perform the role of notary, an
official must be objective when making various declarations. A
notary's duties include everything from signing a property sale
record to administering oaths and keeping accurate records of
other important deeds and documents. The officer can use an
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electronic or digital notary to perform notarizing functions
digitally.

The authorized seal will be applied to the certified document
by the electronic notary. This activity requires cryptography and
a secure public key in order to manage, develop, store, and
distribute the digital certificate since a digital notary must keep an
up-to-date electronic record of all completed notary tasks. Remote
implementation of a significant digital solution for public notary
activities is also possible. This notarization process is expected to
be aided by Blockchain and DLT technology. As a prospecting
result, users of this service can trust the integrity of data on the
Blockchain or DLT.

Nonrepudiation, tamper-resistance features and the well-
known characteristics of distributed ledgers make it an excellent
tool for enhancing notary capabilities [37].

5.7. Land Registry and Property Ownership Management

Land registration entails gathering information such as the
ownership and property size information of a land piece. The
entire process of land registry maintenance is extremely time-
consuming because it demands the safekeeping of massive
volumes of written registers. The current method is insecure since
the majority of this procedure is opaque and continuous sales of a
property must be accurately recorded. There have been several
proposals to automate land register data recordings by eliminating
the need for handwritten records. This is initially accomplished by
storing the data in massive databases. However, in terms of data
security, such a strategy is ineffective because the data contents
are easily accessible, and data tampering can occur in poorly
maintained databases.

A distributed ledger based solution for property registration
could significantly improve efficiency and possibly eliminate
fraud [38]. Contracts and ownership data can be stored in a
distributed manner too. Blockchain and DLT implementations
can make it easier to track data transactions because it eliminates
the need for physical involvement thus enhancing the overall
system security for users. Developing countries are considering
Blockchain and DLTs as a tool for updating their existing land
registry systems.

5.8. Health Records Management

Preventing illnesses or detecting them early would improve
society’s living conditions and reduce the workload of hospitals.
Citizens' health status should be constantly tracked using
preventive health technologies. The volume of health data will
grow as a result of constant surveillance of citizens' health status.
This data can be immutably stored and exchanged for clinical trials
using Blockchain and DLT technology.

Health data is vital information that countries must safeguard.
Theft of these details poses a threat to the country's national
security. Health information is also essential to the pharmaceutical
industry. As a result, health data has become an obvious priority
for financial benefit.

Blockchain and DLTSs can serve as a link between healthcare
researchers and health data records in order to facilitate data
exchange. Blockchain and DLTs can provide secure storage and
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exchange of health data at any time. Anonymized health data can
have economic benefits to both users and organizations [39]. A
health consortium with Blockchain infrastructure, comprised of
organizations that generate and need data, can be created. As a
result, the data can be safely exchanged with the desired entities
and organizations for scientific purposes.

5.9. Insurance

The insurance industry can use Blockchain and DLT
technology in order to improve core internal processes like claim-
submission and processing, as well as fraud detection and
prevention. Blockchain can also be used to modify and possibly
create new insurance brands, as well as improve existing ones. It
has also come to light that Blockchain faces a number of issues,
including scalability, security, and privacy, as well as taxation and
regulation. The insurance industry has yet to reap the benefits of
new generation blockchain architectures and distributed ledger
technologies [40].

5.10.  Electronic Voting Systems

It has long been a challenge to create a secure voting structure
that offers the same fairness and privacy of current voting schemes
while also providing the transparency and flexibility of electronic
systems. To compete with the conventional ballot system, an
electronic voting system must meet the same security and privacy
criteria.

A Blockchain or DLT based e-voting technology has the ability
to reduce election fraud while also increasing voter access [41].
Such an e-voting system could decentralize controls, enabling
electors to take on certain duties while maintaining a copy of the
electoral register. Since the copies of the ballots are a voting
history that cannot be reversed, there can be no null votes [42].

5.11.  Energy Distribution and Trade

Given the finite nature of resources, countries must increase
their production of renewable energy resources. As a result, the
number of local producers who use renewable energy is expected
to grow in the future. The structure of energy distribution and trade
will be altered as the number of local energy producers increases.
To encourage local producers, an energy trading platform would
be developed, allowing producers to load their excess energy to the
grid immediately.

It is necessary to ensure that energy exchange between the local
producer and the consumer is secure. Blockchain and Distributed
ledgers could be used to create a platform that allows local
producers and consumers to transact usage certificates instantly.
For such an energy distribution and trade infrastructure, all parties
involved in the energy distribution process must form a distributed
ledger based consortium. In the energy sector, Blockchain and
DLT will bring together market regulators, distributors,
consumers, home users, and producers on a single, reliable energy
market and sharing platform [43].

This platform will enable real-time allocation of required and
preferred types of energy, as well as the approval of energy
consumption. This platform would provide incentives to
renewable energy producers. Blockchain has the potential to
provide an infrastructure for instant energy trade for energy
consumers and local conventional or renewable energy producers
[44]. Smart meters will also need to be developed in order to
measure the produced or purchased energy.
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Active customer engagement and energy trading would require
immutable, open, and dependable smart contracts. Such digital
energy market systems can ensure that energy is priced
immediately and it is delivered on demand, and allows the
customer to determine their own energy consumption preferences.
It would also make the consumer more efficient in deciding the
frequency of energy usage.

It has to be noted that especially for the energy industry, DAG
based structures can have a critical role [8].

5.12.  Distributed File Systems

Distributed file systems (DFS) have gained a lot of interest
recently. Instability, auditing, and incentive mechanisms are all
weaknesses in traditional Peer-to-Peer (P2P) distributed file
systems. Although Blockchain-based DFSs successfully provide
enough incentives and security assurances, a number of problems
such as scalability and privacy concerns are preventing the next
generation of Blockchain DFSs from being developed. As a result,
it is anticipated that DLTs have much greater potential than
conventional Blockchain in order to establish a globally distributed
file system due to their storage-wise and scalability advantages
[45].

5.13.  Artificial Intelligence and Federated Learning

A new machine learning paradigm known as federated learning
(FL) has arisen as a result of the increasing computing capabilities
at end user devices, as well as the growing privacy concerns over
sharing sensitive raw data. FL has the potential to avoid
exchanging data directly by training models locally at each client
and aggregating learning models at a central server, hence
avoiding privacy leaks. The standard FL structure, on the other
hand, is strongly reliant on a single central server, which could fail
if that server acts maliciously. To address the single point of failure
problem, new approaches are being developed that focus on
establishing a DLT-assisted decentralized FL framework that can
effectively prevent malicious clients from poisoning the learning
process while also providing clients with a self-motivated and
reliable learning environment.

Distributed Ledger Technologies have the potential to improve
transparency and trust in the distributed machine learning process
and generating consistent models by permanently logging it into a
distributed ledger. Since the model is available to the public and
the history is preserved, the blockchain tracks not just the current
model but also all of the previous iterations. Since decentralization
is inherent in both, federated learning can benefit from distributed
ledgers [46].

6. Application-specific Minimum Performance
Requirements for Achievability of the Applications

Minimum required levels of performance requirements for the
above mentioned applications are given in Table 2. This section
does not provide the desired ideal state of applications. It has to be
noted that; there does not exist any universal solution for all types
of applications. Hence, it is necessary to outline the needed basic
and minimum performance requirements for having a better
decision-making action in order to select an appropriate protocol
or conduct a better protocol implementation strategy during the
initial phases of a specific distributed project. All of rationals of
Table-2 are given in the subsections.

Www.astesj.com

A scoring system of Low, Moderate and High is used in order
to outline the minimum requirements. It has to be that ‘DC’
denotes, as a scientific and engineering abbreviation, “Don’t
Care”.

Table 2: Application-specific Minimum Performance Requirements for the
Achievability of the Applications

Throughput Scalability Energy Level of
(transactions (number of Efficiency Storage
per second) nodes) ( p/tx) Requirement
Crypto Currency Low Low DC DC
DeFi Low Moderate Moderate DC
NFT Low Low DC DC
Digital ID Moderate DC DC Moderate/High
Supply Chain Moderate Moderate DC High
Digital Notary Low Low DC High
Land Registry Low Low DC Moderate
Health Records Moderate Low DC High
Insurance Moderate Low DC Low
Electronic High High High Moderate
Voting
Energy Trade Moderate High High Moderate
DFS High Moderate DC High
Al/FL Moderate Moderate DC High

6.1. Cryptocurrency — Minimum Performance Requirements

Cryptocurrency applications can be achieved with low rate of
transactions per second and low number of participating nodes.
Any cryptocurrency system can be achieved with low levels of
transaction rate with a small number of validating or participating
nodes. The most basic and stable example of this situation can be
given as the PoW based Bitcoin in which the performance metrics
are given in Table 1.

6.2. DeFi — Minimum Performance Requirements

As in the case of Cryptocurrency, any DeFi project can be
achieved with low transaction rate. Major difference is the
necessity of having a more energy efficient and moderately
scalable infrastructure for the purpose of having a more future-
proof DeFi system. The reason is that; there is the possibility of
having multiple mobile devices participating in the DeFi domain
in the near future.

6.3. NFT — Minimum Performance Requirements

NFT portals or NFT systems recently does not have and need
many transactions per second and participating nodes, since NFTs
are used mainly for the occasional transfer of the ownership of
any concept.

6.4. Digital ID — Minimum Performance Requirements

The required transactions of Digital 1D records will be
moderately high enough. In an interconnected e-government
environment, the transactions between the official Digital ID
issuers, validators and peers will be moderately high enough in a
daily setting. This situation will also be true for keeping and
updating the Digital ID records of the objects.

Considering the large number of files in a countrywide setting,
the storage requirement will be essentially very high for the issuer
and verifier sides of a Digital ID system.
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As a special note; if there exits multiple 10T (Internet of
Things) devices in an Digital ID system then the level of storage
requirement needs to be moderately large enough in order to store
the entire history of record in the 10T node’s lifecycle.

6.5. Supply Chain — Minimum Performance Requirements

In a worldwide supply chain setting, the amount of
transactions between suppliers, manufacturers, distributors,
retailers and consumers is considered very large. As a result, the
required level of storage is needed to be large enough in order to
collect and store the entire decades of transaction records.

The required minimum transactions need to be moderately
high enough due to the speed requirements in a global
environment for a supply chain operation and considering the
amount of participating nodes in this setting, the scalability level
should also need to be moderate.

6.6. Digital Notary — Minimum Performance Requirements

On a daily urban life setting, the necessity and frequency of
notary services is considered high. In a Blockchain/DLT based
Digital Notary scenario, the notary branches in a city can be
considered as validating nodes. When compared with any large
scale application, the number of notary branches are not large
enough and the approval time needed in a branch does not require
high levels of scalability. As a result, the minimum throughput
and scalability requirements are selected as low.

One major situation about the notary services is considered
as the increasing intensity of the volumes of documents. Hence,
the minimum required level of storage is selected as high.

6.7. Land Registry — Minimum Performance Requirements

Land registry services can be considered as a subsegment of
digital notary services. The only difference between the digital
notary requirements is the volume of data that needs to be stored.
It is considered lesser than the digital notary. Hence, the minimum
storage requirement is set as moderate.

6.8. Health Records — Minimum Performance Requirements

It is required to have fast approvals of transactions of data in
a network of hospital environment due to the criticality of
individual health; therefore a Blockchain based immutable health
records database minimally should need to have a moderate level
of transaction rate of health recordings. The healths data is defined
as laboratory test results, reports, prescriptions, diagnostic info
and imaging data. It has to be also noted that due to the intensity
of large amount of imaging data, the minimum required level of
storage level is considered as high.

6.9. Insurance — Minimum Performance Requirements

In a global or multi-cliented realtime digital insurance
scenario, daily and instant insurance contracts are being
forecasted to be part of society’s daily life. Anticipated
participants will be mostly rental items such as automobiles. Due
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to the fact that; the number of registered validating nodes of an
insurance company is considered as low enough. Hence, the
scalability is selected as low. Whereas the speed of transactions
should be moderately high enough in order to reduce the waiting
durations during insurance processes. In addition to the
transaction rate and scalability requirements, since the needed
records data is text based, the minimum requirement for level of
storage is determined as low. However, if there will be many
items to be insured frequently then the requirement should be
considered as moderate.

6.10.  E-Voting — Minimum Performance Requirements

Electronic Voting, as one of the most suitable and politically
sensitive application on the Blockchain and DLT domain, have
high demanding transaction rate and scalability requirements. The
setting environment in this application area is considered as fully
mobile and distributed voting system. Hence, the energy
efficiency requirement is selected as high. Given that; the
necessity of having the voting/election as rapid as possible in a
large scale voting event, the transaction rate requirement is also
considered as high and due to the required mobile operation the
scalability should also be considered as high.

6.11.  Energy Trade — Minimum Performance Requirements

Blockchain-enabled Energy Trade sector is being regarded as
a digital transformation technology in a Smart City context. In a
practical sense, this concept is considered as a large scale 10T
application in which the participants measure, share and
certificate the energy production and consumption. With the
inclusion of prosumers to the consumers and producers, the
frequency of transactions of the energy certifications would be
moderately high enough in a city/country wide environment.
Hence, the minimum transaction rate is selected as moderate.
Because of the prosumer and consumer-approval support for such
an application, the minimum scalability requirement is considered
as high. Because of the scenario of consumer-approvals and
instant-billing and energy monitoring cases, the minimum energy
efficiency should be selected as high. The data transactions are
moderately high enough and the data size to be stored is
essentially low. Hence, the minimum level of storage requirement
should be kept as moderately high.

6.12. DFS — Minimum Performance Requirements

A globally effective Distributed File System should need to
have immutable and zero-loss structure. It should be also
accessible fast enough, the participating nodes should be fully
decentralized and the number of nodes should be moderately
enough. Energy efficiency is not considered as a requirement. Due
to the variety of multiple data types such as text, audio, video and
other possible large file types, the minimum required level of
storage is considered as high.
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6.13.  Al/FL — Minimum Performance Requirements

As a promising future application, federated learning and
distributed neural networks model training will require high levels
of data storage and fast execution times and multiple nodes.

7. Applicability of Blockchain (PoW, PoS, PPoS) and DL Ts
on Modern Applications

The Table 3 above summarizes Blockchain's (Note that
Blockchain is considered as PoW, PoS, PPoS in this study) and
new DLTs’ suitability for the explained modern applications
which are outlined throughout this study by following the
information of minimum performance requirements per
application given in Section 6 and Table 2. For better assessment
the values in Table 1 is converted into the Low, Moderate, High
performance scoring.

Table 3: Performance scoring levels of Blockchain (PoW, PoS, PPoS) and DLTs

Throughput Scalability Energy Efficiency Storage
(transactions (number of Efficiency
per second) nodes)
Blockchain | Low Low Low Low
- POW
Blockchain | Low Low Moderate Low
- PoS
Blockchain | Moderate High High Low
- PPoS
DLT - | Moderate High Moderate Moderate
Hashgraph
DLT - | Low High High Moderate
Tangle
DLT - | High High High High
Holochain
DLT - | High High High High
Tempo

Table 4 is constructed based on the scoring values of the
performance criteria provided in Table 3 and minimum
performance requirements provided in Table 2.

Table 4: Applicability of PoW, PoS, PPoS and DLTs on Modern Applications

Sl IV IV IV IV IV IV
v v v v |v
wooly v v v v v v
Diotal 1D v |V v |V
Sran v |V v |V
el IV IV IV IV IV IV AV
IV IV IV IV IV IV AV
Recors v |V v |V
v |V v |V
Votig v |V
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Tt v v VY
DFS \/ \/
Al/FL \/ \/ \/ \/

One major factor about the mapping of the consensus/DLT
protocols is the distinction of consensus/protocol specific storage
efficiency and application-specific minimally required storage
levels. During the selection process of the suitable protocol,
designer should be aware of that the needed amount in the peer’s
storage will be directly dependent on the selected protocol’s
storage efficiency and the desired application’s required minimum
level of storage. As an example, if the selected application requires
high levels of storage and the selected consensus/protocol has low
storage efficiency, then the resultant distributed system’s peers
will possibly require an enormous storage space. Hence, the
storage related columns are not taken into consideration for the
consensus/protocol selection process. The remaining Throughput,
Scalability and Energy Efficiency criteria are taken into
consideration for the selection of suitable consensus/protocol for
the listed applications.

8. Conclusions

By deploying DLTs and Blockchain to suitable applications,
parties can perform stable transactions for the first time in human
history without relying on a centralized authority. Blockchain and
Distributed Ledger Technologies have the power to modify most
structures which are currently under central authority's control
because of the concept of trust on peer transactions.

Blockchain infrastructures are inefficient in applications with
high participation and transaction volume. As a result, new
distributed ledger technologies have been created that primarily
address the speed and scalability issues of Blockchain. Hashgraph,
Tangle, Holochain and Tempo distributed ledger technologies are
the recent alternatives to Blockchain. While these new distributed
ledger technologies claim to solve the problems of Blockchain
technology, their effectiveness has yet to be proven.

Participants and peers should should have the rights to conduct
transactions without the use of intermediaries, and all Blockchain
and Distributed Ledger Technologies should ensure decentralized
management and participant data security. Under the hood of this
prospect, a decentralized, flat and fully democratized structure
with applications on Finance, Market Exchanges, Digital 1D,
Voting, Energy Trade, Distributed Storages, Insurance, Records
Managements, Land Registry and Al will certainly constitute the
future of humanity.

The completion of necessary country-wide regulations, as well
as technical studies, will be a critical step toward the global
adoption of blockchain and distributed ledger technologies, as well
as related critical applications, in the near future.
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