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The authors propose a well balanced multi-value sequence (including a
binary sequence). All the sequence coefficients (except the zero) appear
almost the same in number; thus, the proposed sequence is so called the well
balanced sequence. This paper experimentally describes some prominent
features regarding a sequence, for instance, its period, autocorrelation, and
cross-correlation. The value of the autocorrelation and cross-correlation
can be explicitly given by the authors formulated theorems. In addition,
to ensure the usability of the proposed multi-value sequence, the authors
introduce its flexibility by making it a binary sequence. Furthermore, this
paper also introduces a comparison in terms of the linear complexity and
distribution of bit patterns properties with their previous works. According
to the comparison results, the proposed sequence holds better properties

compared to our previous sequence.

1 Introduction

Pseudo random sequences of having random numbers are
crucial components of many cryptographic applications, for
instance, key generation, session keys, masking protocol,
navigation, radar ranging, and so on [1} 2, 3. The secu-
rity of these cryptographic systems deliberately depends on
the randomness and unpredictability regarding the sequence.
By using the non-linearity features of some mathematical
functions, a pseudo random sequence of having excellent
randomness characteristics can be generated. The major sub-
stances for randomness are independency of values (or lack
of correlation), unpredictability (or lack of predictability),
and uniform distribution (or lack of bias) [4]. Therefore, a
prominent pseudo random number generator is essential to
generate pseudo random sequence having good randomness
property.

Most renowned pseudo random number generators are
the Mersenne Twister (MT) [5]], Blum-Blum-Shub (BBS)
[6], Legendre sequence [7], and M-sequence [8]. Among
those, the former two pseudo random number generators

(MT and BBS) are well known considering their applica-
tions in cryptography rather than the theoretical aspect. On
the other hand, the M-sequence and Legendre sequence are
prominent geometric sequences regarding the theoretical as-
pect. As a result, the authors attracted in the pseudo random
sequence generation research area by observing the theoreti-
cal prospect on the M-sequence and Legendre sequences.
A well balanced pseudo random signed binary sequence
proposed in our previous work [9]. It is generated by uti-
lizing a primitive polynomial, trace function, and Legendre
symbol. The period and autocorrelation properties of the
well balanced signed binary sequence were explained based
on some experimental results. This work is actually an ex-
tension of previous works on the signed binary sequence by
introducing additional two parameters k and non-zero scalar
A (where k and A are responsible for generating multi-value
sequence and extending the sequence period to its maximum
value, respectively). It should be noted that the k-th power
residue symbol is actually an extension of the Legendre sym-
bol, therefore, this power residue symbol includes the case
of the well balanced signed binary sequence. Furthermore,
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this work is also an extension of our previous work on multi-
value sequence [10] by considering additional two properties
(linear complexity and distribution of bit patterns) and intro-
ducing its flexibility by making it binary sequence, whereas,
previous multi-value sequence introduced along with its
autocorrelation and cross-correlation properties (based on
experimental observations only).

In this paper, the authors propose a well balanced multi-
value sequence (including a binary sequence). Let f(x) be
a primitive polynomial of degree m and w € F, be its zero.
Then, the sequence

S=1{s}ls=Tr(w),i=012....g-2...

becomes a maximum length sequence whose period is g — 2.
Here, Tr (+) is a trace function which maps an element of the
extension field F, to an element of the prime field F,. In
brief, the proposed well balanced multi-value sequence gen-
eration procedure is as follows: in the beginning, a primitive
polynomial generates maximum length sequence of vectors,
then the Tr (-) maps vectors to scalars, next a non-zero prime
field scalar A € {1,2,...,p — 1} added to the scalars, and
finally k-th power residue symbol maps the scalars to a well
balanced multi-value (k + 1 values) sequence.

From the viewpoint of auto and cross-correlation, there
are a lot of considerations to use multi-value sequence in
communications [11} [12]]. However, there are few papers
regarding the usage of pseudo random binary sequence with
a long period, high linear complexity, and good distribution
of bit patterns in security applications. To make attention to
the usability of the proposed sequence, the authors introduce
the flexibility of their proposed well balanced multi-value
sequence to make it more worthy. To do so, the authors
explain how to transform their proposed sequence into a
binary sequence (along with its linear complexity and distri-
bution of bit patterns properties) due to the extensive usage
of binary sequence in numerous applications (especially in
cryptography).

All our previous works on sequence generation (both bi-
nary and multi-value) utilizes a mapping function during the
sequence generation procedure. As a result, there exists a big
difference between the appearance of sequence coefficients,
which leads the distribution of bit patterns ununiform. On
the other hand, the proposed sequence is a k + 1 values well
balanced multi-value sequence without applying any kind of
mapping function. Therefore, all the sequence coeflicients
(except the 0) appear almost the same in number, thus, it is
called a well balanced multi-value sequence. This balanced
characteristic in the sequence coefficients contributes to low
correlation (both autocorrelation and cross-correlation), high
linear complexity, and almost uniform distribution of bit
patterns, whereas, a suitable pseudo random sequence for
cryptographic applications asks for such kinds of features.

This paper experimentally explains some prominent fea-
tures regarding a sequence, for instance, its period, auto-
correlation, and cross-correlation. The authors formulate
theorems by which the value of the autocorrelation and cross-
correlation can be explicitly given. This is one of the major
contributions of this paper. Furthermore, to emphasize the
usability of the proposed sequence, the authors introduce
its flexibility by making it a binary sequence. In addition, a
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comparison result regarding the linear complexity and dis-
tribution of bit patterns properties are also included in this
paper. According to the comparison results, the proposed
sequence in this paper holds better properties compared to
our previous sequence.

Notations

In this paper, the notation p denotes an odd characteristic
prime, m be a extension degree, and g denotes the power of
p, for instance, g = p™. In addition, k is a prime number as
well as a factors of p — 1, such as k| (p — 1). F, = F, — {0}
stands for multiplicative group of FF, excluding the zero.

2 Preliminaries

This section briefly introduces a few mathematical funda-
mentals which are related to this research work such as
primitive polynomial, trace function, and k-th power residue
symbol. In addition, the multi-value sequence also intro-
duced along with its properties.

2.1 Primitive Polynomial

A polynomial f(x) of degree m over the prime field F,, is
said to be irreducible if it cannot be factorized into smaller
degree polynomials (including the scalar factor), then f(x)
is said to be an irreducible polynomial. Let e be an smallest
positive integer and f(x) | (x* — 1). If x = p™ — 1, then the
polynomial f(x) is said to be a primitive polynomial.

Let w be an arbitrary element in the extension field F,.
If f(w) = 0, then w is said to be the root of the primitive
polynomial. In addition, w becomes a primitive element in
F, and all the non-zero elements can be generated by the
power of «' such as

The primitive element w has a multiplicative order of g — 1.
An extension field F, and its base field F, holds the follow-
ing property [13]].

Property 1 Let w be a generator of I, w@ /(=D becomes
a non-zero element in prime field F, and is also a generator
of ). O

2.2 Trace Function

A trace function is defined to find the sum of conjugates.
Let F, be an extension field and X be one of the elements
(vector) of F,. On the other hand, let x be a prime field
F, element (scalar). The trace of X over F, is the sum of
conjugates of X with respect to F,. It is defined as follows:

m—1

x:Tr(X):ZX”i. (1)
i=0

Aforementioned the trace function Tr (-) sums the conju-
gates in the extension field F, and maps them as the prime
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field F, elements. As a result, it has a linearity property,
which shown in the following equation.
Tr(aX + BY) = aTr (X) + BTr (Y), 2)

where a, § are prime field F, elements and X, Y are extension
field F, elements.

Property 2 Leti = 0,1,2,...,p — 1 € F,. Then for each
i the number of elements in the extension field F, whose
trace with regard to the prime field IF, becomes i be given

by q/p = p™ . o

2.3 k-th Power Residue Symbol

The k-th power residue symbol with (k > 2) is a generaliza-
tion of the Legendre symbol to k-th powers [[14]]. Let a be an
arbitrary element in the prime field F,, then the k-th power
residue symbol (a/p)k can be defined as follows [13]]:

(ap)k = a" Y mod p
0 ifa=0,
= {l1=¢ celseifaisak-thPRinF;, 3)
€ otherwise a is a k-th PNR in F,,.

Throughout this paper, k is a prime number as well as a fac-
torof p—1,such as k | (p — 1). According to the definition
of the k-th power residue symbol (4/p) , a is called as the k-th
Power Residue, when it has a k-th root in the base field F,,.
On the other hand, a is called as k-th Power Non-Residue.
In addition, here ¢ is a primitive k-th root of unity belongs
to F,, and it holds the relation 0 < i < k.

In Eq. (@), the value of the exponent i will be within the
range of 0 ~ k — 1, since ef = € = 1. The k-th power
residue symbol translates the scalars generated by the trace
function Tr (-) to a multi-value sequence. Thus, the sequence
coefficients will be {0, €/}, where i € {0,...,k — 1}. In this
paper, an alternate representation of the exponent i in Eq. (3)
is as follows:

i =log, ((4p),) = log,, (¢ mod p). 4)
Furthermore, the k-th power residue symbol holds the fol-
lowing property.

Property 3 For each i from O to k — 1, the number of non-
zero elements in F, such that

(), =<

is given by (p — 1)/k. O

®)

2.4 Multi-value Sequence and Its Properties

In this section, the proposed multi-value sequence introduced
along with its period, autocorrelation, cross-correlation, lin-
ear complexity and distribution of bit patterns properties.

www.astesj.com

2.4.1 Notation

Throughout this paper, the proposed multi-value (more
specifically, k + 1 values) sequence S will be denoted as
follows:

S={si=01,2,....n—1,..., (6)

where n denotes the period of the proposed sequence S. In
addition, here s; = 5,,4;.

2.4.2 Autocorrelation and Cross-correlation

The autocorrelation of a sequence is a measure for how much
a sequence differs from its each shift value. In addition, the
period and other patterns regarding a sequence can be ob-
tained by evaluating the autocorrelation property [16]]. Let
S = {s;} be a sequence and x be the shift value, then the
autocorrelation Rg(x) of S can be calculated by using the
following equation as,

n—1
Rs(x) = Z ~,f’”x'y",
=0

where &, is a primitive k-th root of unity over the complex
number C [17] and it follows that

(N

n—1

Rs(0) = Z & =n.

i=0

®)

Furthermore, the cross-correlation property is as important
as the autocorrelation property. It defines the similarities
between two completely different sequences. If multiple
sequences are used in an application (more specifically in
any security application), then it is important to analyze
their cross-correlation property to evaluate how much simi-
lar these sequences to each other. Considering this point, the
cross-correlation value is preferred to be low [[L8][19]. Let
S= {8;} and S = {s;} be two sequences and x be the shift
value, then the cross-correlation Rs(x) between Sand S can
be calculated by using the following equation as,

n—1

~S8isxXsi
Ry g(x) = Ze,g+ i

i=0

€)

where &, is a primitive k-th root of unity over the complex
number C [20, 21]].

2.4.3 Linear Complexity

The linear complexity regarding a sequence is a measure of
unpredictability by the length of the shortest Linear Feed-
back Shift Register (LFSR). In the literature, this length of
the LFSR is referred to as the linear complexity [22]. The
Berlekamp-Massey algorithm is an efficient method of de-
termining the linear complexity of a sequence [23|]. The
forward unpredictability can be confirmed by the linear com-
plexity property.

To calculate the linear complexity of a sequence S =
{50, S1,-..,8:,-1}, at first, the sequence S needed to be repre-
sented by the polynomial expression S(x) as follows:

n—1
S(x) = Zs,--xi, (10)
i=0
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where n denotes the period of the sequence S. If we con-
sider a binary sequence, then the sequence coefficients
s; € {0, 1}, in other words, s; belongs to F,. On the other
hand, in case of multi-value sequence (k-values sequence),
s; €1{0,1,2,...,k— 1}, furthermore, s; € F;. After translat-
ing the sequence into polynomial, the linear complexity is
evaluated by utilizing the equation in below (over F, or Fy).

LC(S) = n — deg(ged(x" — 1, S(x))). 11
In the above equation, deg(f(x)) denotes the degree of the
primitive polynomial f(x).

2.4.4 Distribution of Bit Patterns

The distribution of bit patterns is an important measure to
judge the randomness of a sequence. As a reference, an
M-sequence is well known for its uniform distribution of bit
patterns. A uniform distribution of bit patterns means all the
bit patterns (1-bit pattern, 2-bit patterns, 3-bit patterns, and
so on) appear the same in number. Assume an M-sequence
of having a period of 15 as follows and its bit distribution is
shown in Table [Tl

Si15=1{1,0,0,0,1,1,1,1,0, 1,0, 1, 1,0,0}.

Table 1: Uniform distribution of bit distribution of an M—sequence[ﬂ

n[Hy (67)|(67) [ Ds,, (67)]
0 1 7

I
i 0 8
0 2 3

21 I 4
2 0 4
0 3 1

N 2 2
2 1 2
3 0 2

In an M-sequence, except O all the bit patterns appear
same in number, therefore, the distribution of bit patterns of
M-sequence is known as uniform.

It should be noted that the randomness and bit patterns
hold a strong relationship with each other. In other words,
the more uniform distribution of bits in a sequence, the se-
quence is more random.

3 Proposed Multi-value Sequence

The authors propose a well balanced multi-value sequence
S by combining the features of the trace function and k-th
power residue symbol. Assume that in the extension field
IF,, w be a primitive element. Furthermore, A is a non-zero

scalar which belongs to the prime field F,. Then, the pro-
posed sequence S is defined as follows:

S = {sih s = (Tr(‘*’l)J’A/) : (12)

P}

here k is a factor of p—1, such as k | (p—1). The sequence co-
efficients s; in Eq. (I2) can be described as the exponent of
€, such as €. For instance, let p = 7 and k = 3, then the se-
quence coeflicients in this example becomes s; € {0, 1,2, 4}
and the 3-rd primitive root in F; is equal to 2 or 4. In addition,
let us fix 2 as a 3-rd primitive root. Then all of the non-zero
sequence coefficients can be represented as an exponent of
primitive root 2, this relation is developed as,

&ll,2,4) = (2°,2',2%} = (&), &, €3}.

At first, the authors will focus on the autocorrelation
and cross-correlation properties regarding the proposed se-
quence. It should be noted that the autocorrelation and
cross-correlation are very close to each other. The main dif-
ference between them is the cross-correlation is calculated
between two different sequences and the autocorrelation is
focused in a single sequence. Thus, in the beginning, let
us focus on the cross-correlation property. As mentioned
earlier, using two different sequences of having the same
period the cross-correlation is calculated. Let, S and S be
two different sequences which are defined as follows:

!
S= {s 5 = (Tr () + Aé?)k} .

Here, A and A are non-zero elements in F, can be repre-
sented by a generator g € F,, such as

(13a)

(13b)

A =g"A, (14)
here h satisfies the relation 0 < & < p — 2 and g needs to
be given by w?"~1/?=D_When the value of & = 0, that is
A = A which means S and S becomes the same sequence.
Thus, the cross-correlation becomes the autocorrelation of S.
After inspecting several experimental results, it was found
that the value of the cross-correlation explicitly given by the
following theorem.

Theorem 1 The cross-correlation between the two se-
quences S and S is defined by the Eq. (I3) is as follows:

e (ol
(pm -1 _pmfl)glfk(é’ )7 ifx = /’lﬁ,
j h
Rg ¢(x) = {—p"! a,{k@”) —E eseifx=ja,  (15)
h
—E){k(”’ ), otherwise,

where 1 = n/(p — 1) = (p" — 1)/(p — 1), h satisfies the
condition in Eq. (T4), and 0 < j#h < p - 2. O

If the value of 4 = 0, then S = S which actually means
they becomes the same sequence. In this case, the cross-
correlation in Eq. (I5) becomes the autocorrelation after
replacing the value 4 = 0.

I'The notations n, Hy, (b(”)) Z (b(”)) , and, Dy (b<")) means length of a bit pattern 5", Hamming weight of the bit pattern b, number of zeros in H®,

and appearance of b in numbers in a sequence period, respectively.
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Theorem 2 The autocorrelation of a sequence S is given as
follows:

pr—1-pml if x = hi,
Rs(x) = 4 —pm! (g,{k@’)) ~1,  elseifx=ja,  (16)
-1, otherwise,

Corresponding to the above autocorrelation equation, the
period of the proposed well balanced multi-value sequence
undeniably given by p™ — 1. O

In the next section, the authors will introduce experi-
mental observation regarding the period, autocorrelation and
cross-correlation properties.

4 Example and Discussion

This section experimentally observes the proposed multi-
value sequence properties such as its period, autocorrelation,
and cross-correlation along with some examples. In this
section, the notation S, denotes the proposed sequence with
the parameter A = 2. The proposed sequence in this paper
is a multi-value sequence, thus its correlation is calculated
over the complex number C. To represent the absolute value
of a complex number x, this section uses the notation |x|.

41 p=T7m=2,k=3,and A =2,3

Assume, x> +4x+5 be a primitive polynomial over F;. Then,
the generated sequence S, having a period of 48 (p” — 1 =
7% — 1 = 48) is shown as follows:

S>=1{24,144,1,1,4422242,122,0,4,0,4,42,0,
0,1,2,1,4,2,4,1,1,1,0,1,4,0,2,1,1,2,1,2,4,1,0,2}.
The autocorrelation of this generated sequence S, is calcu-

lated by the Eq. ([7) and autocorrelation graph of S, is shown
in Figure[T]

41 ifx=0
Re(o = |6 il x=81632.40
X)| = .
2 else if x = 24

1 otherwise

To confirm the well balanced property in the proposed
multi-value sequence, the authors introduce sequence coef-
ficients appearance in the following Table[2] According to
the table, it was found that in every case all of the sequence
coefficients (except the 0) appears almost the same in num-
ber. This is one of the positive properties of the proposed
sequence, thus, it is called as a well balanced sequence.

Table 2: Appearance of the sequence coefficients.

sequence coefficient | number of appearance

0 7
1 14
2 14
4 13

On the other hand, Sj is given as follows. It should be
noted that the sequence S is different from the sequence S,
but both of them having the same period.

S3=1{4,14,124,0,1,124224422]1,1,12,14,1, (18)
1,0,2,0,2,2,1,0,0,4,1,4,2,1,2,4,4,4,0,4,2,0,1,4}.

The autocorrelation of this generated sequence S; is calcu-
lated by the Eq. (7) and autocorrelation graph of S, is shown
in Figure 2]

41 ifx=0

6 else if x = 8,16,32,40
R =
R @I=1g e ifx =24

1 otherwise

The cross-correlation of S, and S; becomes as follows
and the cross-correlation graph shows in Figure 3]

6 ifx=0,8,24,32
8 elseif x =16

41 elseif x =40

1 otherwise

|R32,S3 (X)l =

Autocorrelation value

g 16 24 32 40 48
Shift value: x

30

40 1

30

Autocorrelation value

AN N AN N
3 16 24 32 40 48
Shift value: x

Figure 1: IRSZ(x)I withp=7,m=2,k=3,and A = 2.
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Figure 2: IRS3 ()| withp=7,m=2,k=3,and A = 3.
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50 4 2500 -
u 40 2000 A
] E
E E
£ 30 g 1500
L} =
< =
520 - £ 1000 -
z g
[4 =
© 10 1 * 500 -
A AN AN AL ol vy
0 8 16 24 32 40 48 0 183 366 549 732 915 1098 1231 1464 1647 1830 2013 2196
Shift value: x Shift value: x
Figure 3: [Rs, s;(x)| with p =7,m =2,and A = 2,3. Figure 5: [Rg, (x)| withp = 13,m =3,k =3,and A = 7.
42 p=13m=3,k=3,and A =6,7 2300 1
3 2 s . 4 2000 -
Assume, x° +6x~ +3x+7 be a primitive polynomial over F3. 2
Then, the period of this generated sequence becomes 2196. g .-
. . . = 1500 A
Here, Figure [d and Figure 5] respectively represents the au- k]
tocorrelation graph of S¢ and S7. Their cross-correlation é 1000 |
graph is shown in Figure[6] P
© 500
2500 A T Y Y Y Y
0 183 366 340 732 915 1098 1281 1464 1647 1830 2013 2196
2000 Shift value: x

Autocorelation value

300 A

11111 |11 1 |
0 183 366 549 732 015 1098 1281 1464 1647 1330 2013 2196
Shift value: x

0

Figure 4: [Rs, (x)| withp = 13,m = 3,k = 3,and A = 6.

After observing the cross-correlation graphs, it was
found that in each graph the number of peaks exactly is given
by p — 1. Only a single peak has the maximum value, as
an example, in Figure [3|the maximum peak value is 41 that
corresponds to the first case (x = hit) of Eq. (I3). Remaining
p — 2 smaller peaks conforms to the second case (x = jn).
Except all of these peak values, the remaining parts of the
cross-correlation graph consistently having a constant value
of 1, which confirms the final case of Eq. (@) It should
be noted that only changing the value of non-zero scalar
parameter A € F,, different sequences can be generated. It is
also observed that by changing all the other parameters such
as primitive polynomial f(x), extension degree m, non-zero
scalar A, and prime factor k does not have any impact in
the correlation (both autocorrelation and cross-correlation)
evaluation.

Alike the cross-correlation, autocorrelation also have a
p— 1 number of peaks. Among them, only one peak hold the
maximum value, while other peaks have small values and
remaining parts holds a constant value of 1 and all of these
values explicitly given by the Eq. (I6).

www.astesj.com

Figure 6: [Rs, s, (x)| with p = 13,m=3,and A = 6,7.

5 Flexibility of the Proposed Se-
quence and Its Application

Although nowadays multi-value sequence does not have
enough application except the binary sequence especially
in security applications. Therefore, the authors emphasize
the flexibility of their proposed sequence to make it more
worthy. To do so, the authors in this section, explains how to
transform their proposed sequence into a binary sequence.
In addition, this section also describes a comparison with
our previous work [24]] in terms of the linear complexity and
distribution of bit patterns like crucial properties from the
experimental viewpoint.

5.1 Proposed Binary Sequence

Binary sequences are extensively used in numerous appli-
cations (especially in cryptography). Although the authors
proposed sequence is a multi-value sequence, it can be eas-
ily mapped into a binary sequence by setting the parameter
value k = 2 and using the mapping function M;(-). As men-
tioned previously, the proposed multi-value sequence is a
well balanced sequence, in other words, all of the sequence
coefficients (except the 0) appears same in number. To main-
tain the same property, the authors utilized the following
algorithm (Algorithm|[T)) to make a uniform binary sequence
from the well balanced multi-value sequence.

To make it binary sequence, a mapping function (intro-
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duced in the following algorithm) is defined as,

0 ifs=0o0rQR,

19
1 otherwise, (19

My (s) = {

By utilizing the parameters p = 7, k = 2, f(x) = X2 +5x+35,
and A = 2 the multi-value sequence becomes as,

S, =1{2,24,0,1,1,2,2,2,1,1,2,1,44,2,4,4,4,2,1,0,1,4,

(20)
1,1,0,4,1,2,4,1,4,4,2,1,1,2,0,4,0,0,2,4,1,4,2,0}.

Algorithm 1 Generating procedure of the proposed uniform
binary sequence

1: generate primitive element w € F»
2: initialize flag f < 0

3: fori=0to p" —2do

4:  compute w'

5 a«— (Tr (wi) + Al

6: ifa=0and f =0 then
7 a—1,f1

8:  else

9: a—p-1,f0
10:  end if

11: s, = M, (a)

12: end for

After using the above algorithm, the well balanced multi-
value sequence in Eq. (20) can be transformed into a binary
sequence as follows.

S, ={001000101110011111110001

21
100100111100010100110100}. @1

5.2 Comparison with Our Previous Work

Before applying any sequence in some security application,
a lot of sequence properties needs to be well studied such
as its period, autocorrelation, cross-correlation, linear com-
plexity, distribution of bit patterns, and so on. The authors
already discussed the former three properties. Additionally,
this paper also includes a comparison with our previous
work [24] regarding the linear complexity and distribution
of bit patterns like crucial properties from the experimental
viewpoint. It should be noted that from here on the authors
previous sequence proposed in [24] will be called as NTU
(Nogami-Tada-Uehara) sequence.

Linear Complexity

The linear complexity is an important measure to judge the
unpredictability of a sequence. Thus, before recommending
a sequence for any security application, its linear complexity
needs to be well-studied. The linear complexity of the pro-
posed sequence (binary case) and NTU sequence (previous
sequence) having a period of 2400 are shown in Figure[7]
and Figure[8] respectively. According to the comparison
result, it is found that in both cases the linear complexity
reaches to their maximum value. Since the M-sequence has
the minimum linear complexity [25], on the other hand, the
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Legendre sequence has the maximum linear complexity [8].
It should be noted that the proposed sequence for being a
well balanced sequence, its linear complexity reaches to its
maximum value.
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2500 o
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Figure 7: Linear complexity of the proposed sequence (binary case).
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Figure 8: Linear complexity of the NTU sequence.

Distribution of Bit Patterns

The randomness of a sequence can be evaluated by ob-
serving the distribution of bit patterns of it. The bit pat-
tern of the proposed sequence (binary case) and NTU se-
quence (previous sequence) having a period of 117648 are
shown in Table E} In the following table, the notations
n,b™. 7 (b(”)), and Dy (b(”)) means length of a bit pattern,
specific bit pattern, number of zeros in b, and appearance
of b™ in numbers in a sequence period, respectively. Accord-
ing to the comparison result, it is found that the distribution
of bit pattern of the proposed binary sequence is almost
uniform compared to NTU sequence.

The authors applied k£ = 2 and M,(-) mapping function
to make a uniform binary sequence from the well balanced
multi-value sequence. It should be noted that after apply-
ing such a mapping function and uniformization algorithm,
the sequence properties remains almost the same. For in-
stance, only a small amount of change in the peak values
regarding the autocorrelation, linear complexity remains the
maximum, and distribution of bit patterns becomes almost
uniform. In other words, they exhibit almost the same prop-
erties. It means the authors proposed sequence possesses a
great flexibility.
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Table 3: A comparison of distribution of 4-bit patterns between the proposed
sequence (binary case) and NTU sequence.

b | Z(p™) (proposed sequence) || (NTU sequence)
n
Ds (b™) Ds (b™)
1 0 1 58824 67227
1 0 58824 50421
00 2 28852 38415
’ 01 1 29972 28812
10 1 29972 28812
11 0 28852 21609
000 3 13927 21951
001 2 14925 16464
010 2 15066 16464
3 011 1 14906 12348
100 2 14925 16464
101 1 15047 12348
110 1 14906 12348
111 0 13946 9261
0000, 4 6680 12543
0001 3 7247 9408
0o1o0, 3 7391 9408
0011 2 7534 7056
0101, 2 7402 7056
0010 3 7664 9408
0111 1 7631 5292
4 0100, 3 7275 9408
1000| 3 7247 9408
1001| 2 7678 7056
1010, 2 7675 7056
1011 1 7372 5292
1100| 1 7523 5292
1101 1 7383 5292
1110 1 7275 5292
1111 0 6671 3939

As far the authors know, there are a lot of considerations
to use multi-value sequence in communications from the
viewpoint of correlation [[11} [12]; however there are few pa-
pers regarding the usage of pseudo random sequence with a
long period, high linear complexity, and good distribution
of bit patterns in security applications. The most typical
security application of the pseudo random binary sequence
will be the XOR-based stream cipher. First of all, in such an
application, the same key is used for both encryption and de-
cryption. Thus, each user should have a different key. In this
case, these keys should have a minimum cross-correlation
property compared to each other. Under this circumstance,
it is important to discuss the cross-correlation property be-
tween several sequences along with linear complexity and
distribution of bit patterns properties. The authors briefly
introduced a use case in the following section of their pro-
posed well balanced sequence in this paper, to emphasis on
its usability.
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5.3 Application

One of the most common applications of the pseudo random
sequence (binary case) is in a stream cipher. Basically, a
stream cipher is divided into two classes: block cipher and
stream cipher. Among these a block cipher uses the same key
for both encryption and decryption of each block (< 64 bits)
of data. On the other hand, in case of a stream cipher, encryp-
tion and decryption are performed by the bit wise ® (XOR)
operation with a key stream. Here, the authors restrict the
discussion of their proposed pseudo random binary sequence
in a stream cipher. An image of the stream cipher is shown in
Figure[9] Few important considerations during the design of
a stream cipher are the key (which used for both encryption
and decryption) should have a long period, good randomness,
and unpredictability properties due to the usage of the same
key in both encryption and decryption. Here, the encryption
is carried out by applying a bit-wise @ (XOR) operation
between the plain-text of byte stream M and encryption key
K. Then, the cipher-text C is transmitted through a network.
On the other hand, during the decryption, after the bit-wise
@ operation between the cipher-text C and the same key K,
we will get the original plain-text M. In a stream cipher, a
lot of sequences are assigned to several users, respectively.
If these sequences have some correlation, then it will make
some security vulnerabilities. Under this circumstance, it is
important to observe the cross-correlation property between
several sequences. Additionally, its linear complexity and
distribution of bit patterns needs to be high and uniform, re-
spectively to confirm its randomness. Although the authors
proposed sequence is a well balanced sequence, it can be
easily mapped into a binary sequence with a long period,
typical auto and cross-correlation, high linear complexity,
and almost uniformly distributed bit patterns features. Af-
ter observing the experimental and comparison results, it
can be concluded that the authors proposed well-balanced
sequence (binary case) can be a prominent candidate for a
stream cipher like applications.

6 Conclusion

The authors have proposed a multi-value sequence (including
a binary sequence) which defined over the odd characteristic
field. The k-th power residue symbol utilized in this paper
which is an extension of the Legendre symbol. Additionally,
the proposed sequence also includes the case of the signed
binary sequence. Prominent features regarding a sequence
for instance, its period, autocorrelation and cross-correlation
of the proposed sequence discussed based on experimental
results along with a theorem (by which the value of the cor-
relation can be explicitly given). In addition, the authors
also introduced the flexibility of their proposed sequence by
making a binary sequence from a well balanced multi-value
sequence. Furthermore, a comparison result regarding the
linear complexity and distribution of bit patterns properties
are also included in this paper. According to the comparison
results, the authors proposed well balanced sequence holds
better properties compared to our previous sequence.

As a future work, the more efficient calculation will be
introduced for instance power residue symbol needs expo-
nentiation calculation.
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Figure 9: Application of the proposed sequence (binary case) in stream
cipher.
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