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The entire electrical system is changing at an abrupt speed since its beginning. With the
rapid advance of renewable energies (which are constantly subject to fluctuations), the
electricity generation is distributed to countless locations. The traditional model of the
unidirectional flow of electricity is leaning towards multidirectional flows. This situation
needs significant changes in the transport infrastructure of the electrical power system and
mode of operation. Technological advancements are making a smarter and more organized
management system of electricity supply and demand. This development needs to
incorporate modern communication, monitoring, and control capabilities, along with the
intelligent transport, generation, and storage value chain. Digital substations integrate
thousands of sensors by providing greater comfort, self-reliance, availability, and safety
while at the same time reducing costs, risks, and environmental damage. Conventional
power system lacks digital communication, remote monitoring & control, and consumer
participation. Fiber-optic cabling in digital substations will attain not only real-time data
transmission but also remote maintenance. The comparison between conventional and
digital substations has also been presented in this work along with latest trends in smart
protection. Electronic protection and control devices based on a microprocessor,
communicating with cloud servers, will enhance the flexibility to control and monitor the
digital substations. A significant amount of data generated by components in the electrical
substations will allow greater sophistication of the monitoring, diagnostic, protection and
optimization capabilities of the facilities. The goal for the review of said advancements is
to have a smart electrical system with greater efficiency and better user experience.

1. Introduction

consume it and who perform both actions) to provide a safe,
economical and sustainable electricity supply"[2]. In such

The existing grid infrastructure seems to meet part of the
expectations (from traditional and renewable generation to
transport and part of the distribution), but it must improve
significantly from the end user and the functionalities expected
from it. The forecasts indicate moderate growth in demand, a
substantial increase in renewable energies and a need for firm and
flexible power [1]. Consequently, a new concept of an electrical
network, i.e., "intelligent network" emerges. The basic definition
of "intelligent networks” may correspond to "Electric networks
that intelligently integrate the behavior and actions of all the actors
connected to them (those who generate electricity, those who
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networks, very advanced integrated systems are used in the process
of supplying electricity at all levels. The function of these
integrated systems is to protect the components of the electrical
system, control of the power flow and the monitoring of the
process. For example, electrical system automation devices are
integrated into communication networks to exchange information
between various devices, as well as with supervisory systems. The
technological trends of the integrated systems in the automation of
electrical systems will be determined by three different
technological trends such as electronic Integration, integration of
switching equipment and data communication [3].
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Figure 1. Challenges for current grid topology.

In the last years, an extensive research of energy production based
on fossil energy sources has been performed. Fossil fuel sources
have been exploited believing that there is an infinite availability
of resources, but these sources cause huge damage to environment.
The old energy model based on fossil fuel energy involved a chain
of processes like generation, distribution, transportation, and
consumption. However, to meet the consumer demand, it is
necessary to upgrade the above energy model to distributed energy
generation. This new energy model (Figure 1) will support variety
of energy sources and an increase in the use of renewable energy
and efficiency.

The main advantage of the recent energy model is distributed
energy generation system. This system allows individuals to
generate energy at micro-level and link to the national grid [4],
which drastically reduces losses caused by the energy transport.
This system facilitates the connections of all kinds of renewable
energies to the system, which will ultimately improve the power
system. This is possible by promoting the integration of non-
manageable energies such as wind or solar power and by using
energy storage devices that will be able to charge and discharge in
the network. Keeping in mind the future growth and energy trends,
the future projection of digital substations is provided in Figure 2.

Future of Digital Substation Automation
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To carry out all the actions mentioned previously, the grid
topology must [5], [6] have following features.

e Allow self-management of incidents, to deal with the
defects that have occurred in the system and guarantee the
electric flow in all the points.

e Be equipped with attacks and

destabilizations.

strength  against

e Increase the flow of consumer participation, promoting the
local generation process and providing excess energy to the
network during peak hours.

e Have the capacity to supply power of adequate quality to
the digital era. The higher number of generation points will
allow the delivery of different energy qualities for each type
of application.

e Fix a variety of generation and storage modes, thanks to the
micro-grids and the generation of the energy that is
distributed.

o Facilitate the flowering of markets, due to the inclusion of
new elements in the network such as the electric vehicle, a
more sizeable number of renewable energies, etc.

e Perform a more competent optimization of your assets and
operation; this is achieved by automating all the elements
that are involved.

2. Composition of Smart Grids

The Smart Grid concept refers to intelligent management of
electricity using computer and communication technologies. The
smart grid concept encompasses many interconnections between
the different elements of the generation, transmission and
distribution of electricity. In addition, the concept is strongly
linked to the inclusion of unconventional renewable energies (both
large-scale with large generators and household level) in the
electricity grid, thus changing the current paradigm of uniqueness
in generation towards a distributed generation concept.

Smart grid is smart energy network that integrates all the
parameters of generation, transmission, distribution and
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consumption. It also provides advanced control processes to
achieve an efficient and sustainable supply (Figure 3) [7]. The
motivation behind creation of smart grid is: care for the
environment, reliability and quality of supply and improvement in

the operation of networks.
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Figure 3. Different aspects that make up the smart grid

The following components must be developed to meet the
above-mentioned objectives objective of smart grid:

2.1. Smart Metering:

The smart metering helps consumers to generate their own
energy and inject surplus generated energy into the network at a
certain price. This increases the dynamism of the system and
decreases the prices of electricity [8].

2.2. Load Management:

The data delivered by the smart meters helps in effective
management of load. The hourly consumption of energy as
delivered by meters is the main deciding factor for the connection
or disconnection management of generation sources and loads.
This connection or disconnection can be automatic through
intelligent controllers, which entails awareness and education of
the population in general. Conclusively, this helps in developing a
culture of low consumption and energy saving.

2.3. Inclusion of Renewable Energies and Electric Mobility

The smart grid also covers the issue of microgeneration in
households. For that purpose, it is necessary to study the natural
resources that can be used in the houses of different geographical
sectors of the country and improve the technologies in their
connection to the distribution lines.

2.4. Renewal of The Current Transmission Networks:

A fundamental point to achieve the above points requires the
inclusion of an effective transmission network. The distributed
generation and a strong increase in the amount of non-conventional
renewable energies injected into the network require a
transmission system that supports these bidirectional flows.
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So, conclusively smart grid requires different technologies that
can ensure a correct operation of this new network due to the
complexity that is added to become intelligent [9].

3. Latest Developments in Smart Protection

Microgrid is normally operated parallel with utility grid and
e.g. during faults in upstream network it can be separated quickly
from utility grid and operated independently as an island grid.
MMS will be responsible from the overall economic and energy
effective operation of microgrid taking account the technical
boundary conditions in both normal and island operation. In this
paper only technical aspects related to LV microgrids are
discussed. Technical choices made in the microgrid concept must
be such that they can be justified by the needs of normal operation,
but at the same time allowing and supporting the solutions needed

for implementation of island operation.

In overall the operation and control of LV microgrid is a very
complex issue because there are number of things that will have
influence to the behavior of microgrid in different ways. For
example the dynamics of islanded microgrid, e.g. lack of inertia, is
totally different when compared to the normal operation of the
microgrid parallel with utility grid. Islanded microgrid is much
more sensitive to disturbances and successful island operation
requires fast, accurate and stable control.

In addition the protection of the future microgrid is a
challenging issue and very strongly connected to the control and
operation issues of a microgrid. The conventional protection in
distribution networks is designed to operate for high fault current
levels in radial networks, but during island operation of the
microgrid high fault currents from the utility grid are not present.
Also most of the DG units that will be connected to the LV
microgrid in the future are converter interfaced and have limited
fault current feeding capabilities. This means that the traditional
fuse protection of LV network is no longer applicable and new
protection methods must be developed. The developed protection
scheme for microgrid must be supported by the technical choices
made in the microgrid operation and control issues.

In the development of the new protection scheme for LV
microgrids many things must be considered including amount of
protection zones in LV microgrid, speed requirements for
microgrid protection in different operation states and
configurations and protection principles for parallel and island
operation of the microgrid.

4. Technological Trends

Among the new technological trends of smart grids,
substations are intelligent networks, which are designed to manage
the consumption of each element connected to it in an "intelligent"
way [10]. These networks will use innovative equipment and
services, along with new communication, control, monitoring, and
self-diagnosis technologies that will help to achieve the following
objectives [11]:

e Reinforce and automate the network, achieving an
improvement in the functionality of the system, having
better quality values and less loss in the network.

433


http://www.astesj.com/

A. Waleed et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 4, No. 4, 431-439 (2019)

e Optimize the connection between the areas that have
renewable energy sources, improving the connection
capacities and reducing connection costs.

e Study the decentralized generation architectures, making
smaller installations (distributed generation) in balance with
the system [12].

e Develop intermittent generation integration and new
storage technologies

e To advance in the development of the electricity market,
allowing new functionalities and services to the market.

e Allow consumers to manage their energy efficiency better
through active demand management.

e Enable the penetration of the electric vehicle,
accommodating these new mobiles and dispersed loads to
the grid, minimizing the development of new infrastructure
and enabling the energy storage features they possess [13].

4.1. Advanced Automated Distribution

Advanced distribution automation allows the electrical power
distribution system to be completely controllable to increase
efficiency, sustainability and reliability. Some applications for
advanced automation of distribution are monitoring, data
acquisition and control, voltage and reactive power control, fault
localization, automatic reconfiguration, isolation and restoration
service, user information, time management, asset management
and remote control. The main reason for the advanced distribution
automation is to guarantee the safety of the service, the quality of
the energy and the efficiency of the energy system. The above is
possible once the next three control processes of the distribution
operation are automated [14]. These control processes are: (1) the
data is arranged almost in real time, (2) the optimal decisions and
(3) the coordination with the services of the different generation
and distribution systems to control the distribution operations.

An automated system of advanced distribution will be able to
perform data collection, along with the verification and correction
of consistency of that data. Besides, the system should reconfigure
the multilevel feeder. It should be pre-armed with the corrective
action schemes and the organization of urgency actions in
distribution. It should take care of the previous assembly of
recovery schemes and coordination of corrective actions in the
distribution, registration, and reports [15].

4.2. Distributed Energy Resources

Distributed energy source technologies consist of storage and
power generation resources labeled as "behind the meter." These
resources are installed at customer's end and are operated to supply
partial or total energy consumed by the client [16]. These energy
resources may also be able to inject energy into the distribution
system and the transmission system or into a local network in
parallel with the public network. Moreover, certain technologies
such as combined heat and power (CHP) systems, photovoltaic
solar energy (PV), microgrids, wind turbines, microturbines,
standby generators and energy storage are included [17]. These
resources represent immense importance because they can
contribute to the reliability of the network. They may be able to
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produce energy to support the load of the host or the system. These
technologies have evolved at a great pace in the years that have
passed. However, the current challenges require unique planning,
operation, and market management [18].

Moreover, the term that characterizes it as "behind the meter"
means that it represents certain resources that are not directly
connected to the commercial electric power system but are
connected to the customer's access point. In this case, it is possible
that the resources are acting to meet the customer's internal
electrical loads, or the resources may be working to sell to the
electric power system [19].

4.3. Information and Communication Technologies

Advancement in information and communication technologies
(ICT) has been helping to maintain the distribution of electricity
while limiting the environmental consequences. In addition to this,
ICTs allow greater incorporation of renewable energy sources,
allowing the transport of little carbon. ICT also includes electric
vehicles and inducing changes in the structure with respect to
excessive consumption of electricity [20]. Among its specific
political implications, ICTs include convergent
telecommunications services. These services can be the changes in
connectivity requirements, changes in the roles of ICT companies
as partners in the electricity sector and the development of new
ability for personnel of the industry [21]. Smart electrical
substations guarantee the interoperability between elements
connected to the network. They ensure privacy to the critical
infrastructures and commercial use of power-sharing applications.

The communication between different devices of the
Transformation Center and the Control and Supervision Center has
not yet had a standard that allows efficient data communication.
This limitation makes it difficult to implement the SCADA
systems in the transformation centers [22]. Moreover, the interface
with the relays was in many cases non-existent. To resolve these
problems, the International Electrotechnical Commission launched
some standard protocols called as IEC 61850. This protocol
defines the communication between different devices connected to
a local area network. Intelligent Electronic Devices (IEDs) are
replacing the old wired communication techniques.

IEDs can integrate communication elements for tele-control
[23]. Out of the three main layers of smart grid technologies
(energy layer, communication layer, and application layer), the
communications layer enables the existence of the smart grid
(Figure 4). Communication technologies act as a circulatory
system to interconnect the different systems and devices. It links
the energy layer with the application layer, to communicate both
with the energy supply chain [24].

Figure 4. Smart grid topology for power flow in blue and information flow in
orange
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4.4. Supervisory System

The components of a supervisory system range from detection
equipment, fault protection, communication, measurement, and
data processing by the software. The software integrates all the
intelligent devices (IED) that are part of the system [25]. However,
the most relevant components of a supervisory system are the
sensors of state and measurement. These sensors are installed in
the field and are the base of the generation information for the
supervising system. The status sensors have only two possible
values zero or a logical one. These logical values reflect the states
of the control elements of the system. For example, the status of a
power switch can be estimated by the logical values of these
sensors [26]. The protection relays that are currently manufactured
are mainly IEDs. A typical IED (Intelligent Electronic Device) can
contain around five to twelve protection functions and five to eight
control functions. Control functions include separate devices
control, an "auto-recloser" function, the self-monitoring function,
and the communication functions etc. [27]. Currently, some IEDs
work with the standard for the automation of IEC61850 electrical
substations. This standard allows interoperability and good
communications capacity (Figure 5) [28].

Dispatch console

Central SCADA

Geographic information Feede_r alftomatlon / SCADA server ‘
system (GIS) application server

Figure 5. Feeder automation based on SCADA, current proposals in execution.

The communications network is the backbone of the entire
supervisory system in real time. Its efficiency will depend on the
speed and response time of the system to external events. The
software is the last component that is required in the supervisory
system; it is the way of representing the system [29].
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MNetwork (HAN) Metworks Metwork (WAN)

4.5. Protection and Automation of the Network

The automation systems in substations for interconnecting a
series of devices have existed for about 20 years, using proprietary
protocols. These methods have been mainly responsible for the
supervision of elements. Nowadays, this type of systems has
evolved and continue to do so by following the protocols and
actions declared in IEC 61850 [30]. This can be achieved by using
peer-to-peer communications and enabling the exchange of data
between systems at various levels and with various tools. This
system also allows the supervision, control a series of devices or
variables [31]. On the other hand, the increase in renewable energy
generation and co-generation require the application of
technologies in such a way that their management and protection
is possible [32]. This impact on electrical networks is currently
manifested, both in the transmission and distribution. The effect on
substations, both in their protection and in their control, has been
profound. This is due to the need of managing the intermittent
electricity and several voltage levels [33].

The automation systems in substations for interconnecting a
series of devices have existed for about 20 years, using proprietary
protocols. These methods have been mainly responsible for the
supervision of elements. Nowadays, this type of systems has
evolved and continue to do so by following the protocols and
actions declared in IEC 61850. This can be achieved by using peer-
to-peer communications and enabling the exchange of data
between systems at different levels and with various tools. This
system also allows of supervisory control of devices or variables
[34]. On the other hand, the increase in renewable energy
generation and co-generation require the application of
technologies in such a way that their management and protection
is possible. The effect on substations, both in their protection and
in their control, has been profound. This is due to the need of
managing the intermittent electricity and several voltage levels.
Therefore, for the development and supervision of the elements of
the network, there are many emerging solutions for energy
monitoring and parameters associated with it [35].
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5. Digital Substations Control

To carry out and be able to develop all the functionalities that
are expected from smart grids, this capacity (primarily redundant
bi-directional data communications and the possibility of remote
management) must be reproduced throughout the entire
distribution network. It is already beginning to work in the section
of the electrical consumption measurement infrastructure [36]. It
must be implemented and improved in all sections of the power
system.

The systems are based on bidirectional communications,
technologies are associated with RF (radio frequency) wireless
communications or power line carrier communications or
broadband options (Figure 6) [37].

The desired functionality of smart meters could be the
bidirectional communications with the electric company and with
other devices (such as possible local energy managers). The other
possible use of smart meter is alarms associated with quality of
supply, personalization of the contract, planning, and possibility of
bidding and purchase of electricity at the desired moments and
control of loads, etc. [38]. This communication and monitoring
capacity must be expanded to all measurement points and
equipment in the electrical infrastructure. Also, it should be able to
manage all distributed energy resources, considering not only the
amount of energy flow but also the direction of it.

The technologies that affect smart grids are those that try to
optimize and rationalize the management of electricity demand. As
already mentioned, electrical energy cannot be stored (at least in
enormous quantities), so it is necessary to generate it at the same
time as it is needed. This situation means that at the very moment
when a dedicated appliance is turned on, there must be a power
plant (or any other type of electricity generator) that produces the
necessary electricity [39].

5.1. Transport Network

To guarantee the electrical supply, in the absence of a line, the
topology can be reconfigured to redirect the energy flows and thus
avoid cutting off the supply. In this case, the systems of fault
detection and reconfiguration of the network must act in small time
spans for the control to be carried out in real time.

5.2. Distribution Network

The trend towards Smart Grids implies a replication or
expansion of the existing capacities in the transport network to the
distribution network. Considering that, unlike the conventional
transport network, there are several owners and managers of the
distribution networks. This situation will involve the definition of
standard instruments and the creation of tools based on proven
technology solutions. These tools will allow the integration of all
types of generating plants, decentralized management of energy
and automation of distribution and measurement services,
supported by a system of communications that reaches the end user
[40].

The electrical distribution companies can analyze and remotely
control the electrical network by replacing meters with smart
equipment. This equipment can take hourly measurements with
Tele-management capacity [41]. In most cases, to guarantee
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interoperability, it is likely to install concentrators in the
transformation centers with communication capabilities to control
center of the corresponding distributor [42]. On the contrary, for
the communication between the transformation center and the
meters, the tendency in Europe is to use the power line carrier. The
evolution of current electricity grids towards intelligent electricity
networks implies the start of new intelligent equipment. This
equipment will have local decision-making capacity and new
communication technologies or the adaptation of existing ones.
The current map of communication protocols used in the electrical
system is very extensive and is regulated by the TC57 technical
committee of the International Electrotechnical Commission
(IEC). Thus, IECTCS57 brings together several working groups to
standardize the communications in the electrical system through
the development of data models and generic interfaces. Each of
these working groups has been responsible for defining and
maintaining a communication standard based on the
communication needs of each point of the electrical network [42].

Thus, it is worth highlighting:

e [EC60870-5 to communicate SCADA masters and
electrical substations for the control and acquisition of data
on serial lines or TPC / IP

e [EC60870-6, also known as TASE-2 for communications
between powers centers over WAN networks.

e IEC61970 to interconnect energy management applications
or EMSs in the environment of the control centers.

e EC61968 to communicate the control centers with the
systems of the distribution network.

e JEC61334 for communications on PLC distribution lines.

e JEC62325 that defines a new interface between local
utilities and the liberalized energy market.

e IEC62351 to determine security profiles to be used in all the
previous ones at the TCP / MMS / 61850 level.

o [EC61850 (see fig 5) for automation in the environment of
electrical substations (station and process buses) and
communication between their IEDs (Intelligent Electronic
Devices).

With the reference IEC61850 (see Figure 7 [43])), other similar
regulations have been developed in other areas of application [44]
such as:

e [EC61400-25 inherits a subset of communications services
defined in IEC61850. It provides a new mapping of
communications to Web Services and extends the data
model modeling the functionalities, data, and attributes
present in a wind turbine.

e [EC61850-7-420, which extends the data model by
modeling the features, data, and attributes present in
distributed generation systems such as photovoltaic
systems, storage systems, diesel generators and heat
exchange systems.

e [EC61850-7-410 is identical to IEC61850-7-420 for
hydroelectric power plants.
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Figure 7. IEC61850 substation architecture.

6.1. Less Copper

Digital Substations utilize less copper by (1) replacing copper
cables between switchyard and relay house by fiber optics, (2)
replacing horizontal wiring between protection and control IEDs
with IEC 61850, (3) reducing the number of connections between
primary apparatus and redundant process interface modules and
(4) reduction in cables for power supply and other connection for
primary equipment.

6.2. Less Transport

In digital substation, more than 30 tons of material can be saved
[45]. This helps in less transportation. The fiber optic installation
reduces the cabling under 90% and by using optical instead of
conventional CTs achieves an 80% weight reduction on CTs.

6.3. Space Reduction

IED installations require less space than conventional 10s. A
space reduction around 30% to 60% for panels is possible. This
results in higher integration of control and protection systems and
reduction of switchyard footprint.

6.4. Less Installation and Outage Time

Digital substations cause faster installation of control systems
due to reduction in number of panels for installation. There are
fewer cables to be pulled, connected and tested. This causes
reduction of feeder outage time by 40 to 50% during secondary
system upgrades. This helps in full system test from process 10 to
protection, control and SCADA system offsite and Installation of
new FO based system while the station is in service

6.5. Operational Cost Reduction

The Supervision of all exchanged data reduces the need for
periodic maintenance testing and permanent supervision enables
fast and precise actions in case of failures. IEC 61850 testing and
simulation features enable fast and save isolation and testing of
protection functions. Standard compliance enables efficient future
retrofits of the secondary system (see Figure 5).

7. Conclusions and Recommendations

This work provides a review on digital substations importance
and their working. This work emphasized on the importance of
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digital substations along with latest trends in modern smart grids.
The provided comparison study proved the effectiveness of
modern digital grids over conventional grids as well.

Apart of above-mentioned benefits, digital substations in Smart
Grids provide a series of direct advantages to energy companies
and end users that will help in the development of the energy
market. The evolution of the electricity network provides the
distribution companies with following benefits:

Reduction of energy losses.

Efficiency.

Accomplish the optimization of the network infrastructure.
Offering a better service to the client, with more
commercial advantages (new rates, payment for use, etc.).

The users get the following benefits:

e  Pay per use.
o  Flexible rates.
e Remote management of the power supply.

Although at present, the home automation sector is in a
complicated situation. It is promoting the instillation of control and
automation systems in the home aimed at increasing energy
efficiency, reducing energy losses, generated energy integration
and accessibility to people with disabilities [46]. Currently, the
number of agents involved in the electricity system has increased
due to the liberalization of the energy market. The appearance of
new participants is expected such as energy companies, system
integrators, auditors, etc. It also predicts the development of
renewable energies e.g., efficient solar cells, wind powered
systems [47]-[48] and electric vehicles exponentially, in parallel
with Smart Grids. So, it is necessary to keep these concepts in mind
when carrying out any research or development related to the
evolution of the electrical network.

R & D in the field of telecommunications for the development
of new communication techniques and optimization of existing
ones is still in progress. Technologies such as PLC, wireless
connections or fiber optic, will provide a fundamental part of the
Electrical Network of the future. Development in areas of power
electronics, energy transport, electrical storage, energy efficiency,
automated systems, new intelligent control techniques, etc. needs
more investment and research [49]. Insofar, smart grids would play
a great role in the development of smarter world having smart
cities, smart homes, smart vehicles, etc. The ultimate requirement
is to create systems of objects that are configured automatically
and can operate autonomously [50]-[53].
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