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 The constant evolution of Information and Communication Technologies, Internet, access 
to different free software, among others; they generate problems in the management of 
information security in companies; to mitigate risks, vulnerabilities, and information 
threats, an alternative was presented considering that information security systems are the 
basis for decision-making at the government, strategic, tactical, and operational levels. The 
objective is to design a security prototype applied to business management to mitigate risks, 
vulnerabilities and threats to information. The deductive method and exploratory research 
were used for the analysis of the information. Turned out prototypes that allow mitigating 
risks, vulnerabilities and threats in information management for data control and integrity. 
It was concluded that the security prototype proposed for a commercial information system; 
it is security system suitable for public and private companies. In the simulation carried 
out, it was determined that if the number of risks and threats is high, there will be a greater 
probability that a problem will arise in the security of the system. 
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1. Introduction 
Information security problems are persistent in most 

public and private institutions according to what the 
author’s state in this document. To mitigate vulnerabilities, 
threats and information risks, they define a basic 
methodology based on Coras, Ebios, Magerit, Cramm, 
Octave, which have relevant advantages. This document is 
taken as a reference to continue with the investigation with 
the objective of presenting additional alternatives [1]. With 
the constant advances in technology and internet access, it 
has become easier to access information that is not 
protected, causing more frequent information security 
problems, putting at risk the proper management of 

information, which is one of the main assets of commercial 
companies [2]. Guaranteeing the correct functioning of the 
data and the transmission of information from one user to 
another. The misuse, modification or unauthorized access 
to information, whether commercial or of any other kind, 
can affect the privacy or well-being of an organization, 
person and society. Security models based on rules and 
policies should be used [3].  The vulnerability is a weakness 
in the operating system that allows to violate the 
confidentiality, integrity, availability, access control in 
systems [4]. The existence of vulnerabilities gives way to 
threats, which can be external or internal. The threat 
assessment process is the biggest problem in information 
security, because the source of vulnerability and threat in 
an information system can be hidden until the attack begins, 
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which generates insufficient security controls that generate 
a high level of risk to the organization [5]. To minimize the 
availability of threats and vulnerabilities in organizations, 
the risk assessment process is defined, which must be 
carried out by an expert[6]. By information asset, we mean 
any good or service used so that institutions or 
organizations can operate and meet the objectives 
established in their mission and business vision[7]. 
Adequate information security requires that organizations 
determine the risks to which they are exposed, since 
companies that are dedicated to commercial or economic 
management frequently report losses due to failures and 
attacks on their servers. Due to the problems that arise, 
controls are established for the configuration of processes, 
hardware equipment, applications and operating 
systems[8]. Currently, security prototypes must be 
implemented that determine, analyze, evaluate and classify 
risks, to implement control mechanisms and prevention 
measures that will be implemented in the short and long 
term[9]. Avoiding attacks like DDoS (DDoS attacks take 
advantage of network capacity limits, allowing them to 
send multiple requests either in the form of emails with 
malicious files or links to web pages); Black Hat, Gray Hat, 
etc. taking into account four main strategies of risk 
treatment such as: risk avoidance, acceptance, transfer and 
treatment[10].  

Why is it necessary to generate a security prototype to 
mitigate risks, vulnerabilities and threats for the control and 
integrity of data in business management? 

To mitigate risks in information systems, to avoid large 
financial losses and reputational damage from misuse of 
technology by users of an organization. 

The objective is to design a security prototype applied to 
business management to mitigate risks, vulnerabilities and 
threats to information.The deductive method is applied, 
exploratory research for the analysis of information related 
to the research topic.Turned out prototypes that allow 
mitigating risks, vulnerabilities and threats in information 
management for data control and integrity. 

It is concluded that the security prototype proposed for a 
commercial information system; it is security system 
suitable for public and private companies. In the simulation 
carried out, it was determined that if the number of risks 
and threats is high, there will be a greater probability that a 
problem will arise in the security of the system. 
2. Materials and Methods 

The information from the references detailed below was 
used to analyze the prototypes oriented to information 
security in different organizations; to determine which 
prototype is the most suitable and optimal for security. The 
design of a prototype takes into account the architecture of 
the security infrastructure validated in different layers 
using elements suitable for the infrastructure. 
2.1. Related Jobs 

Information security is important and a priority for 
business management; the threats put at risk the operations 

of the companies the same ones that the CIA can 
protect[11]. They explore the structure of knowledge, 
development and future trends in the area of information 
security; in order to provide a comprehensive review of the 
literature on information security risks; when incidents 
occur and cause serious damage to information[12]. Risk 
assessment processes are one of the most important factors 
for the development of an information system[13]. They 
present a comprehensive methodology for IT risk 
management based on globally accepted standards such as 
ISO 31000 and ISO/IEC 27005, which define the 
appropriate requirements for risk management; 
nevertheless[14]. The authors define those cyber threats 
generate risks for an organization. To quantify the risks, the 
differences between the risks of cyber threats and other 
compliance vectors are analyzed. Results determine actual 
and potential losses from cyber threats[15]. Absolute 
reliance on control, monitoring and surveillance 
mechanisms should be considered risky. They prove to be 
a useful instrument to indicate the importance of successful 
information system measures and to reveal 
weaknesses[16]. A security assessment management 
database can be used that can store and manage all available 
versions and translations of the ISO / IEC 15408 and ISO / 
IEC 18045 series, related documents and all intermediate 
products in a secure and convenient way[17]. Flexible AC 
transmission system devices and associated data exchange 
cybersecurity are necessary for the control of wide-area 
power networks. They verify published cybergraphic 
which can significantly hide data sharing[18]. This article 
focused on the vulnerability of software and the internet 
and the accumulation of raw information in big data, which 
are serious problems in computing[19]. The authors 
proposed the technological capacity they have to mitigate 
internal threats in computer security systems, with a 
systematic review of mixed methods[20]. The COBIT 
guide identifies the level of maturity in ICT management; 
that allows project management to be more effective and 
efficient in different areas such as: Information security, 
software development, etc.[21]. The Chinese Wall security 
model regulates the binary relationship "Conflict of 
interest", considers the CIR to be an equivalence 
relationship, using the Chinese Wall policy as a security 
model. A security model is a design that promotes 
consistent and effective mechanisms for defining and 
implementing controls[22]. 

In the table 1. Contains the best-known security models. 
These security models are used to guarantee the 
confidentiality of the information, because the security 
models are more precise and detailed, and are used as 
guidelines to create and evaluate systems. 

Table 1: Security Models  
Model Concept Ref. 
Clark-
Wilson 
model 

Seeks the security of data integrity, 
managing the modification of the 
access control mechanism. 

[23] 
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This model is based on the 
classification of applications 
establishing an order. 

Chinese 
Wall 
Model 

Oriented to guarantee 
confidentiality by reducing conflicts 
of interest, implementing security 
policies.  
It consists of access policies 
implemented on the data, whether 
applications or databases, 
preventing the same person from 
entering two databases of different 
companies that are in the same 
business area. 

[22] 

Bell-
LaPadula 
Model 

They focus on the roles of users and 
objects. They consider arrays to be 
able to provide access. 
In this model, it must be checked if 
the user has authorized access in the 
assigned security mode, based on 
their role or work profile. 

[24] 

The authors conclude that cloud computing is an 
emerging technology that uses the Honey Bee. Which is 
similar to cloud access control mechanism [24]. The 
authors determined an area of cognitive cryptography that 
is connected with universal cryptosystems, to link 
cognitive computational models with classical 
cryptographic procedures. With the combination of 
cryptographic techniques and cognitive approaches define 
cognitive cryptography [25]. The authors conclude that 
security solutions are centralized in the scalability of IoT 
environments. The IoT ecosystem can include DLT as a 
layer so that more devices can benefit from its features[26]. 
Define that cloud computing can provide various server 
attributes to process information in the cloud, which makes 
Smart-meter a suitable device [27], OCTAVE Allegro is a 
guide used by banks for information system risk 
management. The implementation of risk management 
focuses on the threats and vulnerabilities of each critical 
asset it owns, the bank can discover the risks, threats, 
vulnerabilities with their respective impact on each critical 
asset [28].  

Table 2:  Types of Risks 

Type Concept Ref. 
Business Risk It comes from the effect of 

uncertainty that arises from the 
organization's business 
objectives. 

[28] 

Investment Risk It comes from the effect of the 
uncertainty of the investment 
objectives of the organization. 

[28] 

Quality Risk It comes from the effect of 
uncertainty towards the quality 
objectives of the organization. 

[28] 

Operational risk It comes from the effect of 
uncertainty of the operational 
objectives of the organization. 

[28] 

Technological 
Risk 

It comes from the effect of 
uncertainty of the technological 
objectives of the organization. 

[28] 

Financial risk It comes from the effect of 
uncertainty of the financial 
objectives of the organization. 

[28] 

In the table 2. Contains the evaluation of the concepts of 
the different types of risks implemented in relation to the 
reviewed articles. 

They conclude that an artificial intelligent network is a 
new way of manipulating an electrical network, which 
combines information and communication technology; in 
order to provide more effective and efficient services [29]. 
The authors determined that large parts of an organization's 
critical data currently reside in databases, making them an 
attractive target for cyber attackers. At the same time, cyber 
attackers increased their skill set leading to sophisticated 
attacks in the recent past [30]. The authors concluded that 
real threats can be detected through the assessment of risk 
values using the expression approach based on quantitative 
values. Assessment of risk values on qualitative scales is 
easier for practical implementation [31]. They concluded 
that a cloud model is qualitative and uses three digital 
features. They determine that the use of an uncertainty 
transformation model reflects the theories of confounding 
and randomness [32]. This article focused on 
demonstrating the value that a formal risk assessment 
technique such as EBIOS can have when considering the 
use of the smart grid, with respect to security solutions [33]. 
The authors proposed the use of cyber risk insurance 
products to reduce losses from cyber risk, showing future 
financial rewards and the benefits of obtaining cyber 
insurance [34]. The authors propose a risk management 
model based on the OCTAVE-S methodology and the 
ISO/IEC 27005 standard. The model has a quantitative 
approach that calculates the residual risks based on the 
effectiveness of the assigned controls [35]. They propose a 
CMMI model that allows the identification of gaps or 
weaknesses to establish continuous improvement processes 
[36]. The authors propose that companies, in order to 
optimize ICT management, should consider a customized 
standard prototype or model to save resources; considering 
methodologies and standards such as: Cobit, ITIL, Coso, 
ISO 27001, among others [37]. They propose a MePRiSIA 
security prototype, designed as a risk prevention 
methodology; considering the human factor in all phases 
[38]. This article focuses on comparing different methods 
for measuring and evaluating security risks, highlighting 
the importance of risk management assessment standards 
and methods [39]. The authors mention that when 
administrative processes are affected by cyberattacks, the 
management of public organizations has serious problems 
in decision-making [40]. The authors proposed several 
types of methods that allow to optimize processes and flow 
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in information security; considering as a starting point the 
definition of vulnerabilities and risk analysis [41]. The 
authors analyze the practical architecture of vulnerability 
information exchange for security risk analysis in the 
automotive sector [42]. The authors propose a model to 
determine the threats and to be able to calculate the 
probability of the attacks and the costs of the attacker. They 
determine that the logs delivered by the IoTRiskAnalyzer 
program help IoT specialists to define proper system 
configurations [43]. The authors proposed an ISRM 
process model that complements information security risk 
management processes. The ISRM model was adapted 
from Endsley's situational awareness model [44]. The 
authors proposed a quantitative method for risk assessment, 
using formal mathematical distributions with historical 
data to improve granularity, and make the assessment more 
realistic with respect to cyber-physical systems in computer 
systems that use cloud services in general. This 
methodology supports risks to associated asset-based 
processes running in the cloud [45]. The authors proposed 
a quantitative model, so that the interested parties that use 
the system quantify the risks they assume with the security 
of their assets regarding the threats, so that the 
organizations make adequate security decisions. It also 
allows defining average costs for the problems that are 
generated by the failure of the systems [46]. The authors 
propose a semantically enhanced model for security 
management; classifying the security threats identified by 
the IDS. The system allows management decisions 
regarding the selection of security controls to obtain a 
maximum return on investment in security [47]. They 
propose a risk assessment method to assess quantitative 
risk, using fuzzy rules to assess vulnerabilities and 
uncertainty [48]. They propose a software system with a 
web application format, to identify, evaluate and neutralize 
the risks of information and other systems from anywhere 
[49]. The CORAS method allows the evaluation of security 
risks for hierarchical processes that can be considered as 
the basis for the analysis in this investigation [50]. The 
ISO31000:2009 that allows enterprise risk management 
(ERM), to improve security management in companies at 
the corporate level [51]. 

2.2. Methods 

The related methods are detailed below: Cyber Attacks 
List, Methodologies and security prototype models, 
Security Prototype Comparative Table, Risk Matrix and 
Methodology to generate results. 

2.2.1. Cyber Attacks List 
Computer attacks are considered as malicious attempts 

or acts by a group of people seeking to identify 
vulnerabilities with the aim of causing damage or problems 
to a computer system or network, they occur as a result of 
some vulnerability or weakness in software or hardware. 

 

 

 

Table 3:  Cyber Attacks List 
Attack Process Ref. 

Two Disables access to a system, an 
application or a machine, in 
order to block the service for 
which it is intended; This attack 
is known as HTTP DoS. 

[52] 

Cyber 
espionage 

It involves the attacker obtaining 
confidential information from a 
user without permission. 

[30] 

Black hat They are based on tricking 
search engines to obtain 
sensitive information from 
vulnerable users for malicious 
purposes. 

[53] 

Gray hat Use artificial links with natural 
patterns, to be able to access in 
an unnoticed way without using 
massive or abusive methods.  

[40] 

Unauthorized 
access 

It consists of unauthorized 
access to an information system, 
to obtain access codes or 
passwords. 

[54] 

Table 3. described the different attacks that can affect 
the different information systems. 

2.2.2. Methodologies and security prototype models 
The methodologies allow a correct analysis of 

information security risks, which allow creating security 
prototypes to mitigate security problems. 

2.2.3. MAGERIT 
It is a public methodology that belongs to the Ministry 

of Public Administrations and was developed by the 
Superior Council of Electronic Administration, 
determining the threats to generate control and improve the 
protection of assets. Magerit, supports organizations to 
carry out the evaluation, audit ertification or accreditation 
process. The only disadvantage of this methodology is that 
its implementation is expensive, since the assets are 
converted into economic values, it uses both a qualitative 
and quantitative model to perform the risk assessment[45]. 

 

 

 

 

 

 

Figure 1: Phases of the Magerit process 
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In the Figure 1. Each phase a set of equations can be 
found that will allow to find the value of the estimated 
annual loss or residual risk.  Given the MAGERIT 
methodology, the following equations can be proposed to 
find the residual risk value, taking into account the assets 
that the organization owns, threats and risks that may arise.  

* (%)I A D=                                                                         (1) 
*R I FA=                                                                                (2) 
[ *(1 (%))]*[0.1*(1 (%))]RR R S ES= − −                    (3) 

 
 
where: 
I = Impact 
A = Asset Value 
D (%) = Percentage of Degradation of a Threat 
R = Risk  
FA = Estimated annual frequency 
S (%) = Percentage of Effectiveness of Safeguards on Impact 
ES (%) = Percentage of Effectiveness of Safeguards over 
frequency 
RR = Residual Risk 
 
2.2.4. OCTAVE 

This prototype has an account of the operational risks 
regarding internal users. Identifies and assesses critical 
assets and/or threats to the organization, tracks risks, and 
establishes key components and technical vulnerabilities 
causing the risks[45]. 

Table 4: Advantages and Disadvantages of the OCTAVE methodology 

Advantage Disadvantages Reference 
Modification of the 
information system 
in the early stages of 
development. 

Its administration is 
difficult. 

[45] 

It allows the 
developer to know 
the requirements of 
the users and / or 
clients. 

It can only be 
implemented in 
medium and small 
institutions. 

[45] 

Initial changes 
during project 
development are less 
expensive. 

Unforeseen changes 
arise that slowly down 
the advance of the 
prototype. 

[45] 

Includes risk analysis 
and management 
processes in 
organizations. 

Deep technical 
knowledge is required 
for its implementation. 

[45] 

Table 4 shows the advantages and disadvantages of the 
OCTAVE methodology. 

In the figure 2. Shows the operational process of the 
OCTAVE model, which has three phases. Phase 1 deals with 
the vision of the organization, in this phase the elements are 
specified as assets; vulnerabilities; threats and security 
requirements. This phase is responsible for arranging and 
organizing the entire plan to be executed in the risk analysis. 
Phase 2: Technological vision, in this phase the key 

components and technical vulnerabilities of information 
systems are analyzed. Phase 3: planning of measures and risk 
reduction, this phase is responsible for classifying the risk 
assessment, strategies, risk weighting and the risk reduction 
network plan, in this phase an appropriate strategy must be 
sought to risk management. 

 
Figure 2. OCTAVE prototype process 

A risk assessment is very particular to each organization 
and it would not be appropriate to develop assessments based 
on results obtained from other organizations. 

2.2.5. MEHARI 
 It is a methodology that provides a set of tools that allow 

a quantitative and qualitative risk analysis to be carried out, 
it is designed to unite the processes of business risk analysis 
and future risk analysis. Its analysis is carried out based on 
three criteria [36]: 

• Confidentiality 
• Integrity 
• Availability 

 This methodology depends on the use of a database of 
information and computerized techniques to carry out the 
evaluation of each one of the risks 

2.2.6. CRAMM 

 It is a method of analysis and risk control that allows 
identifying, measuring and minimizing the attacks to which 
organizations are exposed. It performs a qualitative and 
quantitative risk analysis, known as a mixed methodology, 
in order to have a clear vision of the threats, based on a 
matrix where the rows represent the assets and the columns 
the risks that could affect the integrity, availability and 
confidentiality of the information. CRAMM is a simpler 
and lower cost methodology compared to the MAGERI 
methodology[3]. To carry out a risk analysis with the 
CRAMM methodology, elements such as: 

• Goods 
• Vulnerabilities 
• Risks 
• Threats 
• Countermeasures 
• Implementation 
• Audit 
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2.2.7. EBIOS 

 Its acronym stands for Expression of Needs and 
Identification of Security Objects; it is a methodology 
created by DCSSI (Central Directorate for Information 
Systems Security). Its objective is to facilitate 
communication with the internal and external clients of an 
organization in order to contribute to the process of 
managing information systems security risks. It allows 
organizations to have a better knowledge of their assets, 
identifying the threats and vulnerabilities to which they are 
exposed[3]. 

2.2.8. PMI 
 The PMI prototype is easy to use, because it allows an 

easy understanding of the information processes, which 
helps to improve the flaws or vulnerabilities that the 
information systems have when applying the plans and 
policies established previously. This prototype is 
compatible with the Magerit methodology and the Octave 
prototype, to achieve optimum system performance, 
successfully controlling the risks that may exist in the 
information systems for commercial management. 

2.2.9. COBIT 2019 
It is a reference framework that facilitates the use of 

information technologies from an investment approach, 
based on industry standards and best practices. 
management to provide measures, indicators and processes 
to take full advantage of the control and implementation of 
information technologies[2][21]. 

2.2.10. Risk Matrix 
The risk matrix allows us to evaluate the levels of 

information integrity risks, where a combination of key 
elements must be used, which are: risks, types of cyber-
attacks, impacts and probability of occurrence. 

To evaluate the impact of risks and the probability of 
their occurrence, we use values that are in a range of 1 to 5 

Table 6: Impact of risks 

Impact level Punctuation 
Mild 1 
Low 2 

Means, medium 3 
High 4 

Extreme 5 

Table 6 contains the risk impact classification. The chances 
of a risk occurring are: 

Table 7. Probability of Occurrence 

Occurrences Punctuation 
Unlikely 1 
Probable 2 

Very likely 3 
Highly probable 4 
Extremely Likely 5 

Table 7 shows the probability values of certain risks 
occurring. The criteria of importance of a risk are: 

Table 8: Importance of risks 

Importance level Punctuation 
Mild 1-5 
Low 6-10 

Normal 11-15 
High 16-20 

Critical 20-25 

Table 8 contains the index of importance that the risks 
may have. To find the risk value in our matrix, we are going 
to use the following formula: 

VR POxI=                        (4) 
where: 

PO = Probability of Occurrence (number of times that 
event would   the impact they may have, both qualitative 
and quantitative). 

Table 9. Risk Matrix 

Risks 

Probability of: 
Occurrence 

(PO) 
Impact 

(I) 
Risk Value 

(VR) 
Extraction, 
modification and 
destruction of 
confidential 
information. 4 5 twenty 
Inappropriate use 
of information. 5 5 25 
Red Hat and / or 
Gray Hat attacks. 4 4 16 
Information 
leakage 3 3 9 
Network crash 4 3 12 
Organization 
server failures. 3 4 12 
Computer virus 
attacks. 4 4 16 
DDoS attacks 4 3 12 
Inadequate logical 
access controls. two one two 

In the table 9. The values that are in a range of 1 to 5, 
do not indicate a security problem. If the values are from 6 
to 10, they generate a low importance level. All the values 
that are in the range of 20 to 25 are considered extremely 
high risks, to which we must find a solution immediately. 
It is clarified that the values used in table 9 come from the 
simulation of a case study of a company X that can be 
disclosed according to research ethics. 

2.3. Methodology to generate results 
2.3.1. Conceptual model 

For a security prototype, the following information was 
taken from the references: phases to obtain the value of a 
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risk [32], risk categories[6], analysis of the development of 
security strategies and plans[8]. 

2.3.2. Security prototype 
To propose a security prototype, the following 

references were taken into account[11],[14]. With these 
references, a three-phase prototype was analyzed and made 
to mitigate attacks in business management. 

2.3.4. Algorithms 
To define the algorithms, the following references were 

taken into account:[9], [35], [38], [39], [49]. In the 
algorithm of the security prototype, we demonstrate the 
phases that are required and carry out the verification by 
means of a formula that the algorithm is stable. 

2.3.4.1. Formula 
A formula was determined that with the number of risks 

and the mitigation capacity of the system can mitigate the 
attacks, based on tables of security levels in order to 
optimize the proposed prototype. 

2.3.4.2. Simulations 
The simulations demonstrated the probability of a 

security problem occurring and the risk assessment, given 
five different scenarios, which were defined by the authors.  

3. Results 

This research attempts to reduce attacks on the cloud that 
occur daily to steal data from different users.  

The following results were obtained: 

• Conceptual model to protect business data from 
attacks. 

• Security prototype to mitigate vulnerabilities, threats 
and risks of information for the control and integration 
of data in commercial management. 

• Algorithm in the flowchart to protect data from risks 
and attacks. 

• Formula to find the probability of a simulation and 
security problem occurring. 

• Risk Analysis and Evaluation 
The limitations of the results obtained is that they can be 

applied in small and medium-sized commercial companies. 
The results obtained are not oriented at the corporate level. 
The main advantage is that the five results can be applied 
independently or in turn all to guarantee the process. 

3.1. Conceptual model to protect the cloud against attacks 

With this proposed model we can analyze that the 
security information to mitigate vulnerabilities, threats and 
risks of the information for the control and integration of 
data in commercial management are: 

In the fig. 3. This model was designed to mitigate risks 
and protect the data of a business management 

organization. We develop a model where we indicate that 
we will carry out the identification of assets, vulnerabilities, 
threats and risks, we will also obtain the real mitigation 
capacity of our prototype and the probability that the risks 
found will not affect the organization's data. 

 

 

Figure 3: Conceptual model of our proposed protocol 

The objective we want to control in the process of 
finding the value of risks is data loss; the value of the risks 
will be obtained by determining the probability of 
occurrence and the impact of each of the risks. 

For the calculation of an efficient prototype of the 
presented conceptual model, the following formula is 
proposed: 

1
( )

3

n

i
D T R

x =

+ +
=
∑

                                                (5) 

where: 

X = Average of the sum of mitigation indicators 
D = Mitigation detection (range value 0 - 10) 
T = Mitigation tolerance (range value 0 - 10) 
R = Mitigation response (range value 0 - 10) 

10
x xCM

CME
= =                                                 (6) 

Where: 

ACM = Actual Mitigation Capacity 

CME = Estimated Mitigation Capacity  

( )% *100
!

R ACMACM eP R
R

−

=                         (7) 

where: 

P (R) % = Probability that risks affect the system 
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R = Number of Risks 

e = Euler 

100 ( )%EP P R= −                                             (8) 

where: 

EP = Prototype mitigation efficiency 

Table 10: Mitigation score 

Punctuation Safe level 

80-100 Excellent (E) 

50-70 

20-40 

Good (G) 

Regular (R) 

0-10 Deficient (D) 

Guide to setting measurement values 

Example 

If we have a system that has a mitigation (Detection = 
10, Tolerance = 8, Response 9), in which 9 risks were 
found.  

If we apply the formulas 5, 6, 7 and 8 we have 

10 8 9
3

x + +
=  

9x =  

9
10

XCM
CME

= =  

0.9CM =  

( )% *100
!

R CMCM eP R
R

−

=  

9 0.9(0.9)( )% *100
9!

eP R
−

=  

5( )% 4.34 10P R x −=  

5100 4.34 10EP x −= −  

99.99%EP =                                                                        (9) 

According to Table 10, our prototype for this scenario 
shows us that it is optimal. 

3.2. Security prototype  
 It is proposed to have a higher security index, this 

prototype identifies the vulnerabilities and threats that can 

generate a risk in the control and integrity of the data, 
selects mitigation strategies, prepares an action plan, 
implements and monitors the mitigation strategies 
implemented. 

Mitigation strategies are an important part of data 
security control, with their help we can reduce the number 
of information losses, modifications and destruction. 

Each section of the prototype is related to security 
methodologies and prototypes and all these resources to 
information systems. 

 

 

 

 

 

Figure 4: Security prototype  

In Figure 4. We find the four phases of our prototype. 

First phase: 

Here we find the assets that the organization owns and 
the databases where the organization's data will be stored 
(information on workers, customers, purchases, sales, etc.). 

Second stage: 

Vulnerabilities and threats are identified, which give 
way to information systems risks being generated and 
which can cause serious security problems. 

Third phase: 

If there are risks, they must be analyzed and categorized 
by levels (mild, low, normal, high and critical), in order to 
implement risk mitigation strategies prioritizing the risks 
that urgently require attention. 

Fourth phase: 

Finally, the prototype indicates that an action plan must 
be generated to carry out the mitigation strategies. Once the 
action plan is implemented, it must be monitored, to verify 
that it is being carried out correctly, avoiding loss of 
information. 
3.3. Algorithm in the flowchart to protect data from risks and 

attacks 

The proposed methodology in algorithm and data flow 
results in the steps that we must take to mitigate 
vulnerabilities, threats and risks of information for the 
control and integrity of data in commercial management.  

Figure 5. Express the algorithm in a flow diagram, the 
phases are described below: 

Description of the phases:  
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Phase 1: Profiling assets the assets and information 
containers owned by the organization must be identified 
and that can be compromised if a security problem occurs. 

Phase 2: Identify threats and vulnerabilities, with the 
identification of threats and vulnerabilities, we will be able 
to identify the existing risks in the information systems, 
since the risks are created thanks to the existence of the 
vulnerabilities and threats. In the absence of vulnerabilities 
or threats, the prototype will terminate the control and 
mitigation processes. 

Phase 3: Identify and mitigate risks, the identified risks 
must have their risk value found, the value of the risks is 
found by multiplying the probability of occurrence with the 
impact that each of the risks can generate. Given the value 
of each risk, they are categorized to know which risks can 
cause high and critical security problems, the risks that 
belong to these categories should be solved immediately. 
The risks are analyzed to be able to select the mitigation 
strategies, if there are no mitigation strategies, we must 
create them and re-analyze the risks. 

 
Figure 5: Algorithm of the proposed prototype expressed in a flow 

diagram 

Phase 4: Risk Management, the selected mitigation 
strategies must be executed and described in the action 
plan, which will then be implemented and monitored, to 
verify that security problems do not occur. 

Algorithm:  

Start 
Phase 1: Profile assets 
The assets and information containers owned by the 

organization are identified. 
Phase 2: Identify threats and vulnerabilities  
Vulnerabilities and threats are identified.  
If there are no vulnerabilities and threats, the mitigation 

process will be terminated.  
If there are vulnerabilities and threats, the risks must be 

identified. 
Phase 3: Identification and mitigation of risks. 
After identifying the risks, the value of each is found, 

categorized and analyzed. 
Once the risks have been analyzed, we must verify that 

mitigation strategies exist and are selected.  
In the absence of mitigation strategies, strategies must 

be created. 
Phase 4: Risk Management 
If mitigation strategies were selected, we can develop an 

action plan. 
This action plan will be implemented and monitored. 
End. 
We demonstrate with our proposed formulas that the 

protocol is stable: 

*

1
o

R
RP

CM

−
=                                                             (10) 

Finally, we calculate the percentage of the formula 
used: 

(100%)os P=                                                      (11) 

Where: 
R = Number of Risks 
R * = Number of high and critical risks 
Po = Security Level 
CM = Mitigation Capacity 
s = Percentage of algorithm stability 
Example:  

If we have a system that has a mitigation (Detection = 
10, Tolerance = 8, Response = 9), in which 9 risks were 
found, of which 4 are of high and critical level, as shown in 
Table 9. 

 Table 11: Security algorithm percentage 

Punctuation Safe level 
76-100 Excellent 
51-75 
25-50 

Optimum 
Regular 

0-24 Deficient 
We will calculate the percentage of safety of our 

algorithm using formula 10: 
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41
9

0.9oP
−

=  

0.6173oP =  

As a last step we calculate the security percentage: 

0.6173(100%)s =  

61.73%s =  

The security percentage is 61.73, according to table 11 
our algorithm is optimal to implement it. 

Example: 

In Figure 6, we can see the percentage of safety of the 
prototype, the number of risks identified, the number of 
high risks and the mitigation capacity. For the 
representation of the simulation, we have 5 scenarios, with 
different numbers of risks and mitigation capacities. 
Scenario 2 obtained the highest percentage of safety. 

 
Figure 6: Safety percentage in 5 different scenarios 

3.4. Formula to find the probability of a security problem 
occurring 

With the following simulations we can observe the 
probability that security problems occur due to the number 
of risks and threats presented in 5 different scenarios: 

#( ) [(# ) ] / !n RP n R e n−=                                             (12) 
 
where: 
P (n) = Probability of a security problem occurring 
n = Number of system threats  
#R = Number of System Risks 

To determine the probability of a security problem 
occurring in the system, a scenario with 9 risks was 
performed, and with 12 threats, using Formula 12, a high 
percentage of 9.48% probability of a security problem 
occurring was determined. In the system. Figure 8 shows 
the simulation of five different scenarios using Formula 12 
and shows that there is a higher probability of an 

information security problem occurring if the threats and 
risks are high. 

 
Figure 7: Simulation of the possibilities of a security risk. The 

simulation is shown in 5 different scenarios 

3.5. Risk Analysis and Evaluation 

Given the analysis carried out on the methodologies and 
security models, one of the most important and critical 
processes refers to the identification and evaluation of risk 
[14]. 

Within the existing methodologies and methods for the 
detection and evaluation of risks, MEHARI[9] and 
OCTAVE[36] are identified as the powerful methodologies 
that allow the evaluation and management of risks, with the 
objective of identifying, categorizing and prioritizing the 
probability and impact of risks on an asset or process, to 
determine the rate of security problems that risks can cause. 

Risk mitigation capacity is made up of several 
parameters[35], these parameters are defined on a 
quantitative scale defined between the values 0-10 in which 
the value 10 represents the highest value for each indicator. 

These numerical parameters are used to calculate the 
actual mitigation capacity of the system, which defines a 
simple formula for stable critical analyzes on security 
problems based on quantitative values, Formula 5 and 6. 

Through the use of the risk matrix, we will find the 
potential risks for the generation of actions that mitigate 
vulnerabilities, threats and information risks. 

4. Discussion 

In the analysis we carried out, there were cases of security 
prototypes that adopted a system similar to the one that we have 
proposed, a security model based on the Magerit methodology 
was applied to adapt the mitigation prototype. This made it easier 
for the system to identify vulnerabilities, threats and risks that 
could arise in the information systems, to have data security. 
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The proposed prototype does not define the costs for the 
implementation of the system; The costs will be according to the 
size of the company and the place where the proposal is 
implemented. 

In the article[49] algorithms were used to assess risks in a 
system, in the article[32] the probability of security incidents and 
the losses caused by security incidents allow us to find the value 
of the risks, in the article[39] algorithms were used to produce a 
risk treatment plan, selecting measures to reduce; to hold back; to 
avoid or transfer risks, in the article[11]. A risk management 
review and control model were used for information security. 

According to the information security models, it is necessary 
to carry out adequate risk management that allows knowing 
which are the main vulnerabilities that can affect the 
organization's information assets and which are the threats that 
could exploit the vulnerabilities found.  

In the simulations we have a security percentage of 
76.92%. In the simulations we have that the greater the 
number of risks and threats, the greater the probability that 
a security problem will occur.  
5. Future Work and Conclusions 

In the future, we proposed the application of security 
prototypes to mitigate vulnerabilities, threats and 
information risks for public and private organizations with 
a high rate of cyberattacks. 

It was concluded that the security prototype proposed for 
a commercial information system; It is security system 
suitable for public and private companies. In the simulation 
carried out, it was determined that if the number of risks 
and threats is high, there will be a greater probability that a 
problem will arise in the security of the system. 

According to the mitigation efficiency simulation of the 
prototype, the efficiency percentage can be high if there is 
good mitigation capacity in the system. 

In the first result, we include a concept map that shows 
us the mitigation efficiency formula of the prototype. In the 
second result, we conclude that each phase helps to avoid 
the loss of information in a commercial management 
system. In the third result, the algorithm was carried out to 
verify that our protocol is optimal against the risks that are 
obtained in a system with the proposed formula that we can 
verify. In the last result, the simulation showed us the 
chances of a security problem occurring given the number 
of threats and risks. 
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