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In the present contribution, a robust output H∞ control ensuring the stability, reliability and
security for nonlinear systems when actuator attacks (data deception attacks) occur. A new
design method based on the polytopic rewriting of the attacked system as an uncertain one
subject to external disturbances will be detailed. Robust polytopic state feedback observer sta-
bilizing controller based on the PDC (Parallel Distributed Compensation) polytopic framework
with disturbance attenuation for the obtained uncertain system will also be considered. The
obtained methodology is used to ensure the stability and security of a quadrotor/UAV subject to
stealthy actuator attacks. State and attacks estimations signals are given in order to highlight
the efficiency of the developed approach.

1 Introduction

Based on previous contribution [1], this paper is an extension of the
original work which aims to ensure a robust attitude stabilization of
a quadrotor subject to stealthy actuator attacks. The modelling and
control aspect were considered in this first contribution, where in the
following the observer design for both state and stealthy attacks is
added. Robust polytopic state feedback stabilizing controller based
on PDC (Parallel Distributed Compensation) polytopic framework
observer with disturbance attenuation (guaranted by the H∞ norm)
for the obtained uncertain system is also considered.

Design and implementing feedback control strategies that are
robust against cyber-attacks is of critical importance nowadays.
Assuming that the behavior of the system is driven via actuator
commands, the actuator data deception attack corresponds to a ma-
nipulation of an attacker on the communication channels between
the plant and the controller. The actuator commands are then cor-
rupted and it becomes necessary to integrate this data in the control
system design and make it as robust as possible to these stealthy
attacks.

The objective is then the design of a resilient control for a sys-
tem where an attacker corrupts control packets; and of course, to
detect and reduce/attenuate the effect of these corrupted signals on
the well-behaviour of the considered system.

In the following contribution, the novelty comparing the work

originally presented in [1] is about the estimation and robust control
part where both state and stealthy attacks are now estimated with an
H∞ disturbance attenuation property.

One solution in order to represent and implement heuristic
knowledge to control nonlinear systems when remaining the study
relatively simple consists in the use of the polytopic Takagi-Sugeno
(T-S) structure. Indeed, this representation was initially proposed
by [2] and [3], and proven its efficiency in various applications in
the past decades [4].

Based on the polytopic T-S approach, a number of most im-
portant issues in control systems have been addressed in the past
few years. These includes stability analysis [5], state and output
feedback control [6], [7], performances and robustness [8], [4], as
well as recently cyber-security [9]–[12].

Solving the considered problem (H∞ control of stabilization),
the nonlinear behaviour of the quadrotor, including stealthy attacks,
is represented in terms of an uncertain polytopic system subject
to bounded external disturbances. The stabilization and robust H∞
control, based on state estimation feedback is then deduced based on
classical Lyapunov theory leading to a set of matrices inequalities
(constraints) to solve. These constraints, solvable through convex
optimization techniques allows to obtain polytopic controllers and
observers that guarantee both stability and robustness of the closed-
loop system.

Indeed, this paper focuses on the problem of observer-based
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H∞ control for polytopic T-S systems under actuator data deception
attacks. Sufficient conditions for the simultaneous controller and
observer design with a desired H∞ disturbance attenuation level are
derived in terms of linear matrix inequalities wich can be easily
solved by using available software package (Matlab for example).

The present paper objective is to contribute to the cyber-
security and resilience design of Unmanned Aerial Vehicles
(UAVs). It is known that the wireless control used to moni-
tor drones makes them defenceless to a large variety of cyber-
attacks, which may have severe consequences on the system be-
haviour/security/integrity/performances.

In this contribution, stealthy attacks disturbing and destabilizing
the control and navigation system of the UAV are studied. We aim
to propose a robust control ensuring the safety and security of the
UAv despite these assaults.

This contribution strategy was previously developed for cyber-
attacks estimation [1], [10] and is now adapted to the quadrotor
robust control. The estimation of the system states and stealthy
signals will be given.

Considering the estimable premise variables, the attacked sys-
tem will be presented as an uncertain T-S model. Based the resulting
system, a PDC observer based control will be designed.

The paper organized as follows: a brief state of the art is pre-
sented in section 1; the system modelling with the actuator data
deception attack and the uncertain system representation are detailed
respectively in section 2 and 3. Section 4 is about the robust output
H∞ observe-based T-S controller. Section 5 is about the approach
illustration through an application to quadrotor attitude stabilization
with simulation results. The final section, 6 is about conclusion and
perspectives.

The applied methodology solving the considered problem is the
following:

1. The modelling aspect: such that the nonlinear behaviour and
threats attacks are both represented in a polytopic T-S form
based on the sector nonlinearity transformation (SNT); it is
important to note that in this representation, there is no ap-
proximation or any loose of information. The main advantage
of this method consists into an exact rewriting of the original
nonlinear equations.

2. In order to be able to implement the state feedback observer
based PDC H∞ control law, the main constraint in the ob-
tained model (5) is about the immeasurable state and time-
varying parameters present in the weighting functions hi &
µ j, and the control law. In order to overcome this difficulty, it
is imperative to standardize the system equations in order to
have only measurable and/or estimable premise variables. For
that, an uncertain representation of the system equations (5)
is proposed in section 3 in order to obtain a more convenient
model for the study; i.e. (19).

3. Based on the chosen structure for the observer and control law,
a robust H∞ T-S control of the nonlinear system is considered
in section 4. The objective, in addition to the system stabiliza-
tion, is to ensure an attenuation of the external perturbation,
guaranteed thanks to the H∞ norm.

4. The final step of our study would be the application of the
developed approach to our case study; i.e. the attitude stabi-
lization of the quadrotor.

.

2 System Modelling: a Polytopic represen-
tation

In the following section, based on the nonlinear state space model
of a system, a polytopic representation will be deduced applying the
sector nonlinearity approach (SNT).
Assuming that our system is subject to actuator data deception
attacks (modeled as unknown, but bounded, multiplicative time-
varying parameters); our nonlinear model under these attacks may
be represented by the following state space system equations: ẋ(t) =

r∑
i=1

hi(t)(Aix(t) + Bi(t)u(t))

y(t) = Cx(t)
(1)

s.t. matrices Bi(t) are defined as:

Bi(t) := Bi + Γ
uau(t) (2)

In this model, Bi is called the nominal input matrix (i.e. when none
attack occurring); Γu is known as the binary incidence matrix, which
indicates the data channels that can be accessed by the attacker; fi-
nally au(t) represents the actuator data corruption signal.
The stealthy signals au(t) are unknown (in terms of value), but
bounded (limits assumed to be known) au(t) ∈ [a2

u, a1
u]. Applying

the SNT transformation, the following representation is proposed:

au(t) = µ1(au(t))a1
u + µ2(au(t))a2

u (3)

with 
µ1(au(t)) =

au(t) − a2
u

a1
u − au

2

µ2(au(t)) =
a1

u − au(t)
a1

u − au
2

(4)

µ1(au(t)) + µ2(au(t)) = 1, ∀t

The equations (1) of the attacked system is then rewritten as:
ẋ(t) =

r∑
i=1

2∑
j=1

hi(t)µ j(t)(Aix(t) + Bi ju(t))

y(t) = Cx(t)

(5)

s.t. B j
i (t) are defined as:

Bi1 = Bi + a1
uΓu, Bi2 = Bi + a2

uΓu; i = 1, 2 (6)

3 Uncertain System Representation
Based on contributions [11] and [12], where the data deception
representation of cyber-attacks via a time-varying model and thanks
to a polytopic form of an uncertain system representation, a state
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and actuator data deception attacks observer is proposed and given
by the following equations:

˙̂x(t) =
r∑

i=1

2∑
j=1

hi(x̂(t))µ j(âu(t))(
Ai x̂(t) + Bi ju(t) + Li j(y(t) − ŷ(t))

)
˙̂au(t) =

r∑
i=1

2∑
j=1

hi(x̂(t))µ j(âu(t))

(Ki j(y(t) − ŷ(t)) − αu
i jâ

u(t))
ŷ(t) = Cx̂(t)

(7)

s.t. Li j ∈ R
nx×m, Ku

i j ∈ R
n×m and αu

i j ∈ R
n×n are solution of a

LMI-H∞2 attenuation conditions ensuring both estimation errors
for the states and malicious input parameters to converge to zero.
Let us now define the estimation errors ex(t) and eau (t) (for the state
and cyber-attacks) as:

ex(t) = x(t) − x̂(t)
eau (t) = au(t) − âu(t) (8)

The system equations (5) can be rewritten as follows [13], [11]:
ẋ(t) =

r∑
i=1

2∑
j=1

[hi(x̂(t))µ j(âu(t))(Aix(t) + Bi ju(t))+

δi j(t)(Aix(t) + Bi ju(t))]
y(t) = Cx(t)

(9)

with δi j(t) are defined by the following equations:

δi j(t) = hi(x(t))µ j(au(t)) − µi(x̂(t))µ j(âu(t)) (10)

satisfying:
−1 ≤ δi j(t) ≤ 1 (11)

Let us introduce now:

∆A(t) =
r∑

i=1

2∑
j=1

δi j(t)Ai = AΣ(t)EA (12)

∆B(t) =
r∑

i=1

2∑
j=1

δi j(t)Bi j = BΣ(t)EB (13)

with

A =

[
A1 A1︸      ︷︷      ︸

2 times

. . . Ar . . . Ar︸             ︷︷             ︸
2 times

]
(14)

B =
[
B1

1 . . . B2
r

]
(15)

Σ(t) = diag(δ11(t), . . . , δr2(t)), (16)

EA =
[

Inx . . . Inx

]T
, EB =

[
Inu . . . Inu

]T
(17)

Thanks to (11) and definitions (16), we have:

ΣT (t)Σ(t) ≤ I (18)

Using the above definitions (12)-(17), system (11) is then written as
an uncertain system given by:

ẋ(t) =
r∑

i=1

2∑
j=1

hi(x̂(t))µ j(âu(t))

((Ai + ∆A(t))x(t) + (Bi j + ∆B(t))u(t))
y(t) = Cx(t)

(19)

4 Robust Output H∞ T-S Control
The objective in the following section is to determine polytopic T-S
controller and observer gains ensuring that:

• The system given by (19) is asymptotically stable in the pres-
ence of data deception attacks.

• The attenuation of the external perturbations like (i.e. actuator
attacks) is guaranteed by the H∞ norm. i.e. find for a given
scalar γ > 0, an observer (7) and a PDC controller (20) such
that the attenuation condition (26) is satisfied. The resulting
conditions to be solved will be given in Lemma 2.

Considering the nonlinear system subject to data deception at-
tacks given by the system equations (1), and the polytopic T-S
observer to estimate the unmeasurable state variables and unknown
time-varying parameter (actuator attack signal au(t)) given by sys-
tem equations (7) with the following PDC (Parallel Distributed
Compensation) controller defined by:

u(t) = −
r∑

k=1

hk(x̂(t))Ωk x̂(t) (20)

By combining the uncertain system equations (19), the observer
equations (7), the polytopic PDC controller and the estimation er-
rors definitions (8), the following uncertain system with bounded
external disturbances is obtained:

ẋa(t) =
r∑

i=1

2∑
j=1

r∑
k=1

hi(x̂)µ j(âu)hk(x̂)(Φi jk xa(t) + Ψi jω(t)) (21)

s.t. xa(t) =
(

x(t) ex(t) eau (t)
)T

represents the augmented (ex-

tended) state vector; ω(t) =
(

au(t) ȧu(t)
)T

represents the exoge-
nous input (signal attack au(t) and its derivative), supposed unknown
but bounded.
Matrices Φi jk and Ψi j are defined as follows:

Φi jk =


Φ1

i jk (Bi j + ∆B(t))Ωk 0
∆A(t) − ∆B(t)Ωk Ai − Li jC 0

0 −Ki jC −αu
i j

 (22)

with Φ1
i jk = Ai − Bi jΩk + ∆A(t) − ∆B(t)Ωk and

Ψi j =


0 0
0 0
αu

i j I

 (23)

From (21) and the system output equation (1), the resulting closed-
loop system becomes:(

ẋa(t)
y(t)

)
=

r∑
i=1

2∑
j=1

r∑
k=1

hi(x̂)µ j(âu)hk(x̂)(
Φi jk Ψi j

C 0

) (
xa(t)
ω(t)

) (24)

s.t.
y(t) = Cx(t) =

(
C 0 0

)
xa(t) = Cxa(t) (25)

Before presenting the stabilization and control conditions, the fol-
lowing definition and lemma are remembered:
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Definition 1 Given a positive scalar γ, the system equation (24) is
said to be stable with H∞ attenuation level γ if it is exponentially
stable with: ∫ 0

∞

{(yT (t))∞(y(t))∞ − γ2ωT (t)ω(t)}dt < 0 (26)

where γ is the desired level of disturbance attenuation.

Lemma 1 Based on Lyapunov theory, the continuous-time system
(24) is stable with an H∞ disturbance attenuation γ if there exists a
positive symmetric matrix P = PT > 0 s.t. Φ

T
i jkP + PΦi jk PΨi j C

T

∗ −γ2I 0
∗ ∗ −I


i,k=1,...,r, j=1,2

< 0 (27)

In order to relax the stability conditions given in Lemma 1, the
following formulation is proposed [14], [4]:

Lemma 2 [15] For a given positive scalar γ, if there exist matrices
P, Zi jk, where P = PT > 0 and Zi ji are symmetrical, Zk ji = ZT

i jk,
i , k, i, k = 1, . . . , r, j = 1, 2 satisfying the following matrix inequal-
ities, then for the uncertain polytopic T-S system (19), the controller
(20) makes the H∞ norm of fuzzy system (24) less that γ[

ΦT
i jiP + PΦi ji PΨi j

∗ −γ2I

]
i=1,...,r, j=1,2

< Zi ji (28)

[
(∗)T P + P(Φi jk + Φk ji) 2PΨi j

∗ 2ΨT
i jP

]
i,k, j=1,2

< Zi jk + Zk ji (29)


Z1 j1 . . . Z1 jr C

T

...
. . .

...
...

Zr j1 . . . Zr jr C
T

C . . . C −I


j=1,2

< 0 (30)

By replacing Φi jk and Ψi j by their expressions, with some change of
variables and classical linearization procedure (Schur’s complement
and bounded real lemma), the obtained constraints can be easily
solved using convex optimization tools and/or the use of a dedicated
resolution tool for bilinear constraints like the PenBMI Matlab tool-
box (see [16], [17] and [18] for some examples). The proposed
solution presents the advantage of a simultaneous design of both
the controller and the observer gains using a single-step procedure
rather that a classical two-steps procedure of resolution like the one
presented in [19].

5 Numerical Example
In the following, let us consider the study case of a dynamic model-
ing and control for quadrotor.
The objective of this work is to ensure the quadrotor safe behaviour
and stabilization via an observer based control design. Indeed,
stealthy actuator attacks aiming to disturb and destabilize the con-
trol and navigation system of the UAV are here considered. These
attacks are modeled as unknown but bounded time-varying signals

affecting the system matrix B(t).
The first step to this aim will be the quadrotor Polytopic modelling;
then, considering the actuator stealthy attacks, the resulting system
(attacked one) will be written as an uncertain one, as detailed in
previous sections . The proposed control and observer design ap-
proach will be then applied to illustrate the its efficiency thanks to
simulation results.

5.1 Polytopic Model of a UAV

In this section, we address the polytopic T-S modelling of a UAV.
The considered representation is used in order to rewrite the nonlin-
ear behaviour of the quadrotor into a polytopic-Multiple Model way,
without any linearisarion, loss of information or approximation. The
nonlinear dynamic of the quadrotor is given by the following model:

ϕ̈(t) =
1
Ix

[
(Iy − Iz)θ̇ψ̇ − K f axϕ̇

2 − Jr θ̇Ω + l U2

]
θ̈(t) =

1
Iy

[
(Iz − Ix)ψ̇ϕ̇ − K f ayθ̇

2 − Jrϕ̇Ω + lU3

]
ψ̈(t) =

1
Iy

[
(Ix − Iy)θ̇ϕ̇ − K f ayψ̇

2 + lU4

] (31)

s.t. Ω is given by Ω = ω1 − ω2 + ω3 − ω4. The motors control
inputs, denoted Ui, i = 1, 2, 3, 4, are given as a function of the rotors
angular velocities as follows:

U1
U2
U3
U4

 =


Kt Kt Kt Kt

−Kt 0 Kt 0
0 −Kt 0 Kt

Kd Kd Kd Kd



ω2

1
ω2

2
ω2

3
ω2

4

 (32)

The angles (given in [rad]), ϕ, θ and ψ represent the Roll, Pitch, and
Yaw angles respectively.
We denote the moment of inertia among axes x, y and z as Ix, Iy and
Iz respectively.
Jr, Kt and Kd are the rotor inertia, propeller thrust and drag coeffi-
cients and K f ax, K f ay, K f az the frictions’ aerodynamic coefficients.
Interested readers can see [1] and [20] for more calculation details.
From the SNT tranformation, the nonlinear system model (31) can
be in a straightforward way written as a quasi-LPV model given by:{

ẋ(t) = A(t)x(t) + B(t)u(t)
y(t) = Cx(t) (33)

with suitable state, output and input vectors:

x(t) =
(
ϕ θ ψ ϕ̇ θ̇ ψ̇

)T

y(t) =
(
ϕ θ ψ ϕ̇ θ̇ ψ̇

)T

u(t) =
(
ω1 ω2 ω3 ω4 ω2

1 ω2
2 ω2

3 ω2
4

)T

the state matrices are given by:

A(t) =



0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1
0 0 0 −

K f ax

Ix
ϕ̇ 0 Iy−Iz

Ix
θ̇

0 0 0 0 −
K f ay

Iy
θ̇ Iz−Ix

Iy
ϕ̇

0 0 0 Ix−Iy

Iz
θ̇ 0 −

K f az

Iz
ψ̇


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C = I6

and

B(t) =



0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

Jr
Ix
θ̇ −

Jr
Ix
θ̇ Jr

Ix
θ̇ −

Jr
Ix
θ̇ −l Kt

Ix
0 l Kt

Ix
0

−
Jr
Iy
ϕ̇ Jr

Iy
ϕ̇ −

Jr
Iy
ϕ̇ Jr

Iy
ϕ̇ 0 −l Kt

Iy
0 l Kt

Iy

0 0 0 0 l Kd
Iz

−l Kd
Iz

l Kd
Iz
−l Kd

Iz


Presuming that the variation of angular velocities occurs between
known minimum and maximum values, and applying the SNT ap-
proach [2], [5], [7], when choosing the following premise variables:

z1(t) = ϕ̇, z2(t) = θ̇, z3(t) = ψ̇

the resulting polytopic model is then deduced: ẋ(t) =

r∑
i=1

hi(t)(Aix(t) + Biu(t))

y(t) = Cx(t)
(34)

5.2 Uncertain System Modelling under Attacks

In the previous subsection, and for the nominal case (no attacks), the
polytopic model of the quadrotor-UAV (34) was deduced from its
nonlinear dynamics. In the following, the data deception signal will
be included and, the global system under attacks will be represented
as an uncertain system.
The quasi-LPV system (34) under actuator attacks may be repre-
sented as the following: ẋ(t) =

r∑
i=1

hi(t)(Aix(t) + Bi(t)u(t))

y(t) = Cx(t)
(35)

where Bi(t) is given by:

Bi(t) := Bi + Γ
uau(t) (36)

Based on the results presented in section 3, the system and attacks
observer is given by the system equations (7), and the nonlinear
system subject to actuator attacks is modeled thanks to system (19).
The objective now is to apply the proposed approach in order to
design the robust control law (20) and the observer gains.

5.3 Simulation results

The designed observers and controller are implemented and tested
through a numerical simulation of a quadrotor robust attitude stabi-
lization despite stealthy actuator data deception attacks.
The design goals and the controller structure (20) based on the
state feedback control law is applied to the the nonlinear system
equations (33) and (35) subject to the actuator stealthy attacks (36).
The control gains are obtained by applying the developed polytopic
approach given in Lemma 2 and solving the LMI constraints (28),
(29) and (30).

The resulting figures illustrate the stability, robustness and conver-
gence of the system states regarding the attacks.
The state, their estimates and estimations error are illustrated in the
following figures:

Figure 1: System states estimation errors

Figure 2: System states estimation errors

Figure 3: System states estimation errors

www.astesj.com 82

http://www.astesj.com


The stealthy attack signal au(t) and its estimate is represented in
figure 4.

Figure 4: Stealthy attack signal

From the obtained results, one can conclude to the effectiveness
of the proposed approach.
Indeed, the system states (angles and velocities) are converging
asymptotically despite the stealthy attacks (unknown behaviour),
where the estimation errors for both states and data deception at-
tacks tend to zero for the state and with an attenuation level γ for
the stealthy signal.

6 Conclusion
This paper contribution aimed to propose a polytopic Takagi-Sugeno
strategy for the modelling and H∞ robust control of a quadrotor sub-
ject to stealthy actuator attacks. The attacked UAV system under
attacks was modeled as an uncertain polytopic T-S fuzzy one; which
allowed us to generalize existing results for the state feedback ob-
server based control design.
The nonlinear system was represented under an uncertain shape
(with observable premise variables) allowing the implementation
of the observer and control design. The attenuation of the external
like perturbation (attack) was guaranteed thanks to the H∞ norm.
Numerical simulations were given in order to illustrate the effective-
ness of the proposed approach. As an extension of this work, a real
application example is also under investigation.
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