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 Public organizations are subjected to a complex security situation, which can be addressed 
by permanently strengthening and evaluating their cybersecurity capabilities. The objective 
of this research is to develop a model to identify the cybersecurity management capacity of 
public organizations. The deductive method was applied for the review and analysis of 
criteria, factors and variables related to cybersecurity capacity in public organizations. It 
resulted in a model to identify the Cybersecurity Management Capacity of public 
organizations, with its process to assess and categorize organizations according to their level 
of cybersecurity capacity. It was concluded that public organizations from developed 
countries in cybersecurity such as Spain have better capacities (greater than 60% CMC) than 
less developed countries such as Ecuador (less than 60% CMC), due to the cybersecurity 
context where these organizations operate. To obtain a high level of cybersecurity, public 
organizations must have the support of the governments of the different political divisions of 
a country, as well as permanent international collaboration in the field of cybersecurity. 
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1. Introduction 

Security problems in public organizations in Ecuador are 
persistent; the authors propose a model based on strategic planning 
for the evaluation of information security [1]. 

Cyberattacks and the consequences suffered by organizations 
increased by 50% in 2021 [2]. Security and risk assessment tools 
are required to develop digital economies capable of coping with 
and recovering from challenging situations [3]. Cyber threats are 
now sophisticated and advanced, with greater impact and on a 
global scale, cyber risk has evolved and this implies that 
organizations and their capabilities to deal with these threats must 
also evolve; More than 4,000 ransomware attacks occur daily, with 

financial losses of USD 265 billion, with an average system outage 
time of 19 days [4]. 

Given the complex security situation to which organizations 
are subjected, their capacities must be strengthened, with a holistic, 
proactive approach to prevention, permanently evaluating 
investments in security [5]. Organizations must work based on a 
well-articulated, shared strategic vision of IT, with a structure 
capable of ensuring improvements by making efficient use of 
available resources[6]. In addition to a strategic vision, controls 
must be implemented to ensure the information of the information 
and critical assets of the organization [7]. It is important that 
organizations have models, methodologies and tools to evaluate 
information security, to avoid suffering damages due to the 
intensification of sophisticated cyber-attacks [8]. 

Ecuador has a low level of capacity to combat cybercrime, 
related to a high rate of registered incidents according to statistics 
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from national and international organizations [9]. Ecuador Digital 
is the strategy to transform the country into an information and 
knowledge society, implementing digital government, the 
efficiency of public administration and digital adoption in the 
social and economic sectors, through three pillars: connectivity, 
efficiency and cybersecurity. and innovation and competitiveness 
[10]. 

The countries of Latin America are highly exposed to cyber 
attacks, due to their multiple deficiencies in the regulatory and 
institutional framework, infrastructure and other aspects, which is 
why they have a low level of cybersecurity capacity, although they 
have made efforts to improve these capabilities [11]. One of the 
significant advances for cybersecurity in Latin American countries 
is the Network of Cyber Incident Response Teams (CSIRTs) for 
the member states of the Organization of American States (OAS), 
in Ecuador it is called EcuCERT [12]. 

The European Union (EU) is one of the blocks with the greatest 
development of cybersecurity capabilities, it has defined strategies 
and objectives that member countries must meet, they are aware of 
the importance of the external context, both national and 
supranational, to strengthen their ability to cybersecurity [13]. 

The objective of this research is to develop a model to identify 
the cybersecurity management capacity of public organizations. 

Why is it necessary to measure the cybersecurity capacity of 
public organizations? 

It is necessary to identify the cybersecurity management 
capacity to know the current information security situation of 
public organizations, so that through a strategic IT perspective, the 
organization can constantly improve cybersecurity and maintain 
itself at an optimal level that allows preventing and mitigating 
risks. and cyber threats. 

Considering the main factors of cybersecurity, used by 
organizations and states around the world, implies improving and 
adding capabilities that guarantee the Confidentiality, Integrity, 
and Availability of information and protect your critical IT assets. 

The assessment of compliance with each of the criteria for each 
cybersecurity factor allows us to identify the capabilities that the 
organization has, which must be improved with a strategic vision. 

In this process, the deductive method and exploratory research 
are used for the analysis of information related to cybersecurity 
capacity. 

The main results obtained are: A management model for 
cybersecurity based on strategic planning; process and matrices for 
the evaluation of the Cybersecurity Management Capacity. 

Public organizations from developed countries in cybersecurity 
such as Spain have better capacities (greater than 60% CMC) than 
less developed countries such as Ecuador (less than 60% CMC), 
due to the cybersecurity context where these organizations operate. 
Hence, to obtain a high level of cybersecurity, public organizations 
must have the support of the governments of the different political 
divisions of a country, as well as permanent international 
collaboration in the field of cybersecurity. 

Managing cybersecurity optimally involves starting with 
strategic planning that allows directing the resources and 

capabilities available to achieve the objectives established for the 
organization. 

2. Materials and methods 

2.1. Materials 

The works that served as the basis for determining the main 
cybersecurity factors and variables in organizations are the 
following: 

They define the cybersecurity culture, the main contributing 
factors and the metrics to evaluate organizations [14]. They 
evaluate the management of information security in public 
organizations [15]. To improve cybersecurity in public 
organizations, they recommend implementing a culture of 
Information Security [16]. They propose a conceptual model with 
a set of metrics to improve the efficiency of information security 
tasks [17]. Presents two models for the development of an 
information security assessment system for organizations [18]. 
Established a model of management success factors for 
information security in organizations [19]. They developed a 
security maturity model for organizations considering factors such 
as technology, people and infrastructure [20]. They recognize the 
key success factors of information security in organizations [21]. 
They analyzed how cybersecurity in organizations improves 
through the use of international standards and specific laws of a 
country [22]. They presented a conceptual model to manage the 
identity of the database of a public organization [23]. They present 
a prototype of a tool for security analysis and protection of 
organizations by joining component fault tree models and attack 
trees [24]. 

The levels of corruption in the local, national and international 
context are negatively related to the efficiency of investments in 
organizations. Some indicators that make it possible to measure 
corruption at the country level are the Corruption Perception Index 
(CPI) of Transparency International, the Corruption Control Index 
(CCI) of the World Bank and the Corruption Index of the 
International Country Risk Guide [25]. 

2.1.1 Internal factors 

In Table 1, we differentiate 4 internal factors, the first is the 
"Strategic" factor, which must start with the Strategic Planning of 
Information Security, in order to protect the public organization 
from cybersecurity risks and threats; In this way, the entire 
organization is aligned to the mission, vision and defined strategic 
objectives, which end in the execution of projects in each of the 
areas, considering all strategic, tactical and operational 
organizational levels. Within any strategic management it is 
important to know the current state of cybersecurity of the 
organization, to know what we must improve, always with the 
support of senior management, creating an organizational culture 
of security that includes all staff [26]. 

Table 1: Internal factors 

Factor Detail Reference 
Strategic Safety culture and 

awareness, align 
senior management, 
management 

[14,16,19,21] 
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support, security 
policy, training and 
awareness 

Technology, 
infrastructure and 
resources 

Resources, 
hardware y software 

[15,19] 

Organization / 
Management 

Procedure and 
organization, norms, 
international 
standards, best 
practices, controls 

[15–17, 19, 20, 
22, 23] 

Continuous 
improvement 

Continuous 
improvement, risk 
assessment, security 
measurement, 
auditing, security 
analysis and 
protection 

[17,18,20,23,24] 

We call the other group of variables "Technology, 
infrastructure and resources", which are essential to operate and 
implement any management or project in the organization, such as 
human, technological, material resources, among others, as well as 
the physical infrastructure, networks, etc. 

We call the third group of variables in the "Organization / 
Management" factor, which are the different organizational 
structures that obey the strategic need, which allows managing and 
controlling, considering the "Technology, infrastructure and 
resources" factor; includes processes and procedures, considering 
international standards and best practices, such as ISO/27001, 
ITIL, COSO, etc. 

We call the fourth group of variables the “Continuous 
Improvement” factor; which is the implementation of a permanent 
management system, which ensures the control and monitoring of 
the operation of the controls and procedures carried out, as well as 
the constant improvement of what is working incorrectly to 
achieve the protection desired by the organization. 

2.1.2. External factors 

Public organizations are not isolated entities, they carry out 
their operations within a context that will affect their security[27]. 
The laws, state policies and other actions to curb cybercrime in 
each community, city or country, together with international 
cooperation, can positively or negatively affect the cybersecurity 
of an organization[15]. There is evidence that links the 
development of a good cybersecurity strategy in a country and the 
effective use of public resources can improve the cybersecurity of 
organizations[28]. We have called these external factors that affect 
the cybersecurity of public organizations: local, national and 
international context. 

An effective cyber security approach must involve all levels of 
government, according to the political division of each country; 
Cyberspace is constantly evolving, as are attacks, threats and risks, 
which is why governments need to build resilient cybersecurity at 
all levels, so as not to be an easy target[29]. 

Cybersecurity Capacity Maturity Model for Nations (CMM), 
developed by the Global Cybersecurity Capacity Center (GCSCC), 

at the University of Oxford, uses 5 dimensions: “Cybersecurity 
Policy and Strategy”, “Cyber Culture and Society”, “Education, 
Training and Skills in Cybersecurity”, “Legal and Regulatory 
Frameworks” and “Standards, Organizations and Technologies”. 
According to the 2020 Cybersecurity report of the Organization of 
American States, for the countries of Latin America and the 
Caribbean, the average maturity level is low, between 1 and 2, out 
of 5 levels of the CMM[30]. 

The Global Cybersecurity Index (GCI), is an initiative of the 
International Telecommunication Union (ITU) of the United 
Nations (UN), is based on 5 pillars: "legal measures", "technical 
measures", "organizational measures ”, “capacity development 
measures” and “cooperation measure”[31]. If we review the GCI 
ranking, the first 10 positions are: first place United States 100; 
second place United Kingdom and Saudi Arabia 99.54; third place 
Estonia 99.48; fourth place Korea, Singapore and Spain 98.52; 
fifth league Russia, Arab Emirates and Malaysia 98.06; sixth place 
Lithuania 97.93; seventh place Japan 97.82; eighth place Canada 
97.67; ninth place France 97.6; 10th place India 97.5. Europe is the 
continent with the best positioned countries, we have 6 in the top 
10. 

The National Cyber Security Index (NCSI) measures the 
Cybersecurity of countries considering 12 indicators: 
"Development of cybersecurity policies", "Analysis and 
information on cyber threats, Education and professional 
development", "Contribution to global cybersecurity", Protection 
of digital services”, “Protection of essential services”, “Electronic 
identification and trust services”, “Protection of personal data”, 
“Response to cyber incidents”, “Cyber crisis management”, “Fight 
against cybercrime” and “Military cyber operations”[32]. In the 
NCSI ranking, the first 10 countries belong to Europe, led by 
Greece 96.10, Lithuania 93.51, Belgium 93.51, Estonia 93.51, 
Czech Republic 92.21, Germany 90.91, Romania 89.61, Portugal 
89.61, Spain 88.31 and Poland 87.01, which shows the progress of 
the European Union on cybersecurity issues. 

2.2. Methods 

2.2.1. First phase 

A search was made for the information available on official 
websites and scientific databases on factors and variables that 
public organizations have used to analyze cybersecurity. The most 
common security problems suffered by organizations and their 
limitations to face cyber attacks were reviewed. Then the factors 
were analyzed and categorized into two groups, external and 
internal, related to the cybersecurity of public organizations. 

2.2.2 Second phase 

A conceptual model was designed to allow the evaluation of 
cybersecurity management capacity (CMC), based on the main 
internal and external factors found in the first phase, with a 
strategic approach, considering that it is one of the main 
deficiencies in organizations. 

In order to quantify the cybersecurity management capacity of 
an organization, a calculation process was defined and 
measurement scales were created for the 5 fundamental factors of 
the conceptual model designed, based on variables that we can 
value found in the scientific literature and the practice of public 
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organizations. The calculation of CMC of an organization will be 
determined by the average of the evaluation of internal and 
external factors, both have the same weight. 

For the factor criteria assessment scale, a standard scale 
between 0-10 is considered to obtain more precise results[33]. 

2.2.3. Third phase 

To validate the Cybersecurity Management Capacity model, 
organizations in two different cybersecurity contexts or levels 
were assessed, the first context in a country developed in 
cybersecurity, belonging to the European Union and Spain, 
because it is within the top 10 both in the GCI index and in the 
NCSI. For the second context to compare, we have a country that 
still does not achieve good levels of cybersecurity, belonging to 
Latin America, such as Ecuador. For each context, three typical 
public organizations are simulated, with high, medium and low 
levels of cybersecurity management capacity. 

To assess the external factor of the local, national and 
international context, the GCI 2020 ranking is taken into account, 
with 194 participating countries, where Spain is in position 4 with 
98.52% and Ecuador is in position 119 with 26.30%[31]. To assess 
the level of corruption criterion, we use the Corruption Perception 
Index (CPI) 2021, with 180 participating countries, where Spain is 
ranked 34 with 61 points and Ecuador is ranked 105 with 35 
points[34]. 

3. Results 

The following results were obtained: 

3.1. Cybersecurity management capacity model 

Figure 1 shows the cybersecurity management capacity model 
(CMC), which groups 5 important factors found in the literature, 4 
internal factors related to the capacities of the public organization 
and 1 external factor, related to the environment or context in 
which that the organization develops, which depending on the 
country can be more or less levels, depending on the respective 
political organization. This model proposes through the first 
"Strategic" factor, a perspective of IT strategic planning, which 
contemplates cybersecurity, to direct the organization to the 
achievement of its proposed objectives; For this, it must be based 
on the factors "Technology, infrastructure and resources", 
"Organization and Management", "Continuous Improvement" and 
"Local, National and International Context". 

The mathematical model to calculate the % CMC will be given 
as follows: 

 

n

j
j 1

i

c
F

n
==

∑
 (1) 

 1 2 3 4 5%CMC 1.25F 1.25F 1.25F 1.25F 5F= + + + +  (2) 
where: 

% CMC, is the measurement of the Cybersecurity Management 
Capacity of the public organization. With this % an organization 
can be categorized using Table 4. 

F, is the assessment of each factor from i=1 to 5, according to 
Table 2. Each factor F is calculated by means of the average of the 
assessment of its criteria. 

c, is the evaluation of the criteria with a score from 0 to 10, 
according to Table 3. For each factor F there can be criteria from 
j=1 to n. 

 

Figure 1: Cybersecurity Management Capacity Model 

3.2. Process to quantify the CMC 

In order to apply the CMC conceptual model and quantify the 
measurement, for each factor we established criteria to be 
evaluated for a public organization. Table 2 shows these factors 
with their respective criteria, which have been improved 
accordingly [1], For the internal factors, practical criteria used in 
public organizations were considered, for the external factor we 
considered the 5 dimensions of the CMM model and a criterion of 
corruption levels was added[25]. We also defined the assessment 
scale for each factor criterion, which can be seen in Table 3; This 
scale starts from 0 to 3, which meets little or nothing, until 
reaching 9 to 10, where it meets all of that criterion, which is the 
maximum score that a one-factor criterion can have. 

Table 2: Evaluation factors and considerations 

Factor Evaluation criteria 
1. Strategic 1. Strategic IT planning. 

2. 2. Support from senior management. 
3. 3. Organizational culture of Safety. 
4. 4. Projects and action plans at the 

strategic, tactical and operational levels. 
2. Technology, 
infrastructure and 
resources 

1. Appropriate systems and technology. 
2. Adequate IT infrastructure. 
3. Sufficient human, financial, material and 

technological resources. 
3. Organization 

/ 
Management 

1. Efficient and flexible organizational 
structure. 

2. Control and management of all critical IT 
processes and assets. 

3. International norms and standards, best 
IT Practices. 

4. Control and management of IT strategic 
planning projects. 

4. Continuous 
improvement 

1. Incident and nonconformity 
management system. 
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2. Control and monitoring of incidents and 
nonconformities. 

3. Strategic planning considers reported 
incidents and nonconformities. 

5. Local, 
national and 
international 
context 

1. Cybersecurity Policy, Strategy and 
Resilience. 

2. Culture of Cybersecurity in Society. 
3. Education, Training and Skills in 

Cybersecurity. 
4. Legal and Regulatory Frameworks and 

International Cooperation. 
5. Standards, Organizations and 

Technologies. 
6. Level of corruption. 

Once all the criteria have been assessed, the average of each 
factor is calculated, to then determine the final weighted average 
of the 5 factors. In Table 4 we can see the 5 levels of the CMC 
model that a public organization can be categorized; starting from 
the "Initial", "Formative", "Administered", "Strategic" level, and 
ends with the highest level "Optimized", which should be the 
cybersecurity objective that a public organization must achieve. 

Table 3: Factor Criteria Rating Scale 

Scale Value Valuation Criterion 
Very high (9 – 10] Meets all 
High (7 – 9] Meets most 
Medium (5 – 7] Partially complies 
Low (3 – 5] Fulfills something 
Very low [0 – 3] Little or no compliance 

Table 4: CMC rating scale (In Organizations) 

Scale Value range Assessment 
optimized (80 - 100] Prepared  
strategic (60 - 80] Consenting  
managed (40 - 60] Vulnerable  
formative (20 - 40] Danger 
Initial [0   - 20] Helpless  

 

 
Figure 2: Process to calculate the Cybersecurity Management Capacity 

Table 4 shows the CMC assessment scale, which categorizes 
an organization into 5 levels of capacity, similar to the CMM 
model; each level corresponds to 20% and goes from the Initial 
level that has a low assessment of the 5 factors, therefore, it is a 
defenseless organization, prone to attacks. The last level, on the 
other hand, speaks of an organization with a high rating in the 5 
factors, which is prepared to prevent and combat any cyber-attack. 
Figure 2 shows the process for calculating the CMC; It consists of 
4 stages: the assessment of the criteria for each factor considering 
Table 2 and 3, calculation of the average of the criteria 
assessments for each factor, calculation of the final average based 
on each factor and categorization of the organization according to 
the CMC of according to Table 4. 
3.3. Validation of the CMC model 

The validation of the CMC model of 2 different contexts Spain 
and Ecuador was carried out: 
3.3.1 Simulation of public organizations in Spain 

Table 5 shows the final averages of each of the 5 factors for the 
simulation of 3 public organizations with High, Medium and Low 
levels of internal factors of the CMC model for the context of 
Spain. In Fig. 3 the results of the 3 organizations in Spain, where 
the red color represents the lack of CMC. 
3.3.2. Simulation of public organizations in Ecuador 

Table 6 shows the final averages of each of the 5 factors for the 
simulation of 3 public organizations with High, Medium and Low 
levels of internal factors of the CMC model for the Ecuadorian 
context. In Fig. 4 the results of the 3 organizations from Ecuador, 
where the red color represents the lack of CMC. 

Table 5: Spain context simulation 
Factor High Medium Low 

1. Strategic 8.90 6.55 2.25 
2. Technology, 

infrastructure and 
resources 

9.50 5.68 3.14 

3. Organization / 
Management 

9.20 6.79 2.88 

4. Continuous 
improvement 

8.80 6.23 2.67 

5. Local, national and 
international 
context 

9.23 9.23 9.23 

Final percentage 91.63% 77.69% 59.80% 
Category Optimized Strategic Managed 

Table 6: Ecuador context simulation 
Factor High Medium Low 

1. Strategic 8.90 6.55 2.25 
2. Technology, 

infrastructure and 
resources 

9.50 5.68 3.14 

3. Organization / 
Management 

9.20 6.79 2.88 

4. Continuous 
improvement 

8.80 6.23 2.67 

5. Local, national and 
international 
context 

2.78 2.78 2.78 

Final percentage 59.38% 45.44% 27.55% 
Category Managed Managed Formative 
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Figure 3: Simulation of public organizations in the context of Spain 

 
Figure 4: Simulation of public organizations in the Ecuadorian context 

Fig. 3 shows the result of the simulation of the 3 organizations 
in the context of Spain, according to Table 5, the first with a 
valuation of high internal factors (Optimized), the second with 
medium factors (Strategic) and the third with factors low 
(Managed). For each organization, the graph resembles an onion 
because it has several layers, in the heart or center is the public 
organization, which is protected by the layer of internal factors of 
the CMC model, then there are several layers that belong to 
external factors, defined as a local, national and international 
context, the number of layers will depend on the political division 
of each country where the organization is located. We can see that 
the external factor of Spain greatly supports organizations in their 
cybersecurity management capacity, the parts marked in red 
represent the lack of capacity for each factor, which for the 
context of Spain are few. 

Fig. 4 shows the result of the simulation of the 3 organizations 
in the context of Ecuador, according to Table 6, the first with a 
valuation of high internal factors (Administered), the second with 
medium factors (Administered) and the third with factors low 
(Formative). We can see that the external factor of Ecuador does 
little to support organizations in their cybersecurity management 

capacity, the parts marked in red represent the lack of capacity for 
each factor and for this context in Ecuador there are many. 

6. Discussion 

A conceptual model is presented to determine the 
Cybersecurity Management Capacities in public organizations 
based on the most important factors found in the literature, both 
internal and external, where both groups of factors have the same 
weight. The 4 internal factors, "Strategic", "Technology, 
infrastructure and resources", "Organization / Management" and 
"Continuous improvement", form the first cybersecurity protective 
shield for the organization. The external factor "Local, national and 
international context" forms the following cybersecurity protective 
shield, which must work closely related to the internal factors of 
the organization, to achieve an "Optimized" category, which 
defines that the organization is prepared to face the possible 
computer attacks. 

We can see in Figures 3 and 4 the simulation of organizations 
in 2 different contexts, such as Spain with excellent cybersecurity 
capabilities and Ecuador with limited cybersecurity capabilities. 
The results of the model show that, despite having similar internal 
factors in both contexts, the external factor makes the CMC 
superior for organizations in Spain, categorized as "Optimized" 
and "Strategic", while for Ecuador the CMC shows organizations 
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with problems in cybersecurity capacity, which can only be 
categorized as "Managed" and "Formative". This implies that in 
order to achieve optimal cybersecurity management capabilities, 
organizations have to strengthen not only internal factors, but also 
the external factor, which is the context in which the organization 
operates. The CMC model can be an important tool to know the 
current state of cybersecurity management capacity of 
organizations and to carry out periodic analyzes of the progress 
made to improve cybersecurity. 

The proposed CMC model was developed from the perspective 
of assessing capabilities, based on the information that we know 
with certainty and have available, both internally and externally, 
from the context where the organization operates, which are 
actions of the different levels of government of a country and the 
international community. A large number of works reviewed in the 
literature maintain the perspective of evaluating cyber risk, based 
on unknown information, using probabilities of possible incidents 
and their effects; historical data is generally not available and 
subjective methods end up being used, such as expert 
judgment[35]. 

The results of the simulation of the CMC model for the public 
organizations showed notable differences for the compared 
contexts; In an advanced cybersecurity context like that of Spain, 
the vast majority of organizations will have a %CMC greater than 
60%, which means that they may have a better chance of 
anticipating and resisting cyber-attacks. On the other hand, in the 
context of Ecuador, the vast majority of organizations will have a 
%CMC lower than 60%, which means that they are vulnerable, 
have many limitations of all their factors and are less likely to 
foresee and resist cyber-attacks. It is important to clarify that 
having a 100% CMC does not mean that the organization is safe 
from receiving cyber-attacks, it means that it has its cyber 
management capabilities developed to the maximum, in such a 
way that it can prevent or receive a minor impact, in such a way 
that business continuity is not threatened. 

The ObservaCiber 2021 report shows results of important 
advances in cybersecurity of organizations in Spain, which 
supports the results of this work, with high %CMC found in 
organizations for the context of Spain[36]. Research carried out in 
Ecuador showed low levels of cybersecurity in public 
organizations[22]. International research also shows similar 
results, showing organizations with many cybersecurity problems, 
suggesting actions with government support and international 
collaboration to improve the low levels of cybersecurity 
shown[15]. 

7. Future work and conclusions 

7.1. Future work 

As future work, a validation of the model should be carried out 
in organizations of different contexts worldwide, in this way the 
CMC model can be perfected, validating the factors and criteria 
exhaustively, to ratify or modify them. 

7.2. Conclusions 

The Cybersecurity Management Capacities model allows to 
evaluate the current situation of the organization, to go gradually 
according to its resources and needs, to improve the CMC until 

reaching an "Optimized" level, so that the organization has 
capacities that allow to foresee and protect your critical assets and 
sensitive information. 

This CMC model highlights the need for public organizations 
to have the support of the governments of the different political 
divisions of a country, as well as permanent international 
collaboration in the field of cybersecurity. This is evidenced by the 
simulation carried out, where organizations from developed 
countries such as Spain have better capacities (greater than 60% 
CMC) than less developed countries such as Ecuador (less than 
60% CMC), due to the cybersecurity context where these 
organizations operate. 

Having a high % of CMC means that the organization has 
developed the necessary capabilities to be proactive and reactive 
in the face of possible attacks and cybersecurity problems, 
ensuring the continuity of the organization's operations and the 
reliability, integrity and availability of information. The CMC is a 
double protective shield, one internal and one external, but that 
does not imply that having a 100% CMC does not receive attacks 
and cyber threats, because that does not depend on the CMC. 
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