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 eHealth is the use of Information and Communication Technologies (ICT) to enhance 

health quality access. Health care innovations are an essential element of Vision 2030 and 

National Transformation Program (NTP) 2020 operational plan that will lead to an 

improvement in the quality of health care in Saudi Arabia. The objective of this paper is to 

address the healthcare system limitations in the Kingdom of Saudi Arabia in general and 

the Qassim region in particular to global standards. In practice, the creation of an 

infrastructure for storing and seamless sharing of health data between different entities is 

studied. Furthermore, an in-depth analysis of current practices w.r.t. the health data, as 

well as finding similarities between NTP 2020 and Health 2020 (European Union) has been 

performed. A multi-level blockchain eHealth system is proposed to provide seamless 

electronic health records to the patients. Moreover, the current practices being employed 

in Qassim province, KSA has been analyzed. It was found that private hospitals give access 

to medical reports to their patients besides allowing them to manage their appointments. 

On the other hand, access to the government hospitals’ medical records is minimal. 
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1. Introduction  

The thrust of technology has provided a lot of facilities for 

everyday life. The technology transformation in the medical 

domain evolves within the political, administrative and socio-

economic factors of a particular country. Also, the technology 

introduced by using various platforms including e-Health, 

Telemedicine, and m-Health provides the facility to disseminate 

health-related information distributed among clinics, health care 

providers and patients. e-Health is a subset of telemedicine and m-

Health [1-3]. The importance of these state-of-the-art innovative 

approaches towards improved health care systems and quality of 

life in the Kingdom of Saudi Arabia (KSA) is highlighted through 

a number of project calls initiated by the health ministry. Also, the 

KSA government stresses that the country’s healthcare institutions 

must work as an allocative and collaborative body for the well-

being of citizens.  

In the Middle East, the KSA healthcare sector is the largest. 

According to the 2018 budget, the KSA spent 36% of its budget 

on the health sector which holds the largest share. Population 

growth, emerging diseases, and fluctuating international scenarios 

are pushing the up-gradation of the KSA health system. The 

government is also taking steps towards marketization and 

privatization as a core policy of health system reforms. With the 

up-gradation of traditional health to e-Health, the privacy and 

security of patients' data is also a significant concern [4]. 

The current Saudi Arabian government has initiated a 

Vision 2030 [5]. The Vision 2030 is a bold but achievable 

blueprint for an ambitious nation. For the capacity building and 

for achieving Vision 2030 objectives, the KSA government has 

launched the National Transformation Plan (NTP). The NTP 

vision is to create an infrastructure and clear a path for achieving 

the objectives of the Vision 2030. 

NTP consists of 8 themes, and among the various themes, one 

of the most important ones is the “health care services.” NTP not 

only focuses on quality health services, but also prioritizes the 

digital records growth to 70% by 2020. The government is thus 

focusing on implementing the electronic database of the patient’s 

medical history timely and effectively. NTP also prioritizes the 

timely quality of health access to all the citizens and creates 
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awareness about patient rights. It also provides a blueprint for 

effective health services to the masses taking advantage of the 

electronic services. It is thus an interesting direction to study the 

progress made by NTP in the health sector. Furthermore, we are 

also interested in NTP tackling the health issues compared to the 

European nations. These parameters thus motivated us to analyze 

a number of variables related to the KSA health in general and Al 

Qassim province in particular.  

Therefore, in this paper, the healthcare system of KSA in 

general and Al Qassim, in particular, is analyzed with respect to 

global European standards. In practice, the creation of an 

infrastructure for storing and seamless sharing of health data 

between different entities is studied. This helped in performing an 

in-depth analysis of current practices with respect to the health 

data, as well as finding the similarities between NTP 2020 and 

Health 2020 (European Union). Finally, a multi-level blockchain 

eHealth system is proposed to provide seamless electronic health 

records to patients. Lastly, the current practices being employed 

in Al Qassim province are also analyzed. In the study, it was found 

that private hospitals give online access to medical reports of their 

patients besides allowing them to manage their appointments. On 

the other hand, access to the government hospitals’ medical 

records is minimal, especially in Al Qassim province. 

The rest of the paper is organized as follows: Section 2 

presents the related work. Section 3 explains NTP 2020 and Euro 

Health. Section 4 presents the Smart Health Framework. Section 

5 discusses different perspectives. Section 6 presents use cases 

and analysis of current practices, and Section 7 concludes the 

paper. 

2. Related Work and Open Challenges  

The term “Smart City” has gained considerable popularity in 

recent years. The concept of the smart city refers to the urban 

infrastructure utilizing the latest Information and Communication 

Technologies (ICT) for citizen welfare. In general, a smart city 

should have three properties: Firstly, it allows the collection of 

data related to various urban activities and provides a flexible 

system to analyze and process it. Secondly, it can find and support 

immediate solutions using sensors and processing units 

interconnected through different media. Thirdly, it combines the 

information from multiple modalities and thus helps in decision 

making, thereby, adopting an information route between the 

municipality and different urban communities [6, 7].  

In [8] the authors have analyzed the architectural design of 

IBM’s Intelligent Operating System (IOS) as a smart solution for 

cities to combine different departments.  

As noted by [9], the 19th century could be regarded as an era 

of empires whereas the 20th century was a century of nation-states. 

However, the current century would be an era of cities. The cities 

have become a focal point of innovation. However, most of the 

cities are being managed under different domains with separate 

entities. 

A number of smart cities are planned in Saudi Arabia as well. 

They include King Abdullah Economic City in Rabigh with an 

investment of 100 Billion Saudi Arabian Riyal (SAR); 

Knowledge Economic City in Medina with a cost of 25 Billion 

SAR focusing on Education and Media supplemented by real 

estate and tourism; Prince Abdul Aziz Bin Mousaed Economic 

City in Hail with an investment of 30 Billion SAR focusing on 

agri-business, building materials and logistics; and Jazan 

Economic City with an investment of 100 Billion SAR with a 

focus on heavy industry projects. 

The Kingdom of Saudi Arabia is the largest ICT market in 

the Middle East by both capital volume and spending [10]. 

According to [11], a smart city involves the use of data along with 

processes that respond to the data. Most of the efforts go in top-

down fashion without involving the general public. Moreover, it 

fails to concentrate on the citizens’ needs and views them as 

passive consumers of city services and mere generators of data. 

On the other hand, citizens should be involved in the co-creation 

process of different services. Similarly, they have discussed a 

smart city project for Milton Keynes, the United Kingdom 

whereby smart innovative solutions are being developed keeping 

in view its expected growth until 2026. One of the key 

components of this city is its “data hub” comprising of data from 

energy and water consumption along with the transport. 

In [12], the authors presented an integrated framework to 

better understand the smart cities. They identified eight key 

factors for the smart city concept: management & organization, 

technology, governance, policy context, people & communities, 

economy, built infrastructure along with the natural environment. 

Furthermore, Health Level Seven (HL7) is an American 

National Standards Institute accredited Standard Developing 

Organization (SDO) working in the healthcare industry [13]. It 

deals with diverse issues revolving patients such as patient 

administration, patient care, results operating, etc. The standards 

are used for information exchange within a healthcare 

organization as well as between various healthcare organizations. 

Moreover, HL7 contains model requirements for Personal and 

Electronic Health Records (PHR / EHR). 

In [14] the authors have discussed how smart city ICT could 

enable effective healthcare provision along with lowering the 

associated costs. They discussed how the data collected from the 

mobile devices could be used for personal healthcare as well as 

healthcare of an entire smart city [14]. Users normally search for 

different options for nutrition, fitness, doctors, etc. Smart cities 

could also employ embedded technologies such as ambient 

sensors to fulfill the health needs of its citizens. 

Increasing pressures and demands on health systems call for 

a change in the way of organizing and managing the delivery of 

health services: The quality of service expected from the hospitals 

and the increasing number of patients in KSA hospitals calls for a 

productive change in the procedures of managing and delivering 
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health services. These include but are not limited to the following 

procedures: 

● Digitization, integration of care services and including 

new services 

● Introduction of patient-centered health care rather than 

doctor-centered health care 

● Treating patients as customers to the hospital 

● Managing shortages and distribution of health resources 

● Remote accessibility of patients' records 

The usage of electronic applications and tailored solutions are 

infesting our daily lives and helping to tackle many challenges of 

society. Therefore, it is believed that integrated eHealth is a part 

of the solution if the current technologies are used for improving 

health services. 

Health 2020 [15] is a framework adopted by the European 

Union to merge the governmental approach with the societal one 

to improve the overall health conditions of populations. It also 

helps in removing the inequalities in health services, envision 

public health and promote people-centered health systems that are 

implementable, sustainable and deliver high-quality services to 

the people. As such, Health 2020 guides the European 

infrastructures and governments to have an eHealth vision, sets a 

strong strategic direction and provides suggestions for improving 

health services. It also addresses the inequalities found in health 

services and lays a future path. 

Mobile and communication devices have penetrated the 

societies and many masses are using these devices excessively 

than ever before [15]. As an example, every person in Europe uses 

the Internet at least once or twice daily [14]. An interesting pattern 

of search has been found and which motivates the development of 

eHealth services. In [16] the authors showed that half the 

population of Europe with Internet access is using it for searching 

health-related tips and information. In [17], it is found that 

eHealth has enabled the patients to talk to doctors and medical 

specialists who are being available online. Therefore, it is 

believed that a similar trend lays ahead and is becoming a 

necessity in the KSA in general. As such, effective and efficient 

eHealth services are the need of the day. In this context, the Vision 

2030 and the National Transformation Program (NTP) 2020 [5] 

motivates the investment in health services, focus on eHealth by 

increasing spending in this area. It also motivates the increase of 

private-sector spending from 25 percent to 35 percent. The 

government wishes to increase the facilitation for Saudi nurses 

and supporting staff to 150 per 100000 from 70.2. 

To meet the policy implementation requirements, the KSA 

needs to push IT infrastructure and integrating the eHealth 

paradigm in its primary health care package, improving health 

care governance, improving patient safety and quality of service, 

and integrating data analytics in eHealth. 

The current KSA vision supports the digital healthcare 

paradigm introduction for masses and innovations as a key for 

realizing the KSA Vision 2030. The eHealth integration and IT 

solutions will help in elevating the quality of healthcare and 

providing a better quality of service [18]. 

Based on the flexibility it provides, many health systems have 

relied upon the cloud to store electronic health records. This has 

multiple benefits: It enables seamless sharing of health records 

among small clinics to hospitals but also takes advantage of the 

reliable storage facilities of IT giants like Amazon and Google. 

This thus reduces the burden of the hospitals in arranging and 

maintaining the data centers locally thereby reducing costs and 

focusing on primary service of health care only [19]. Figure 1 

shows the generic model for integrating eHealth for the reforms 

process in a society [20]. The following are the challenges for the 

eHealth paradigm [21]. 

● Lack of technical expertise and computer skills. 

● Failure of adoption Health Information Services 

● Human and cultural barriers 

● The meaningful sharing and combining of health records 

data between heterogeneous systems. 

● Medication safety 

● Financial barriers 

● Security and Privacy 

3. Healthcare Initiatives: NTP 2020 and Euro 2020 

Euro Health 2020 is the framework of European policy that 

supports government and society in the interest of health and well-

being [15]. Fifty-three countries in the European Region endorsed 

a new evidence-based concept of health policy and value for the 

region which was termed as the “Health 2020”. Health 2020 

focuses on improving health for all and reducing health inequality 

through improved leadership and management for health. The 

focus is on today's serious health problems. Euro Health 2020 

identifies a number of priority areas focusing on asset 

development and sustainability in communities, empowerment, 

and enabling healthy environments. Euro 2020 also presents 

detailed guidelines for promoting public health services and 

improving the current health systems. Health 2020 was approved 

in two forms: a European policy framework that supports actions 

in government and society for the health and well-being of 

politicians and policymakers, and a health policy framework and 

strategy 2020 that provides more detailed details. The application 

of Health 2020 in related countries is currently a top priority for 

the Region. 

Vision 2030 consists of 96 objectives, with the number of 

Key Performance Indicators (KPIs). Different KSA governmental 

bodies cooperate to achieve these objectives. A number of 

initiatives, jointly developed with organizational bodies with the 

support of the strong will of the current ruling setup are 

transforming many sectors in KSA. The vision also includes 

private, and non-profit organizations to provide input support for 

the new vision. The Council of Economic and Development 

affairs constituted an integrative governance model to achieve the 

objectives, and thus realize the vision [5]. For the capacity 

building and for achieving Vision 2030, the KSA setup has 

launched NTP, which involves the 24 government agencies. The 
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Figure 1:  The generic model integrating the eHealth for reforms process in a society (Adopted from [20]) 

NTP vision is to create an infrastructure and clear a path for 

achieving the objectives of the vision 2030. NTP consists of eight 

directions, which are termed as “themes”. Among the eight 

themes, one of the most important ones is the health care services. 

The importance the KSA government gives to health is clear 

from the NTP 2020 document [5].  In NTP, the health theme is 

the first and given top priority. In fact, the health restructuring is 

considered a key element to achieve a vibrant society. The NTP 

aims to promote a new model of health care that has a focus on 

disease prevention, and then improving health awareness. The 

NTP has key parameters to improve access to health. For this, 

NTP advocates the optimal coverage, equitable geographical 

health facilities distribution, and health facilities expansion 

through e-health digital solutions.  

3.1. NTP health objectives 

The NTP health objectives which are directly or indirectly in line 

with the Euro Health 2020 are as follows: 

1. Access facilitation to Health Services 

2. Health services quality and efficiency improvement 

The health theme of the NTP 2020 and Euro Health 2020 has 

a number of similarities. The reason is that Euro Health 2020 sets 

standards and benchmarks for all the world countries and societies. 

Many countries take help from Euro 2020 for improving the 

health system in their countries. The major differences are in 

implementation techniques and methods for the realization of the 

key points. In a comparative study, it was discovered that all the 

points of NTP are in line with Euro Health directly or indirectly. 

4. Smart Health Framework: Multi-Layer Blockchain  

The current interoperability challenges in the health care 

sector can be solved with the help of blockchain. Blockchain 

allows individuals, health care providers, and researchers to share 

health data in a secure way. In this paper, an e-Health system 

architecture is proposed that will not only improve the security of 

data but also facilitate the IT sector and research community.  A 

blockchain-based access-control manager is proposed to keep 

store health records that would share a nationwide interoperability 

roadmap. Interoperability is a cardinal factor of any system that 

deals with the Precision Medicine Initiative (PMI) and the Patient-

Centered Outcomes Research (PCOR). 

Blockchain-based IT infrastructure has come forward to 

increases the potential development of precision medicine and 

advance medical research. Blockchain is digitized and 

decentralized technology that forms a shared database to store 

data. It has three main components: a distributed network, a 

shared ledger, and digital transactions. The first layer consists of 

participant nodes that store an identical copy and helps 

collectively towards certifying and validating digital transactions 

for the network. The second layer allows records to be stored. The 

members who run the algorithm to add new ones verify these 

transactions. If the majority of participants agree with the added 

transaction, it approves the validity of that transaction.  No single 

member can permit or alter the data once it has been added.    

A  blockchain is a  digitized, decentralized, distributed public 

ledger that acts as a shared and synchronized database that records 

cryptocurrency transactions. While blockchains are essentially 

decentralized databases, there is no primary ownership of the data 

[22, 23]. Through collaboration, users decide which data are 

added to the blockchain while ensuring that identical copies of the 

data are received and automatically updated [24]. 

Blockchain removes the need for a third-party and saves the 

financial mechanism. Finally, blockchain technology can permit 

the world’s poorest person to access a unilateral and a corrupt-free 

system of wealth [25]. 

The digitized data is authenticated and secured with the 

encryption method [26]. Blocks are stored in a linear, 

chronological order. There are currently no open standards or 

implementations of blockchain that utilize this approach, but the 

research supports the feasibility of the proposed solution. 

The proposed method has three layers: 

1. The constraint nodes (IoT, Sensors, Gateways, Patients) 

2. Authorities (Hospitals, Research Institute, Labs, etc.) 

3. EHR layer (Cloud Providers, Storage Banks) 
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A multi-layer framework based on blockchain in IoT 

infrastructure has been presented. The Elliptical curve approach 

for Cryptography was used instead of a simple technique to make 

it more secure and reliable. The authentication and key generation 

processes moved from the Internet of things (IoT) to their 

respective gateways resulting in reducing the computational 

burden. Patient virtual blocks are introduced in the proposed 

model that will hide the original identity of the patient to make it 

more secure and efficient.      

The authors used MIRACL which is a C library that allows 

secure communication in the blockchain. Multi-precision integers, 

datatypes, and cryptography are implemented through this library. 

Any blockchain for health care needs to be public that facilitates 

the research centers to promote research of the medical domain. 

The blockchain data contains health records, images, reports, 

medications, etc. An index is proposed for the information stored 

in the blockchain, which is like the card. That card has the 

metadata that has the exact location of the data of respective 

patients. The transactions are done in encrypted blocks. The 

health blockchain stores all the data related to medical history. 

Various metadata handle all the frequently used queries. The data 

can be retrieved from the hospital entities, laboratories, sensors, 

or from the patient itself.  

All the medical data against each patient will be stored in the 

virtual blockchain passes towards research centers. It is an 

important feature of the proposed model. It includes many 

applications including data mining, text classification, text mining, 

real-time analysis, batch queries, machine learning [27]. It would 

be a beneficial tool for the research community and doctors. It 

would be helpful in finding optimal solutions based on genetics 

makers and real-time analysis. It will connect the whole 

community into one platform.  The important queries can be 

answered through a proper and authentic channel. 

The following scenarios for the proposed model as shown in 

Figure 1 are proposed: 

1. Data has been collected by the patient from chain/nodes 

to create EHR. 

2. EHR has been accessed by the patient or provider 

(authority).  

3. Now, the patient can add more blocks due to his visit to 

the provider as seen in Figure 2. 

Figure 2 shows the first layer uses public blockchain 

technology as it covers the new entry into different blocks. These 

new entries can be from patients, hospitals and sensors. They have 

to complete their initial registration. The block parameters include 

patient ID, ID card number, services, the hash of the earlier block. 

After the registration process, sensors can be accessed through 

private keys. The user itself has the public key used to create a 

digitized signature to accept the access permission. A digital 

signature is imposed for the verification of documents including 

lab tests, MRIs and prescriptions, etc.  

The second layer includes the private blockchain 

infrastructure. The health record of patients is created by 

healthcare institutes. Let’s say, a patient visited any hospital, the 

permitted providers created the block in the system. The data will 

be into the cloud storage provider for the presence of a unified 

record. The provider has to restrict the right to avoid EHRs abuse. 

Every patient holds a single block when a visit is made to any 

hospital containing the information of time and date. The next 

time when he visits any other clinic, the data is being added to any 

other chain/node. On the cloud side, they are attached in a linear 

order to maintain history and current progress. This helps in 

saving time.  

Moreover, the patient would have the authority to choose a 

virtual identity. He/She can use random value M as a public key 

by incorporating public key as Hpub = M.H and private key as Hpriv 

= M.H.S. In the second layer, the patient is authenticated by using 

its private key and then the cloud service provider decrypting the 

data by using its public key. That’s how identity can be secured. 

Every individual owns his chain block in the blockchain, triggered 

by other health and IT sectors. The encrypted data is further 

passed for processing and storage. A notification is sent to the 

patient when new data is added in the blockchain. Similarly, the 

patient itself can store data into blocks of blockchain with digital 

signatures for authorization purposes.  

The user enjoys full access to his data and control of sharing 

his data. There would be a set of permissions for who can write 

and update data in his block. The permissions would be flexible  

instead of “all or none”. The user can choose the control of his 

block, who can write data, time period of excess and types of data 

that can be shared. The user can change permission once they are 

chosen. These steps allow transparency in society.   

When a health care provider gets the permission of access 

from the user, he can query the blockchain and use the ID for 

authentication. They can use a customized application to analyze 

the data. That is how a user is a single entity having control over 

his data and the power to grant permission for collaboration and 

communication during disease treatment. Digitally signed 

transactions combined with decentralized nature makes 

blockchain a secure network by having control over the network’s 

resources. 

Blockchain offers many benefits to the IT health sector. It is 

open-source software, developed by experts. It is transparent, 

reliable, responds faster against speedy changes that couldn’t be 

chased by using closed and patented software. Open-source 

software offers wide innovation and the possibility of choosing 

options according to needs and demands. Blockchain technology 

runs on commodity hardware, provides low-cost high 

computation. They built by various vendors based on open 

standards. They are based on the best practices in the market 

because they are easy to implement and discard the complex point 

to point data integration. Patients, health care entities, the research 

community can share their accurate data in a timely manner. This  
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Figure 2:  Patient health records in the blockchain. Each patient has one blockchain of healthcare alone

technology has been accepted and analyzed as a secure and 

efficient system across many private and government agencies. 

However, comparing cloud-based solutions with blockchain, the 

blockchain has gained many benefits with regards to security, 

flexibility, cost, and reliability. Thus, the cost and security of 

blockchain technology seem to be a much better solution to cloud 

cost and security concerns. With these solutions, for example, no 

third parties can access data due to each node only stores 

encrypted medical records so that providers and patients can help 

keep their own information safe from prying eyes. 

The developed framework contains three layers as described 

earlier. Taking advantage of the blockchain technology with the 

cloud computing offered by [7], the proposed framework could 

store and share seamless health data between different entities, 

reducing the cost of securing and protecting patients’ records. 

Additionally, the privacy of patients and security in the healthcare 

domain is preserved in order to maintain the immutability of 

EHRs. Thus, combining blockchain with the approach of [7] 

provides better performance with cryptographic adoption to make 

patient data secure. Moreover, the proposed framework offers 

immutable medical records to be an essential part of the 

blockchain mechanism. 

5. Discussion 

eHealth is an umbrella for connecting patients, doctors, 

research community and government agencies. In the context of 

KSA, power is ruled by monarchs. Reform is an ongoing process 

to improve socio‐economic and political values. The government 

is also trying to improve the health sector through marketization 

and privatization. This study presents the impact of the health 

sector in any state, problems towards previous models and 

government policies of KSA. Additionally, KSA 2020 vision for 

the health sector is also discussed. eHealth technology benefits 

people in a more efficient way and it is more cost-effective. 

The proposed model use interoperability objectives based on 

open standards to establish national technology infrastructure. An 

important tool to connect healthcare centers with the IT sector, the 

research community, and various agencies has been introduced. 

The purpose behind this is to improve the health and lifestyle of 

people in KSA. The model offers services towards analyzing the 

statistics and generating a report. The excess hardware capacity of 

multi-layer blockchain could be helpful for resource allocation, 

privacy, and reliability resulting in a faster solution and 

processing time. Multiple incentives and benefits will promote 

hospitals to develop solutions that allow for patient’s data to be 

reachable across different hospitals, and not just within a single 

health system and hospital. 

The utilization of the proposed method has enough potential 

to connect millions of users, health care entities, health care 

providers and medical researchers to share vast amounts of health 

data, genetics, lifestyle with guaranteed privacy and security. 

6. Use cases and analysis of current practices 

Increasing pressures and demands on health systems call for 

a significant change in the way of organizing and managing the 

delivery of health services. The quality of service expected from 

the Primary Health Centers (PHCs) and hospitals along with an 

ever-increasing number of patients in KSA hospitals calls for a 

productive change in the procedures of managing and delivering 

health services. Various doctors working in government hospitals 

like King Saud Hospital Unayzah, Qassim University Clinics, 

King Fahad Specialist Hospital Buraidah and Dr. Sulaiman Al-

Habib hospital, Buraydah in the private sector were consulted in 

order to analyze the current practices in these health centers. 

These include but are not limited to the digitization of care 

services. It was found that almost all of the hospitals have digital 

patient health records. The patients are allotted an identification 

number during their first visit to the facility. This ID is then used 

http://www.astesj.com/


S. Albahli et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 5, No. 1, 40-47 (2020) 

www.astesj.com     46 

to manage all consultations, laboratory tests, provision of 

medicines, etc. This enables these centers to provide a better 

quality of service to the patients. Furthermore, it reduces a lot of 

paperwork, though it is still being maintained. However, 

Sulaiman Al-Habib hospital enables the patients to register online. 

Furthermore, the patients can book and manage appointments 

online besides having access to their laboratory and radiology 

results. 

• Sulaiman Al-Habib, being the only private hospital discussed 

in this research, could be considered as one of the patient-

centered hospitals. Everything revolves around the patients 

and the patients have the freedom to choose the doctors for 

their appointments.  Moreover, patients can ask questions to 

the visited doctors and give ratings to the doctors as well.  

• The influx of patients to secondary and tertiary care hospitals 

has been increased over the last few years. This pattern is 

more obvious in the case of Emergency and adversely affects 

the provision of timely care to critical patients. Therefore, 

many patients who are not in need of emergency treatment 

are being referred to the PHCs. Moreover, doctors serving in 

the hospitals are being asked to help the PHCs so as to 

manage the increased load. This has resulted in better 

management of seriously ill patients. 

• Although most of the hospitals in KSA have digitized their 

records, yet there is no process to share the patients’ data 

between different health centers. King Faisal Specialist 

Hospital, Riyadh has deployed a solution by Informatica 

which is HL7 compliant. The following are some of the 

common issues faced by the patients:  

• The patients of government hospitals have got no access to 

their medical records. In the case of private centers, the data 

is accessible though not shared with other hospitals or 

pharmacies. In many cases, if a patient visits a different 

center, the medical tests have to be reconducted. Sometimes, 

patients are given CDs containing their Magnetic Resonance 

Imaging (MRI), X-Ray results. Even in this case, the CDs can 

malfunction and the patient has to revisit the medical facility.  

Conclusion and Future Works 

In this paper, a multi-level blockchain eHealth system is 

proposed to provide seamless electronic health records to patients. 

A detailed comparison between Saudi Arabia's National 

Transformation Program (NTP) and the Euro Health 2020 plan is 

made. It was observed that the main difference lies in the 

implementation techniques and methods employed for the 

realization of these plans. The proposed blockchain-based model 

is composed of constraints nodes, authorities and cloud providers. 

The user has complete control of his data. Moreover, the current 

practices being employed in Qassim, KSA has also been analyzed. 

It was found that the private hospitals give access to medical 

reports of their patients besides allowing them to manage their 

appointments. On the other hand, access to the government 

hospitals’ medical records is very limited. In the future, the study 

can be extended to different regions of KSA.   
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