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Portuguese organizations that have invoicing software, certified by the Tax and Customs
Authority, need to comply with technical requirements that involve business continuity and
disaster recovery. The recent tax legislative changes created conditions for the
dematerialization of documents, allowing waiving invoice printing, encouraging the
adoption of an electronic invoicing and document archiving system. The pandemic situation
boosted the need for organizations to integrate this paradigm in their business processes.
However, there are some constraints in the implementation of these requirements, due to
technical issues, interpretation of tax legislation or the selection of frameworks or good
practices for Information and Communication Technologies. The objective of the work is
to present a set of concerns underlying the design of a business continuity plan, supported
by current tax legislation, by standards and codes of good practice. In view of the
constraints of Portuguese business capacity, it is also presented a minimum solution that
meets the legal, regulatory, good practices and conceptual requirements of Information and
Communication Technologies for initiating the design of a Business Continuity Plan. The
method used in this investigation was based on the analysis of international standards ITIL,
ISO, CMMI, COBIT through the assertive interconnection with the subject under study with
the dispositions stated in the Portuguese legal framework in the field of invoicing. The main
result was the conception of a decision support process for designing a guide, concerning
the optimization of the business continuity plan design process. In face of the problematic
in study, it is considered that the main expected results were achieved, by fostering the
design of Business Continuity Plan in Portuguese organizations, in order to reduce the gap
between the practices currently in place and the requirements underlying certification, as
a way to prepare organizations to deal with disruptive events in invoicing business
processes.

1. Introduction

optimize business process and archiving procedures and find
information faster. This extended version attends those concerns

This work is an extended version of the paper [1] originally
presented in 2019 at the 14th Iberian Conference on Information
Systems and Technologies (CISTI), where some guidelines for the
conception of o Business Continuity Plan (BCP) were presented,
having in consideration the organization capabilities and the tax
and legal obligations.

Since this is a new study, there are limited implementation
results to present. Nevertheless, the companies questioned referred
to the need to implement electronic archive to reduce costs,
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and goes a step further by integrating those requirements in the
analysis, providing a new tool to cope with constraints during the
pandemic situation.

The above direction presents further the Business Continuity
(BC) components and updates the guidelines for the BCP. Now it
is induced a key perspective in the development of the guidelines,
including the forced paradigm of remote work and the constraints
for business operations, consequence of a pandemic situation.
Organizations must endeavor and adapt to resist the changes or

845


http://www.astesj.com/
http://www.astesj.com/
https://dx.doi.org/10.25046/aj0506101

N. Russo et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 5, No. 6, 845-852 (2020)

thrive  with and continue

transformation.

the opportunities the digital

Adding to this situation, in recent years, the software
development industry has been faced with legislative changes,
which include more functional, and tax or fiscal requirements. By
legal imposition, there was an expansion on the range of
organizations covered by the obligation to have Invoicing
Software (ISw) certified by the Autoridade Tributaria e Aduaneira
(AT), the Portuguese Tax and Customs Authority.

The resulting legislative simplifications created conditions for
the dematerialization of documents, providing for the possibility
of dismissing invoice printing, encouraging the adoption of an
electronic invoicing and electronic document archiving system.

Thus, measures of sustainability and cost reduction were
incorporated, namely, the reduction of file space, reduction of
paper, consumables and printing hardware, allowing also to
expand the optimization and automation of invoicing and archive
procedures. These measures may be a stimulus for organizations
to invest in the development and use of new technological
instruments, incorporating a philosophy of innovation and
sustainability.

In this sense, having in mind that ISw are one of the
components of Information Systems (IS), they are subject to a
specific framework in the tax area and to a set of functional
requirements that aim to ensure data integrity, security of
information and business continuity. In this work, the diplomas
that frame and describe the technical requirements that the 1Sw
must observe to obtain a certificate of conformity will be
presented.

Whether due to the investment capacity, the integrated
knowledge of the requirements involved, the interpretation of the
diversity of existing standards and good practices, the perception
of imminent risk or simply the definition of priorities, some
organizations have not yet started designing the BCP or have the
notion that technology will simply solve problems during, and
after, a disruptive event in their activity. A BCP does not
necessarily need to have a high degree of complexity, in the case
of small organizations. It is commonly discussed that the
pertinence of analyzing risks, understanding how to continue the
business in the event of a disaster and to recover from that disaster
are crucial activities in business continuity and that should be
understood as adding value to organizations and not just as a
requirement to meet to be compliant. However, the failure to define
a BCP makes it difficult to comply with tax legislation in the
context of the certification of ISw, increasing the duration in time
of the certification process, usually in scenarios where
organizations, for commercial reasons, need quickly to obtain the
certificate issued by AT. In addition, the present pandemic
situation triggered the need for organizations to transform digitally
and to integrate their business software with electronic invoicing
capabilities, especially for online sales.

Thus, the need arose to create a guide for the design of a BCP,
to reduce the gap in organizations, between the perception of
business continuity requirements and the requirements underlying
the certification of an 1Sw, translating them into concrete proposals
with due legal and fiscal justification, standards and good practices
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in the area of Information and Communication Technologies
(ICT).

2. Literature review

The accomplished literature review presents business
continuity as a program to be followed by organizations that intend
to be prepared. It included the review of regulations in the field of
the thematic, as well as the analysis of Data Centers and legislative
needs underlying the certification of 1Sw.

2.1. Business Continuity

Organizations can be thought of as a set of value chains or
business processes transversal to the various organic units that
compose them [2]. Economic, technological and human
uncertainties have long presented organizations with the
possibility of crises arising, impeding their ability to operate and
maintain their business processes and, finally, survive [3].

Organizations increasingly realize the importance of adopting
proactive approaches, it is essential to safeguard business
processes and the relationship between them, in order to achieve
business objectives [4]. Thus, organizations must prepare
themselves in the event of disruptions to their productivity and
competitive capacity, especially in business processes, supported
by ICT services, made available to the organization.

With this in mind, organizations must develop a set of policies
and procedures to minimize the impact of these disturbances. The
importance of these measures is emphasized, whose impact may
affect productivity and competitive capacity, especially in the case
of organizations whose dependence on ICT services is marked.
This is the concept underlying the BC, in which an organization
must have the strategic and tactical capacity, to plan and respond
to business incidents and interruptions [5], in order to continue
business operations, at an acceptable level predetermined.

One of the accepted responses in BC is Disaster Recovery
(DR), defined as the process performed by an organization, to
resume business services, after a disruptive event [6]. In this sense,
the authors advocate a DR planning approach [7], favoring the
recovery of business processes, especially those supported by ICT
service.

However, organizational resilience can be understood, as the
ability to increase the probability of continuity of any system
against disruptive incidents, whether are internal or external
variations, changes, disturbances, disruptions and surprises [4].
This concept of resilience also covers effective planning for the
relaunch of business processes in the short term, with the BCP, in
addition to the long-term restoration, with the Disaster Recovery
Plan (DRP) of interrupted operations, following disruptive events.

Being prepared for these events requires proactive planning of
the organization's resources so that it can deal with disasters
effectively and efficiently [8]. Therefore, the organization must
plan its actions before a disaster occurs, taking into account the
crisis management phases, resulting from a disaster, as proposed
in Figure 1.

Thus, a BCP tries to eliminate or reduce the impact of a disaster
and is designed to avoid or mitigate risks and reduce the time
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necessary to restore conditions to a state of normal operation [10],
aiming to preserve the assets of an organization [11].

Restore

-Restore all business processes, at the

(| original or alternative site, according to the
BC strategy.

Prevention

Recover

-Recover ICT normal state;
| R other busi p in order
of priority defined in BIA.

Restart

-Minimum ICT resources;
| -Restart business processes.

Apply BC
methodological

PP h to

design and
implement a BCP

Response
7-Emergency response;
ééZ -Damage assessment;
& 7-Mobilization of employees and of managers;

| Crisis Management

Figure 1: Stages of a business interruption. Adapted from [9].

Some vital activities are identified by Hiles [11], who considers
the development of the BCP as a project, with a defined scope,
with the analysis of risks and identification of the organization's
specific key threats. Through the systematic process of Business
Impact Analysis (BIA), vulnerabilities are revealed and it is
determined and evaluate the potential effects, or impact on
business, of an interruption. The definition of the strategy and
requirements for technological resources is a success factor and it
is essential to test, exercise and provide training on the BCP [11].

Figure 2 shows the essential components of the Business
Continuity Management (BCM), according to the literature review
and the standards presented in this work: the contribution of the
International Organization for Standardization (ISO) through 1SO
22301:2019, 1SO 22313:2020 and ISO/IEC 27031:2011, the
National Fire Protection Association (NFPA) emergency
preparedness standard called NFPA 1600. Includes the vision of
the Information Technology Infrastructure Library (ITIL), the
perspective of the Control Objectives for Information and related
Technology (COBIT) and Capability Maturity Model Integration
(CMMI).

BC Training

: Understanding Risk: | Bep Design and i
:I:h:e Drgam‘ziation Assessment | pry Strategy = Alternatives Implementation ' BCP Testing,
to critical | Maintenance
functions ._and Analysis

L
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Figure 2: BCM components. Adapted from [12]

Figure 2 presents a sequence of action and interrelationship of
the components of the BCM. It also presents the time phasing, in
the methodological approach for the design and maintenance of a
BCP [12], suggesting the set of components that must be
completed, to start another phase.

2.2. Data Center

The Data Center infrastructures must be seen as a guarantee of
fail-proof and insurance of business continuity, but if there is a
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disruptive event, it should be at least as short as possible. The
Uptime Institute created the Tier Classification System standard,
which is the global language of Data Center performance [13] as a
means of effectively evaluating it in terms of business
requirements for system availability. It offers a consistent method
of comparing unique and customized installations based on the
expected performance or uptime of the site's infrastructure.

2.3. Standards

A set of standards was reviewed in order to incorporate good
practices on the business continuity topic.

NFPA 1600 2019

Widely used by entities, NFPA 1600 2019 was adopted by the
United States Department of Homeland Security as a voluntary
consensual standard for emergency preparedness [14].

The standard consists of 10 chapters and 13 annexes in which
a common set of criteria for all hazards is established in disaster,
crisis and emergency management and business or operations
continuity programs. It follows the Plan-Do-Check-Act approach,
providing the fundamental criteria of preparation and resilience,
including the planning, implementation, execution, evaluation and
maintenance of programs for prevention, mitigation, response,
continuity and recovery [15]. The standard may be applicable to
public, private, non-profit and non-governmental entities.

1SO 22301:2019

The 1SO 22301:2019, on the theme “Security and resilience -
Business continuity management systems - Requirements”, is a
standard for implementing a BC Management System and
continuously improving the BC resources based on priorities and
feedback management. It specifies the requirements for
implementing, maintaining and improving a management system
to protect against, reduce the likelihood of, prepare for, respond to
and recover from disruptions when they arise [16].

1SO 22313:2020

The ISO 22313:2020 standard, with the theme “Security and
resilience - Business continuity management systems - Guidelines
on the use of ISO 223017, provides guidelines and
recommendations for the application of the requirements of the
Business Continuity Management System (BCMS) indicated in
ISO 22301. The guidelines and recommendations are based on
international good practices. This standard is applicable to
organizations that implement, maintain and improve a BCMS [17],
who seek to ensure compliance with the stated business continuity
policy, who need to be able to continue delivery of products and
services, at acceptable predefined capacities following a disruption
and who seek to improve their resilience through the effective
application of the BCMS.

ISO/IEC 27031:2011

The International Standard ISO/IEC 27031:2011 entitled
“Information technology - Security techniques - Guidelines for
information and communication technology readiness for business
continuity”. This standard describes the concepts and principles of
ICT readiness for business continuity, and provides a framework
of methods and processes to identify and specify all aspects (such
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as performance criteria, design, and implementation) for
improving an organization's ICT readiness to ensure business
continuity [18].

2.4. Reference Standards and Good Practices

Within the scope of standardization and improvement of
business processes, there is a concern with the application of good
practices. Thus, due to its relevance, this chapter presents the set
of frameworks and good practices ITIL, COBIT and CMMI.

ITIL

ITIL 4 brings ITIL up to date by re-shaping much of the
established ITSM practices in the wider context of customer
experience, value streams, and digital transformation, as well as
embracing new ways of working, such as Lean, Agile, and
DevOps. ITIL 4 provides the guidance organizations need to
address new service management challenges and utilize the
potential of modern technology. The guidance provided can be
adopted and adapted for all types of organization and service. It is
designed to ensure a flexible, coordinated and integrated system
for the effective governance and management of Information
Technology-enabled services [19].

One to the Service management practices, under ITIL
management practices, is Service continuity management. Its
purpose is to ensure that the availability and performance of a
service are maintained at sufficient levels in case of a disaster [19].

COBIT

COBIT 2019 was designed and created by Information
Systems Audit and Control Association (ISACA). Is a framework
for the governance and management of information and
technology, aimed at the whole enterprise. COBIT 2019 is
composed of 40 ICT processes in two fundamental areas,
Governance and Management, divided into four domains. COBIT
describes how an enterprise can design a customized and tailored
governance solution for enterprise Information and Technology
(IT) and should build its governance system for enterprise ICT
[20].

COBIT defines the components to build and sustain a
governance system: processes, organizational structures, policies
and procedures, information flows, culture and behaviors, skills,
and infrastructure. It defines the design factors that should be
considered by the enterprise to build a best-fit governance system
and addresses governance issues by grouping relevant governance
components into governance and management objectives that can
be managed to the required capability levels [20].

It was important in this work to characterize the focus on
strategic alignment between ICT and business solutions; in the
generation of value, but optimizing costs and ICT services; risk
management, disaster recovery and continuity of operations.

CMMI
CMMI V2.0 is an integrated set of best practices that enable
business to improve performance of their key business processes.

It helps a business to understand its current level of capability and
performance and its practices can guide improvement [21].
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CMMI deals with various Capability Areas like “Managing
Business Resilience”, that addresses the ability to anticipate,
prepare for, and respond to interruptions in order to continue
operations. Incorporates Practice Areas namely “Incident
Resolution and Prevention” to resolve and prevent disruptions to
sustains service delivery levels. “Risk and Opportunity
Management” in order to identify, record, analyze, and manage
risks and opportunities and “Continuity” to plan mitigation
activities for disruptions to operations so that work can continue or
resume [21].

3. Tax legislation

Portuguese tax legislation defines technical requirements for
ISw [22] to guarantee data integrity, information security or
business continuity and are described, briefly, in the legislation
presented below. Some requirements establish the conditions to be
observed when scanning and archiving in electronic format,
intended to replace the respective paper archive. It also regulates
the technical conditions for the issue, upon acceptance by the
recipient, of invoices issued electronically and for their
conservation and archiving, as well as for the existence and
conservation of backup copies of the data supporting the 1Sw [23].

3.1. Decree Law No. 28/2019

The main objectives of Decree Law no. 28/2019, of February
15, of the Presidency of the Council of Ministers, are to promote
legislative simplification and harmonize divergent rules on the
conservation of documents for tax purposes. In this context,
Decree Law no. 28/2019 created the conditions for the “Paperless
invoice” and apposition of Quick Response (QR) code.

It provided for the possibility of waiving the printing of
invoices and also strengthened the conditions for the
dematerialization of documents, encouraging the adoption of an
electronic invoicing system and electronic document archive,
being an asset for the development of a more ecological vision,
based on reducing the use of paper, inks and printing toners. The
conditions created allow organizations to reduce costs with the
fulfillment of tax obligations, stimulating the development and use
by organizations of new technological instruments, incorporating
a philosophy of innovation and debureaucratisation. For this
purpose, a substantial reform of the rules applicable to the
archiving of books, records, databases and supporting documents
of accounting was introduced [23].

3.2. SAF-T (PT)

The Standard Audit File for Tax Purposes - Portuguese Version
(SAF-T (PT)) is a standardized tax audit file for data export in
Extensible Markup Language (XML) format, mandatory for 1Sw,
created in 2007, with the publication of Ordinance 321-A/2007, of
March 26, of the Ministry of Finance and Public Administration.

Its objective is to allow an easy export, at any time, of a
predefined set of accounting, invoicing records, and relevant tax
documents, in a legible and common format, regardless of the 1ISw
used, without affecting the internal structure of the ISw database
or its functionality [24]. The SAF-T (PT) file is intended to
facilitate the collection and processing, in electronic format, of the
relevant tax data. It allows simplifying procedures and boosting the
use of new technologies [24], which may be the file that contains
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the list of the relevant tax documents registered on archive. The
most current SAF-T (PT) data structure is set out in Annex | to
Ordinance No. 302/2016, of December 2, of Finance.

3.3. Decree Law No. 198/2012

The Decree Law no. 198/2012, of 24 August, of the Ministry
of Finance, the starting point for the known E-Fatura service,
creates a regime that regulates, namely, the electronic transmission
of data elements of invoices and other documents with tax
relevance, including printing of transport documents, to AT.
Establishes measures to control the issuance of invoices and other
documents of tax relevance, defines the means for its
communication to AT and creates a tax incentive when the
acquirer requires such documents [23].

It should be noted that this communication can be made
through electronic transmission in real-time integrated with a
certified ISw using a web service provided by AT or by sending
the summary file, based on the file SAF-T (PT), exported
periodically (usually monthly) by a certified 1Sw.

3.4. Invoicing Software Certification

Compliance with the provisions of Ordinance No. 363/2010, of
23 June, allows obtaining the title of an ISw certified by AT [25].
AT certification is important to foster compliance with the law and
legal technical requirements and good ICT practices.

Taxable persons, whose obligation to issue an invoice is
subject to the rules established in Value Added Tax Code (VATC),
are obliged to use, exclusively, ISw that have been subject to prior
certification by AT, whenever have had, in the previous calendar
year, a total turnover exceeding 50,000 euros or are using an ISw
or have organized accounting.

Thus, if organizations do not choose to use an ISw that have
already been certified and intend to use those that they have
produced, they should request their certification. To start the
certification process, organizations must submit, on the Finance
Portal, an official “Modelo 24” form.

The issuance of the certificate may be preceded by compliance
tests to observe the requirements resulting from Portuguese tax
legislation and a set of defined technical requirements [25]. It
should be noted that the certified version of an ISw must comply
with the corresponding requirements, which is the responsibility of
the ISw producer, even after the compliance tests and throughout
the life of the ISw [23].

The compliance tests are conducted by AT, being responsible
for analyzing, clarifying and conducting the face-to-face
compliance testing meeting an AT Inspector, with functions
assigned to certification of 1Sw.

Since the beginning of the COVID-19 pandemic declaration,
faced with the impossibility of free movement and other
restrictions, AT has prepared a videoconference solution that
would allow to give support to software producers and to safely
perform compliance tests. After all the relevant requirements have
been verified by videoconference, a meeting would be scheduled
to conduct compliance tests, in a face-to-face meeting. Thus, it was
possible to keep the certification process active.
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AT maintains, on the Finance Portal, an updated list of
programs and respective certified versions, as well as the
identification of the software producers, proving that during the
COVID-19 confinement months, several 1Sw were certified.

3.5. Ordinance No. 363/2010

The preamble to Ordinance No. 363/2010, of 23 June, states
that the increasing use of ISw has undeniable advantages in terms
of the speed of information processing. However, it introduces new
risks in terms of fiscal control, due to the possibility of subsequent
adulteration of recorded data, enhancing situations of tax evasion
[25].

In this perspective, the aforementioned ordinance defines rules
so that the ISw observe the requirements that guarantee the
inviolability of the information initially registered, allowing,
consequently, that only the 1Sw that respect such requirements can
be used, after certification by AT. The certification of ISw depends
on the cumulative verification of several requirements, among
them must be able to export the SAF-T (PT) file, have access
control to ISw and respect the technical requirements defined in
Order No. 8632/2014.

3.6. Order No. ° 8632/2014

Order No. 8632/2014, of July 3, from the Ministry of Finance,
was published to comply with the provisions of Ordinance No.
363/2010, which states that one of the requirements for obtaining
ISw certification is to observe the technical requirements approved
by the AT. Thus, ISw even if already certified, must comply with
its approximately 100 technical requirements in different areas,
including backup policies, data recovery, access controls or
document signing and security [22].

4. Methodology

The research-action methodology in the realistic perspective
was the main axis of the investigation protocol. It helped to reduce
the complexity of the problem, due to the variety of categories of
organizations and their ICT strategies [26], as well as business
specificities. It would be a hindrance to integrate the requirements
and the hypotheses for solving the problem in a single approach
[27]. Thus, a questionnaire was created for ICT managers as a way
of capturing relevant information about the invoicing solution
implemented in the organization. From the data analysis, it’s
inferred a BCP proposal that integrates the researcher's knowledge
about the problem, the applicable legal and normative
requirements, the constraints and the various conceptual
technological alternatives of resolution in order to outline a
sufficiently comprehensive guide for most of the organizations in
Portugal.

5. Results

The guide for the design of a BCP is outlined, starting with a
questionnaire with the main questions, structured in specific
knowledge areas that the ICT managers must ask in the analysis of
the problem, as shown in Figure 3. It culminates in a better
understanding of the business processes and procedures involved
that will be the target of the BCP, regarding procedures to be
designed for disaster recovery and business continuity of the 1Sw.
It enhances the understanding of 1Sw's data backup policies and
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approaches to the implementation of a technological conceptual
solution capable of eliminating vulnerabilities and mitigating the
effects of a disruptive event in the invoicing business processes.

Structurally, the questionnaire contains a set of multiple-choice
questions, each contributing to the perception of the organization
invoicing solution and to the compliance with specific
requirements defined in the tax legislation, standards and good
practices researched.

Figure 3 shows the decision support process with the questions
that make up the questionnaire. The word “invoice” refers to all
relevant tax documents, including, for example “orders” or, “credit
note”. The order in which the questions are answered is not
important, since the software that supports the guide adapts to each
new question answered. Three questions allow diverting the flow
of the program, as its answer invalidates the following
interconnected questions:

9. "Is there an Invoicing Software?" - if not, it is not needed to
ask about the producer responsible for the ISw and its architecture;

13. "Is the Invoicing Software connected to a central
software?" - if not, there is no need to conclude about the location
of the central database in the client/server configuration;

15. “Are invoices issued electronically?” - if not, there is no
need to question if, or how Electronic Data Interchange (EDI) is
used.

All other questions follow a common reasoning flow and are
positioned according to the theme of the question, which may be
important to request answers to the questionnaire from another
employee of the organization. It is important to note that the guide
was specially designed for organizations that have an ISw, and it
is not an objective to find proposals outside this scope. The
questions areas are:

e Organization: Allows the organization to be classified
according to the criteria of Small and Medium Enterprises
(SME) [28], to know the sector of activity in order to
understand the investment capacity [29] and the total turnover
to infer, and also about the obligation to have an 1Sw certified
by AT;

e Invoicing volume: Allows to verify the invoicing issuance
days; whether the organization has continuous invoicing (for
example for scheduling jobs in periods of less activity) or only
during normal working hours, as well as the average number
of documents issued per day. It aims to reveal the periodicity
of backup copies and more appropriate techniques, taking into
account the conclusions about investment inferred in the
“Organization” area;

e  Printing: The objective is to understand whether organizations
print the documents issued and keep the accounting archive in
paper, in order to suggest scanning and archiving in electronic
format, as well as the possibility of recovering documents in
case of corruption of the database;

e Invoicing Software: Find out if the organization uses an ISw,
even if not required, inferred by the conclusions in
"Organization”. Know if the ISw was developed in-house or
acquired in order to understand the decision-making
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capability on requirements and technical capability on the
ISw. It is important to understand if the ISw is desktop-based,
web-based or a terminal application in order to infer the
technological infrastructure associated with the physical
location of the database;

e Electronic issuance: It aims to infer the processing of the
documentation produced and propose the electronic issuance
according to the technique used and with the conclusions in
“Invoicing volume”;

e Manual issuance: Intends to assess the need to comply with
the requirements set out in point 2.4 of Order 8632/2014 [22].
Propose business continuity in case the ISw is inoperable,
taking into account the conclusions in “Invoicing volume”.

e Electronic Archive: Intends to assess the need to comply with
the requirements set out in Decree Law No. 28/2019. Aims to
propose a reduction of archiving costs, the efficiency of
archiving procedures, especially those supported on remote
work business processes and improve business continuance
readiness.

The flow of decisional process and the questions that are part
of the questionnaire are presented in Figure 3.

-

3 — What is the total
turnover?

1 - What is the main ‘ ‘ 2 - How many ‘
activity sector?

employees are?
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-
i

il 6-How many invoices are
i

i

i ?

! day?

i
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| 8 Arethe paper copy of the
invoices issued delivered to
the accounting department? | !, |
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printed on paper?

9 - Is there an Invoicing
Software?

A A

Printing

| 11-Inwhatenvironment |
is the Invoicing Software
designed to be used?

| 12 -Where s the Invoicing )
Software database
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No 7 R A I T L I -l
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AN w4

20 - Are the paper issued ‘

Electronic Archive

Figure 3: Decision support process for the design of the guide.

The questionnaire presented in Figure 3 has the basic or
relevant questions to ask, and the multiple-choice answer will
drive the decisional process conclusions. For example, when
questioned about the connection to a central software, the answer
will have a variety of options to try to determine the architectural
solution implemented.
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5.1. Discussion

Stablished or entrepreneurial entities, when starting or
reformulating their commercial activity and business processes,
should take into account the potential of legislative considerations
mentioned in this work. The focus on online businesses, amplified
by the increased use of telework, resulting from the measures to
contain this recent pandemic, allows some management,
optimization and control functions to be performed remotely. The
effects are reflected in the need to optimize business processes, the
time spent on activities, but above all in technological innovation
that mitigates the gaps underlying this new vision of the business
and digital world. This new vision will depend on the
dynamization of ICT in business processes and the quick response
to this desire, where there is a need to make quick and effective
decisions, but with the necessary efficiency so that the change is
adequate.

5.2. Future work

The aim is to design an approach that allows the questionnaire
to be published online and to obtain more data for treatment, in
order to refine the design of a BCP supported by technological
solutions.

Nevertheless, for questionnaire evolution, some other
requirements need to be addressed, especially the ones who
improve the security of the software system and some other ones
that enhance business continuity and disaster recovery.

Another research direction is to design a case study, to evaluate
the business processes dynamization or optimization and obtain
the return on investment achieved. The study should occur before
and after the implementation of electronic invoicing and/or
electronic archiving in the organization, in a set of preselected
business processes. The target organization is one that intents to
transform its business processes for telework, triggered for
example, by restrictions due to pandemic situations.

6. Conclusions

The previous identification of the constraints felt by the
organizations in the design of a BC solution allowed to conduct the
literature review and the identification of the issues, considered
relevant, in the context of supporting the design of a guide for the
design of BCP. The review of the literature on the theme of BC,
including standards and good practices, and the relevant applicable
tax legislation was important in this work. The systematization of
information in this field adds value to the scientific community, as
well as to users who are part of this type of problem.

On the other hand, the change in the paradigm of issuing and
communicating invoices and tax relevant documents triggered the
need for organizations to prepare for the challenge of innovation
or technological adequacy for electronic invoice issuing, as well as
for the electronic archive. The current pandemic situation has
accelerated this need for digital transformation.

The tax legislation points to the requirements to be met and
provides for the possibility of issuing documents by electronic
means, the possibility of their electronic transmission to AT, and
the possibility of their electronic archive. Understanding what are
the correct procedures and what are the requirements involved in
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the certification of an 1Sw in Portugal it is considered relevant for
organizations that develop the software, as well as for
organizations that decide to purchase a solution. This work aimed
to help the identification of the main regulatory documents in the
thematic, as well as the legal characterization of invoicing in
Portugal, in order to support organizations in the design or
adaptation of the ISw. The implementation of electronic invoicing
and electronic archiving procedures can enhance business
continuity and boost the innovation that leads to new software
products, digital transformation, marketing approaches, or new
ways of making business.

The questionnaire made it possible to systematize the variables
involved underlying the tax requirements, the existing
technological infrastructures, and the invoicing and archiving
procedures implemented. Through a process of analysis of the
answers, vulnerabilities can be perceived, as well as the needs for
business continuity and disaster recovery. It is considered that the
constraints perceived by organizations were reduced by improving
the understanding of the variables that they must observe, the areas
in the legislation and regulations that they must integrate, as well
as the needs of human and technological resources, according to
their investment capacity.

This work encourages the adoption of concrete strategies and
procedures for business continuity, where invoicing and electronic
archiving may be relevant, for organizations with an 1Sw, certified
or not by AT.
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