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 Sustainable urban development and utilization of Internet of Things (IoT) technology is 
driving cities globally to evolve into Smart Cities (SC). The power of IoT services and 
applications will enable public agencies to provide personalized services to the citizens and 
inevitably improves their much-needed quality of life. However, although the use of IoT 
technology proves to be advantageous to citizens, it is not without challenges, particularly 
concerning with the management of information security. As agencies prepare towards SCs 
with the utilization of IoT, their Information Systems (IS) security management is even more 
critical. Current IS security management approaches must be reviewed and potentially 
revise appropriately in tandem with the increasing commercial use of the IoT technology. 
Therefore, this paper aims to discuss challenges in the IS management specifically in 
protecting and assuring information accuracy and completeness. Document analysis on 
relevant literature has been carried out to identify and analyse the challenges. The result 
discusses that the IS security management for IoT-enabled SC is challenged in five aspects: 
governance, integrity, interoperability, personalization, and self-organizing. 
Considerations of these challenges will support SC development concerning the IS security 
management in IoT-enabled SC. 
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1. Introduction 

This paper is a revised and expanded version of a paper 
entitled Challenges in Managing Information Systems Security 
for Internet of Things-enabled Smart Cities [1] presented at the 6th 
International Conference on Research and Innovation in 
Information Systems (ICRIIS2019). This is a much-refined work 
of previous studies on Information System (IS) and Internet of 
Things (IoT) security issues of Smart City (SC) ecosystems. 

The total of population living in cities has increased from 746 
million in 1950 to nearly 3.9 billion in 2014 [2]. This figure is 
estimated to increase to more than 6 billion by 2050 [3]. Therefore, 
several cities are rapidly growing into mega cities. For example, 
more than 10 million people expand from 10 mega cities in 1990 
to 41 mega cities in 2030. Consequently, there will be several 
problems with the governance of these mega cities, and providing 
their citizens with a reasonable quality of life. The transformation 
into Smart Cities (SC) is a realistic approach that some cities are 
either working on or considering in [2, 4]. 

SC are very much reliant on information collection and 
analysis. To provide smart features that help strengthen 
performance and quality of life, smart systems using IoT 
technology are introduced and installed. This creates an immense 
data repository representing several aspects of SC operational 
activities. The SC services are based on a centralized architecture, 
where a complex and heterogeneous set of devices embedded over 
the urban area generates different-centralized architecture data 
types that are then delivered to a control center through 
appropriate communication technologies,  where data storage and 
processing are implemented [5]. An SC is a complex system, 
which means that any security concern could impact the 
protection of its citizens valuable information [4]. 

Therefore, IS security management will become a high 
priority in SC operation to ensure that the transaction of 
information is secure, accurate, and reliable. In order to avoid 
unauthorized entries, modifications, thefts, or physical harm to the 
IS, policies, procedures, and technological measures have been 
applied [6]. They are vulnerable to many forms of attacks, with a 
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vast amount of data stored in electronic form and via 
communication networks as multiple IS are integrated. 

IoT technology offers many exceptional prospects for 
developing applications beneficial to the development of SC, such 
as intelligent transport and smart public safety. These applications 
are able to support better quality of life for citizens, efficient use 
of the SC assets, and also supports sustainability. While integrated 
IS in SC through these potential IoT applications may offer 
benefits, , security threats constitute a major barrier. They are 
exposed to potential security threats toward its urban 
infrastructure, service quality to its citizens, efficiency in resource 
utilization, and decrease IS stability. There are several difficulties 
in detecting, assessing, and avoiding a security threat. 
Furthermore, the issues involved with threats on integrated IS  can 
cause harm and reduce associated risks of the attacks [7].   

With IoT technology growth and market pressure, demands 
for smart devices have increased, and may result in growing 
communication among these smart devices in SC. It is anticipated 
that 125 billion devices will be linked by 2030 [8]. However, 
without considering security aspects for the deployment of these 
devices [9], such communication introduces new security risks. In 
addition, the existing IoT architecture does not react appropriately 
to the higher security controls by vulnerabilities. The security 
concerns of IoT technology application presents a major 
challenge as it can cause disruption in IS security management. 
Recent attacks on IoT devices have demonstrated a need for 
new security solutions to secure this evolving technology 
particularly in its usage in SC [7]. 

Therefore, as a preliminary work towards revising the IS 
security management approach, this study aims to investigate the 
challenges associated in managing IS security in SC that are 
enabled by the use of IoT technology.  In order to determine the 
challenges affecting the IS security management for IoT-enabled 
SC, a document analysis have been carried out. The analysis on 
the challenges is the initial part of the ongoing study to establish 
a framework for IS security management and an improved SC 
model driven by IoT technologies. This paper is structured as 

follows: The introduction of research on IS security management 
and IoT-enabled SCs as addressed in Section I. The literature 
review concerning the background of the study is discussed in 
Section II. The research method design is then explained in 
Section III, accompanied by discussions on the findings. Finally, 
the conclusion that includes limitations of the present work and 
suggestions for future work. 

2. Literature Review 

2.1. Impact of IoT implementation in Smart Cities towards 
information management  

Living in a digital age, including SC, in which most 
knowledge and information are now becoming extremely 
important.  No one is able to deny that information and knowledge 
are valuable assets to be secured from unauthorized access 
including hackers, phishers, social engineers, viruses, and worms 
that endanger organizations from different angles via the use of 
intranet, extranet, and the internet [10]. Information systems (IS) 
are important in the operations of the organization. Hence, every 
organization associated in SC needs to identify the challenges 
which would impact there IS security management particularly 
with the adoption of IoT technology integrated with the IS. 

The progression of information technology (IT) such as IoT 
and organizations' growing reliance on IT continually increases 
concerns regarding information security. Focusing on the 
concerns for IoT specifically, the security risks in IoT devices has 
risen and become critical over the last decade as studied by [11] 
and illustrated in Figure 1. 

• Issues in Information System Security Management in Smart 
Cities 

The management of IS from the implementation of IoT in SC 
faces cybercrimes issues such as information resources theft, data 
ownership, accessibility of information, and privacy issues, which 
can be arguably addressed by the establishment of information 
authorization and cyber security platforms [12, 13].

 
 Figure 1: Evolution of Security Challenges in IoT Devices [11] 
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Other than that, an SC that adopts IoT technologies presents 
threats to the protection and privacy of both citizens and the 
government. This is because, security issues related to the 
information generated in an SC lead to the relationships and 
personal protection of citizens. Identity tracking, information 
leakage, spying, malicious programs, and inaccessibility to e-
services are some critical issues being faced by organizations in 
SC that adopts IoT technology [4]. Furthermore, issues on 
scalability, mobility, deployment, interoperability with different 
technologies, legal, resources, and latency related to the utilization 
of IoT in SC must also be addressed. These issues particularly for 
essential services by organizations in SC must include protection 
against threats which would destroy or seriously harm the 
operating capacity of a community, from manufacturing sites to 
vital services, including access to power, gas, and water [4]. 

Table 1 presents a summarized collection of issues identified 
from existing relevant reports that are categorized according to 
basic security aspects in managing the IS security in SC. 

Table 1: Issues in Information System Security Management in Smart Cities 

Categories Issues Sources 

Smart City 
Administrative 

 

There is a lack of clear strategy plan for SC 
development and a decentralized 
regulations and legislations. The vertical 
nature of city system is causing siloes in its 
operation. Furthermore, the urban authority 
is unwilling to invest on data transmission 
process and ICT infrastructure upgrades. 

[14,15] 

Information 
Privacy 

 

An interdependencies among systems in SC 
increases vulnerabilities and privacy issues. 
There is a high potential risk of confidential 
information leaked from citizens access to 
the services through the use of multiple 
devices, various networks and systems. 

[15,16] 

Information 
Confidentiality 

 

Unauthorized access to personal 
information is due to access control 
vulnerabilities. Confidential of information 
is where no one can access to information 
which is belong to specific individual. The 
limitation of individual access needs to be 
identified to certain information via 
username and password credentials. 

[16–18]  

Potential attack 

 

Cyber-attack issues due to ineffective 
cybersecurity evaluation, unclear security 
features among connected devices, poor 
security functionality execution, obsolete 
and ineffective encryption methods, 
inadequate emergency response plans, 
massive and complicated attack surfaces, 
software installation that was not updated, 
insecure legacy systems, and Denial of 
Service (DoS). Furthermore, there are also 
weaknesses in the data relocation, physical 
effects of cyber-attacks, huge volumes of 
data gathering and storage using cloud 
technology, and manipulation of data by 
hackers. 

 

[4,5,17] 

System 
Integration 

 

Integration of multiple applications with 
different datasets poses threats to the cyber 
vulnerabilities. Poor integration structure 
and rigid ICT infrastructure to handle 
multiple data types impact access to 
emerging technologies, complicates 
technology acquisition and relocation. The 
SC interoperability mechanism also often 

[4,14,15,19] 

enables information to be interpreted and 
distributed via the infrastructure which are 
prone to cyber-attacks and threaten the 
integrity of information. 

Citizen’s 
Acceptance 

 

Poor citizen engagement because of less 
trust and poor level of awareness regarding 
the commercialization of new concepts, and 
the improvement of technology. 

[14,17] 

Information 
Management 

 

IoT will produce a large amount of data and 
it will result in data management challenges 
while recognizing, processing, and 
handling the data. 

[4,20] 

 

In an SC plan, privacy would become a fundamental role. The 
study by [16] proposes the definition of privacy based on control 
of data disclosure, and incorporates mechanisms to safeguard the 
confidentiality of individuals' information while sharing their data. 
Personal information extraction (acquiring and covering data 
sources belonging to someone), privacy-preserving data mining 
(partnership among organizations and getting information without 
exposing all details), confidentiality of place, and Radio 
Frequency Identification (RFID) are examples of such approaches 
[4].  

Furthermore, SC is a complex interconnected structure where 
a single weakness can have a major effect on the safety of its 
citizen, for example, to connect to the internet and convert 
existing public transport to potential smart transport systems, 
which would be possible for an intruder to link to the electric 
power grid. False alarm is one of the threats that can also be 
introduced while attackers modify traffic lights and controllers. 
Thus, practical solutions are essential to overcome this incident. 
Otherwise, the community will not trust SC projects, and they will 
not be sustainable. Security features like the capability to protect 
email, web browsing, and other transactions depend on the 
devices used in the IoT technology. The efficiency of secure 
implementation among all of these characteristics in an SC is 
required for these devices [4].  

Due to this, information management manages a huge volume 
of data, for example, data from mobile phones which will help 
achieve some targets for SC. To construct a variety of urban 
applications, smartphone data can be used. During an analysis of 
transport, mobile phone data can be used to estimate the volume 
of road traffic and transport requirements. In combination with 
taxis' Global Positioning System data, real-time information from 
mobile phones on the origins of visitors could better facilitate 
transport resources [4]. 

On the other hand, compliance to the criteria of IS security 
management in SC-enabled IoT is a warranty that IS is well 
protected. Auditing is a verification procedure, including 
inspection or review of a process or quality system. Besides, some 
audit functionalities monitor completed remedial actions. 
Therefore, the processes used for auditing and the IoT device for 
automated auditing with little human interference need to be 
incorporated [21]. In addition, digital forensic is also a method of 
computer evidence preservation, recognition, retrieval, and 
recording that can be used in court. Digital devices, consisting of 
computers, cell phones, server, or network, will identify the facts. 
To solve complex digital cases, the forensic community will select 
the best strategy [22].  
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One of the existing approaches to manage IS security is 
International Standard ISO/IEC 27001 (Information technology-
Security techniques-Information security management systems-
Requirements [23,24]. ISO/IEC 27001 is complemented by the 
implementation guideline within ISO 27002. This standard is 
imposed by the Information Security Policies as mandatory for 
information security management. In an SC environment, security 
management of the information system plays an important role in 
ensuring that protected information is obtained and transmitted by 
adopting IoT technology.  

Governance for information security can be identified as a 
process which deals with procedures and methods for monitoring 
information availability, accessibility, reliability, and safety and 
compliance with government policies [25,26]. The vital issue is it 
requires full commitment and support from the top management 
of the organization for the execution of information security 
management [27]. In an SC, the systems will be implemented in a 
single platform to aggregate data and manage SC initiatives. All 
organizations and stakeholders involved in SC organizations must 
play their role in controlling information security management 
[28], which includes strategies, procedures, and organizational 
processes that guarantee the protection of the organization’s 
resources, the consistency and reliability of documents, and 
organizational alignment with the requirements of management 
[6].  

Besides that, the organization also needs to consider the 
development of Information Security Policy as a subset under IS 
security governance. Information Security Policy relates to the 
document(s) governing human activities concerning information 
security or expressing the information security goals of the 
organization [29]. This policy will ensure the security of 
information assets and information technology with a particular 
process to facilitate the goals and objectives of an organization. It 
consists of strategies, processes, and technological measures used 
to avoid unauthorized access to IS, modification, stealing, or 
physical harm [6,10].  

Other than that, the selection of vendors in developing and 
implementing of SC also needs to be highlighted. The vendor 
appointed must be independent in order to protect organizations 
against monopolies, push for standardization, and protect 
competitiveness between technology vendors [30–32]. The 
vendor selection process includes designing a plan for contract 
negotiation. Organizations want to cooperate with vendors, 
because they can all achieve the same objectives and goals. Good 
negotiation of contract means that both parties are aiming for 
positive impacts that benefit both sides in any aspect while also 
reaching a fair and equal agreement [31].  

2.2. Internet of Things (IoT)-Enabled Smart City Information 
System Security Management  

IoT is a global IT infrastructure that allows advanced 
networks to interconnect objects depending on existing and 
evolving interoperable technologies of information and 
communication [33]. The IoT vision lets people and objects to be 
linked with anything and anyone, anytime, and anywhere ideally 
through any networks and services. The foundation of the future 

IoT will be recognition technologies, for instance RFID and 
related devices [34]. The IoT is a key-emerging technology that 
sets the stage for industrial production systems of the next era. 
Smart industries will constitute self-organizing production 
systems that include across organization borders, as well as 
manage everything with regard to availability and utilization [35]. 
Furthermore, IoT provides multiple services which are of great 
interest to SC, not restricted to increasing the quality life, but also 
leveraging urban administration by reducing operational costs 
[36]. 

• Security Management Requirements for Internet of Things 
(IoT)-enabled Smart City Information System  

From the security perspective, IoT protection aims toward 
protecting privacy and confidentiality, and guarantee the safety of 
IoT users, infrastructures, information, and devices, and ensure 
the readiness of IoT ecosystem services [37]. For IoT technology 
in SC, ensuring data protection from unauthorized access is the 
most difficult. Different private information that must be detected, 
authenticated, and controlled at their access levels will be 
obtained by IoT devices by permitting only authorized parties to 
monitor and access data. A comprehensive cyber security for IoT 
system industries that addresses multiple security and privacy 
risks at all levels is needed to tackle these security and privacy 
risks. Furthermore, the protection and privacy sides of smart 
systems and smart products must be protected throughout the 
lifetime [35].  

A study by [38] has recognized that high levels of IoT 
protection specifications include:  

i. User identification by validating clients prior to giving the 
device permission.  

ii. Secure storage of complex information contained in the 
system requires confidentiality and integrity. 

iii. Identity management by recognizing individuals/things in a 
system and monitoring the access to services within this 
system through correlating access privileges and limitations 
per identity created. 

iv. Secure data communication, which contains authenticating, 
maintaining the security, and credibility of linked information, 
avoiding a message transaction from being repudiated, and 
preserving the privacy of the users involved. 

v. Availability refers to making sure that illegal individuals or 
systems cannot be used as authorized users. 

vi. Secure network access, providing network connectivity and 
service access only if the device is enabled. 

vii. Secure content by Digital Rights Management (DRM) that 
safeguards the rights of the digital information used in the 
system. 

viii. Secure execution environment is designed toward protection, 
which is a process to safeguard the operating environment, 
managed-code, and built to protect from deviation reporting. 

ix. Tamper resistance, even when the device falls into the hands 
of hostile parties, refers to the ability to uphold certain 
protection standards and can be physically or logically 
checked. 

Another study, which focuses on the influencing components 
for IoT security, has also raised areas to be highlighted [34]:  
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i. Authorization in access control of devices and services for the 
purpose of secrecy and integrity of data.  

ii. Authentication concerning service users and system users' 
authentication which aims for authentication and 
accountability.  

iii. Identity Management in management of identities [44], 
pseudonyms, and associated access policies for the protection 
of users and privacy of services. 

iv. Key exchange and management by cryptographic key 
exchange for the purpose of communication confidentiality 
and integrity; and 

v. Trust management and reputation by degree of confidence in 
service and gathering user credibility ratings to maintain trust 
and reputation in services. 

• Issues in Internet of Things (IoT)-enabled Smart City 
Information System Security Management  

Related to the complexity of the devices and applications, as 
well as the size or volume of devices on the network, the 
implementation of protection mechanisms is more complicated 
under IoT conditions than in conventional operations. Physical 
pairing, heterogeneity, limited resources, confidentiality, large 
scale, trust management, and lack of preparation for protection 
become the challenges in applying IoT security management [7]. 
Resource constraints generally include restricted processing 
resources, power supply, and memory space. These characteristics 
are hard to make use in many conventional safety solutions of IoT, 
with the broadly applied public key scheme and IP-based 
protection solution. It is also simpler for attackers to hack IoT 
devices than traditional computers due to inadequate IoT 
protection architecture [7]. 

The primary feature of an urban IoT infrastructure is its ability 
to collaborate among multiple technologies with current 
connectivity infrastructures to facilitate a progressive 
assessment of IoT, integrate some devices, and recognize new 
functionalities and facilities. Some other fundamental parts are 
how to make the information gathered by IoT devices accessible 
to stakeholders and citizens, to enhance the sensitivity of 
stakeholders to urban difficulties, and to encourage awareness and 
public involvement of citizens [39]. 

 With the massive rise of IoT devices, the information gathered 
by these devices will introduce different obstacles on how to 
evaluate large volume of information. It would not be 
advantageous for someone to obtain the information until there is 
a way to interpret and understand it [40]. In addition, International 
Data Corporation (IDC) has projected that by 2025, the total 
amount of data generated by IoT devices will be around 180 
zettabytes. This amazing progress is either from the number of 
data generation devices or from various sensors in each system 
[41] as shown in Figure 2. 

In recent years, the number of security threats directly linked 
to IoT devices has increased, such as privacy attack, data 
alteration, protocol and session hijacking, data interruption, data 
collection, message replay, and data leakage [42], which are 
caused by unreliable authentication, inadequate authorization, and 
lack of configuration for protection. Besides that, Threatpost 
expects that more than 2 million intelligent devices are open to 
hackers with no safety solution. Several cyber-attacks, such as the 

Malware and Ransomware, affect the safety of smart devices [43]. 
These IoT security issues will result in difficulty of managing the 
information through the IS in SC environment, which involves 
IoT technology.  

 
Figure 2: Expected Data Generated by IoT Devices in Zettabytes [41] 

From another perspective of information safety, none of the 
smart devices, such as smart home apps, are insignificant as each 
reflects a possible attack avenue for hackers to exploit and get 
inside, and access the environment within a home network. Based 
on available industrial data, 11 smart devices, including 
accessories, are housed on average smart homes in the United 
States with an average of two devices per home. The most popular 
smart home devices in the US are smartphones (91 percent), smart 
TVs (73 percent), and tablets (72 percent) [3]. Smart TVs with 
24/7 access and internet connectivity are becoming normal. It is 
possible to connect almost any smart home appliances to the 
network. Any internet-connected standalone computers that can 
be controlled and/or operated from a remote place are called IoT 
devices [44]. This development brings significant advantages and 
various savings, but in contrast to this, there are multiple threats 
in the aspects of private information safeguard, electronic 
commerce, and safety of infrastructure.  

When IoT becomes a core aspect of the future internet and for 
large-scale use, most systems present a requirement to handle 
confidence and safety roles adequately. New threats to privacy, 
confidence, and reliability have been established. New threats to 
privacy, trust, and reliability have been defined, including 
providing confidence and information quality of shared 
information models to encourage reuse throughout many 
applications, ensuring secure information exchange among IoT 
devices and users, and providing vulnerable devices with security 
features [45]. As IoT makes it easy to access large quantities of 
information through remote access mechanisms, IoT privacy 
security has become more difficult. Hackers do not need to 
physically exist to collect data, but can perform secretly at a very 
low risk [34].  

Table 2 presents a summary of issues identified for managing 
the IS security in IoT-enabled SC that are categorized according 
to the IoT security issues discussed in previous studies. 

Some scholars recognize IoT security challenges of user 
privacy, authentication, authorization, and trust management [42]. 
The protection of the baseline must be stable and the security 
policy must be built for long device life span (more than 20 years) 
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[34]. The major security challenges are found to be availability 
(avoiding DoS), failure prevention (safeguarding integrity), and 
confidentiality across information, data, and device design [35] 
through more conditions, such as authentication, confidentiality, 
and access control [56]. In contrast, a study by [38] considers the 
safety conditions, such as resistance to incidents, data certification, 
gaining access to control, and confidentiality.  

Table 2: Issues for IoT-Enabled Smart Cities Information System Security 
Management 

Categories Issues Sources 

Access Control To support identification entities and 
guarantee users and things to access 
permission to interact with the system. It 
also manages an immense volume of data 
transmitted in a commonly recognized 
representation.  

[34,46,47] 

Authentication A vulnerability during integration between 
two or more information systems or 
parties. The authentication process among 
each other is needed for validating 
process. 

[34,46,48]  

Authorization  Device authentication which uses weak or 
default passwords allows attackers the 
opportunities for information 
manipulation and physical device harm. 
The devices can only obtain access to 
facilities or applications after precisely 
presenting their identities. 

[34,46–48] 

Privacy Users demand that their personal data 
related to their movements, behaviors, and 
interactions with other individuals be 
protected.  

[46,49,50] 

Confidentiality 

 

To ensure a process for an end-to-end 
verification of integrity in order to make 
the system more robust to malicious 
attacks. 

[38,46,49] 

Policy 
Enforcement 

 

The policy enforcement mechanisms is to 
protect the organizations information. 
Thus, a cross domain policy 
implementation is important to manage 
the appropriate policy implementation in 
the increasing connections and 
interactions between domains.  

[24,26,34] 

Resources Limited capacity in IoT devices for 
processing and storage due to its small and 
lightweight characteristics that make them 
operate on lower energy. 

[48,51] 

Big Data 

 

The volume, speed, and diversity of data 
involved makes it difficult to store and 
analyze in order to prepare valuable 
information in real time. 

[32,48] 

Secure 
Communications 

 

Insufficient protection of IoT devices, 
result in less guarantee of information 
system being secured. Most IoT devices 
send out data in plain text format without 
encryption that makes it vulnerable as 
targets to various network attacks.  

[38,48] 

System 
Resilience 

Less capability of the application to react 
to unexpected incidents. If one IoT device 
is attacked, there are possibilities of other 
devices or another network points to be 
attacked.   

[48,52] 

Complex 
System 

 

The integration of multiple IoT devices 
involving the technology, users, 
collaboration and interfaces creates a 
complex system. The concern is primarily 

[4,48,51] 

in ensuring the interaction process among 
the IoT devices is complete, especially 
concerning memory, power, and time 
constraints. As more devices, users, 
collaboration, and interfaces involved will 
pose greater risk of security breaches. 

Trust Lack of citizens’ confidence and trust in 
the security of user data and privacy have 
an impact on the decreased IoT adoption 
rate. However, acceptance on IoT 
technology utilization is critical in the 
success of IoT. The principle of integrity 
must be upheld to ensure the protection of 
unauthorized modifications to data, 
software and hardware components.  

[34,42,48,53] 

Risks 

 

There are increasing risks to personal data 
privacy with the increasing use of IoT 
devices, which requires more protection. 
The risk involves the complex 
authentication processes in ensuring the 
users’ privacy, the lack of organization’s 
knowledge and experience in the IoT 
security, insufficient data encryption, and 
a complex information system with 
integration of more devices, users, 
communications and interface.  

[7,34,54] 

System 
Integration 

 

Organizations may use multiple standards 
to strengthen their applications involved in 
the system integration. With various data 
sources and heterogeneous devices, it is 
important to have standardization. This is 
important for applications involved in 
inter-organizational and multiple system 
boundaries. 

[24,45,55] 

Auditing The IoT security auditing is performed 
manually, slowly, and is not flexible for 
the IoT cases, and an auditing challenge. 

[21,22] 

Digital Forensic 

 

The identification, collection, and 
protection in IoT system are challenging 
due to device being built to operate 
passively and autonomously. Most IoT 
devices do not store metadata, which make 
the provenance of facts an investigator's 
challenge. In a technological perspective, 
privacy is a main issue to address when 
analyzing and correlating collected data, 
especially as inherent personal 
information is collected by many IoT 
sensors. Attack of deficit attribution, 
where an important outcome of any 
forensic investigation is to recognize 
illegal criminals in the event of an 
incident.  

[18,21,22] 

 

In the aspect of IoT organization, there are multiple threats that 
can impact it, such as attacks on different communication 
networks, physical threats, denial of service, and identity 
manipulation. The inherent complexity of IoT, where various 
distributed entities will share information in different contexts 
within one another, will lead to more complications in the design 
and implementation of efficient, interoperable, and scalable 
protection mechanisms [57]. Besides that, heterogeneity is one of 
the issues that will impact the protection of the IoT. The protocol 
and network security services which need to be introduced in the 
IoT have a significant effect on it. Constrained devices will 
communicate either immediately or via gateways with different 
heterogeneous devices, which will also affect identity 
management [57].  
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• Authentication and Identity Management 

Authentication and Identity Management are a combination of 
procedures and technology designed to maintain and secure 
access to information and resources while maintaining profiles of 
items. Authentication is the guarantee that no one, excluding the 
person with authentication like user ID and password, can access 
the information. Identity management recognizes objects 
uniquely, and authentication requires validating the establishment 
of identification between two interacting parties. As multiple 
users and devices have to be authenticated by trusted services, it 
is important to consider how to handle identity authentication in 
the IoT [34]. Identity management in IoT provides both 
challenges and potentials of improving security [53]. The 
underlying process and individuality of objects are different and 
the most critical elements of this obstacle. Identity management 
specifies the actual 'identity' scope, and certain processes must 
also be established to achieve universal authentication. It would 
not be possible to ensure that the data flow generated by other 
entities comprises of what is intended to be included without 
authentication. Authorization is another significant factor 
connected to authentication. If there is no access control at all, 
anything that is neither feasible nor practical will be accessed by 
everybody. In reality, a major challenge to privacy is the data 
continuous stream created by billions of information-generating 
entities [57].  

• Authorization and Access Control 

       Authorization makes it possible to decide if the person or 
object is authorized to have the access to information or resources 
until it is identified. Control of access means controlling through 
granting or refusing access to services according to a large variety 
of requirements. Authorization is commonly adopted by the use 
of controls for entry. In setting up link between a number of 
devices and services, authorization and access control are 
essential and interdependent [34,47]. In order to accommodate the 
different authorization and use models needed by users, IoT needs 
a variety of access controls. The complexity and variety of 
devices that need access control would require the creation of new 
flexible schemes. In IoT-based systems, cryptographic technique 
is also necessary to allow data to be stored and exchanged by 
means of security without the information content being available 
to other parties [58]. 

 

• Trust Management 

Toward the aim of understanding the challenges in IoT, the 
trust and reputation of the system also need to be emphasized. The 
pre-defined trust management criteria consist of trustworthiness, 
adaptability, usability, privacy, accuracy, efficiency, uniformity, 
comprehension, and generality [59]. There are three types of trust 
as follows [56]: 

i. Trust proportion is where the ratio of efficient transmission of 
packets between nodes to all forwarded packets at a given time 
scale occurs. 

ii. Trust in communication is the scenario when the distance 
between the source and the destination node is small, and 
relies on the direct transfer of the packet. If the number of 
packet interactions is not sufficiently high to represent the trust 
between nodes, the mechanism will be efficient by relying on 

and seen among common neighbors between senders and 
receivers based on their recommendations. 

iii. Energy trust is an estimation of the energy of the transmitted 
data to receive or forward messages, either directly or through 
intermediate nodes, among destination nodes. 

Study by [84] proposes an IoT trust management mechanism 
that can determine a node's trust level from its past behaviors in 
various cooperative services. The main objective of this approach 
is to facilitate collaboration by using a decentralized strategy in a 
heterogeneous IoT architecture due to the varying capabilities of 
nodes. In order to update trust values, two models are taken into 
account; first-hand information (i.e. by doing observations and 
own experiences) and second-hand information (i.e. indirect 
experiences and observations recorded by neighboring nodes). At 
the same time, trust management system involves four phases 
which include: (i) Collecting information on the trustworthiness 
of accessible nodes; (ii) Creating a supportive service with the 
nodes requested; (iii) Improving previous activities by updating 
itself to enhance ongoing development; and (iv) Determining each 
node a performance assessment rating during the learning phase 
after each interaction. 

• Privacy 

A key-changed shared authentication scheme for WSN and 
RFID systems is provided with an emphasis on privacy security 
in IoT [62]. Such a protocol combines the tag and the reader with 
a random number generator and incorporates the one-way hash 
feature, the key real-time refresh, and the key backup as 
mechanisms to minimize the possibility of replay, duplication, 
denial of service, spoofing, and tag tracking. The Privacy 
Preserving Data Mining (PPDM) methods are designed to 
minimize the risk of sensitive data exposure and the analysis of 
sensitive information. In such a case, the issue of user privacy 
knowledge is raised, implying a method of privacy protection that 
allows users to estimate the risks of sharing sensitive data. It also 
aims to establish a comprehensive technique for detecting 
sensitivity, and to measure the data's privacy content. In addition, 
the evaluation of data protection criteria, given by various sources, 
describes a layered IoT architecture to estimate both the quality of 
the data and the level of security and privacy. 

3. Method 

Document analysis method was implemented in this study. 
The  key objective of this study is to discover the challenges of 
managing IS security in SC enabled by IoT through analysis using 
the guidelines provided by [60]. To fulfil the task, the following 
steps were taken: 

3.1. Selection of Documents  

 A broad search was conducted on published or unpublished 
documents about IS security management and IoT security 
management to find reports on challenges in IS security 
management for IoT-enabled SC, and to find documents which 
would specifically address the questions of the study. The 
documents comprise of journals, proceedings, research theses, 
governments’ official documents, established reports, paperwork, 
and official web portals. A total of 90 documents was chosen for 
the collection after all the searches were carried out. 
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3.2. Searching criteria 

Queries were done on online databases as well as e-journal 
repositories, such as Web of Science, Scopus, Science Direct, 
IEEE, ACM Digital Library, and Springer Link. Besides, the 
governments’ web portals of selected SCs and news articles were 
also explored to gain perspectives and viewpoints on the topic 
being studied. The searching process used open search engines, 
such as Google Scholar, Google, and research gates. Keywords 
such as “information system security”, “Internet of Things 
security”, “smart cities challenges”, and “cybersecurity” were 
used during the searching process. The search included leading 
journals in the fields of information security and information 
systems, without constraints on the year of publication, i.e., 
between 2010 and 2020. 

3.3. Data Analysis 

 The 90 collected articles were then analyzed and interpreted 
using document analysis method [61]. The analysis process 
included identification and coding, as well as analysis and 
interpretation of data into categories. Coding was conducted 
during the identification process by examining data into 
meaningful and unique information units. Subsequently, themes 
were created by iterative comparison to reflect the underlying 
meaning of data. For organizing the content into similar categories, 
the specified categories were used. Throughout the research, these 
processes were continuously carried out to meet the challenges 
that ensure effective management of IS security in an IoT-enabled 
SC. This produces some insights into the challenges that impact 
both public and private organizations IS security management for 
IoT-enabled SC. As a result, a set of challenges in five aspects 
have been identified. The aspects include governance, integrity, 
interoperability, personalization, and self-organizing. 

4. Result and Discussion 

Based on IS and IoT security management scenario, 
challenges on IS security management in SC-enabled IoT have 
been identified. The comparison criteria were based on the 
frequent issues discussed in previous studies. The key challenge 
was to ensure that the functionality of IoT technology working 
without human intervention met with the safety requirements. 
Failure to meet these criteria would result in the challenge of 
protecting IS from cyber criminals and cyber hackers. 

In IoT-enabled SC, we identified challenges explicitly related 
to IS Security Management. We revealed 18 challenges classified 
into (1) governance, (2) integrity, (3) interoperability, (4) 
personalization, and (5) self-organizing. A description of the 18 
challenges related to IS security management in IoT-enabled SC 
is presented in Table 3. 

Information security focuses on confidentiality, integrity, and 
accessibility of digital information assets, such as data, 
information, knowledge, and relevant IT assets (hardware, 
software, and networks). Meanwhile, incident in information 
security is a single or sequence of unwanted or unexpected 
incidents in information security that has a significant risk of 
disrupting the business process and threatening the security of 
information [28]. Managing IS security in SC ecosystem by using 
IoT technologies must be concentrated on wholly integrated 

applications rather than stressing on in a single application. The 
main criterion that is important to emphasize SC managerial is the 
level of IS security, whereby the level of IS security among 
organizations is integrated by setting it at different levels. For 
instance, certain organizations have been set up as low level of 
safety, and other organizations have setup as high-level security 
based on their needs [19].  

Table 3: Information System Security Management for IoT-enabled Smart 
City Challenges 

Aspect Challenges IS Security IoT Security 

Governance  Formation and 
management of 
security standards / 
policies for IS 

[6,14,24–
27,29] 

[14,45] 

Coordination of 
multiple 
stakeholders and 
organization 

[24,28,58, 
61] 

[14,39] 

Quality assurance [6,62–64] [56] 

Citizens’ 
involvement  

[14,50] [39,54] 

Integrity 

 

Information 
security 

[6,24,49] [34,38,42,65] 

Information 
privacy 

[6,15,16,24, 
49,63] 

[34,37,45,65] 

Existing IS 
architecture  

[14,61,66] [7,39,65] 

Continuous cyber-
attacks 

[6,10,12,13, 
24,63,67] 

[42,48,65] 

 Interoperability Readiness of 
organization 

[6,58,68] [14,45] 

Interoperability 
implementation 

[15,19] [45,65] 

Secure 
communication  

[4,6,62] [38,48] 

Personalization Confidentiality  [4,17] [37,56,65] 

Identity 
management  

[17,69] [17,35,38,42,
48,54,56,70–

72] 

Trust and system 
reputation 

[4,14,73] [42,45,57,68,
70,74] 

Self-Organizing Threats/Risk 
management  

[4,11,75] [35,54,71,72] 

Lack of smarter 
security system 

[24] [71] 

Availability  [17,25,26] [17,37,48,63,
70,71,76] 

Reliability [14,69] [45,77] 
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Besides that, the SC characteristics, which will be enabled by 
IoT, are personalization and self-organizing. The personalization 
component is the individual provision of information, especially 
based on individual profiles and needs [81]. Self-organization, 
meanwhile, is a single concept of integrating the whole thing and 
can be defined as connecting anything to the internet, whether it 
is a computerized device system with no human-to-human or 
human-to-computer communication required [69]. One of the IoT 
elements is to gather and manage individual information 
automatically in real time. IoT typically consists of unlimited 
quantities of devices, individuals, and services that link and share 
information from various resources. Due to additional devices 
attached to each other in IoT ecosystems and the universal usage, 
the security and privacy issues come to be the key concerns. 

The discussion on the challenges for each aspect is presented 
below: 

4.1. Governance  

The leadership and administration in the implementation of an 
SC can affect security issues. The SC must have all the means to 
maintain infrastructure and management issues, but weaknesses 
and frauds can result from inappropriate implementation. 
Therefore, it is important that the governance of IS security 
management within the SC is improved by taking into account the 
integration and exchange of information between different 
stakeholders, and by carrying out information security 
assessments. As it indirectly allows organizations to make 
effective and in-time decisions, the security level of the IS using 
IoT equipment must be maintained. 

Information System (IS) security standard/policy development 
and management in governance need to be available and 
organized in the execution of collaboration and information 
sharing in the SC-enabled  IoT [62,78]. Multiple IS incorporation 
by the use of different IoT devices enables the sharing of 
information in an SC. This condition will result in chances of IS 
security risks. The possible risks of cyber-attacks, such as 
distributed denial-of-service (DDoS), on public infrastructure will 
rise once devices are connected extensively to generate 
substantially huge volumes of information [79]. 

Besides that, coordinating between different stakeholders and 
organizations due to security management procedure in IS  
collaboration stays low [64,80]. There is an inadequate standard 
in the supervision of many stakeholders and no single standard is 
completely set in the governance of IS protection related to the 
acceptance, process management and dissemination of 
information through the use of IoT in SC [58]. In governance, the 
most comparable activities in IS integration in SC should be 
correctly described. The governance elements must include 
strategies, policies, processes and legislation, and accountability. 
The direction of an organization will be defined by strategies and 
policies, while processes and legislation will detail who, what, and 
how. Accountability explains the positions and responsibilities of 
stakeholders [62]. For example, in the health industry, it is 
important for medical personnel to safeguard patients’ details. 
Otherwise, the data is open vulnerably, and worse, exploits the 
responsibility of the staffs for it, so they should be kept 
responsible for this to prevent future abuses [52,81]. 

Security measurement for the exchange of information, 
transmission, cooperation, decision-making, and execution of 
information exchange during the phase of IS integration at SC 
must be well-established for IS quality assurance [6,62]. Secure 
management would therefore require safe monitoring by the 
coordinator, where the function of the coordinator is to add and 
remove the IS involved in integration [52,81]. Quality assurance 
shall ensure that all decisions, processes, and activities remain in 
accordance with requirements to prevent service risks prior to 
their occurrence [82]. In order to ensure compliance with 
information security policies, standards and procedures, rules, 
regulations or contractual requirements of each company, the 
implementation of auditing and digital forensic processes is 
therefore critical [10].  

Digital forensic is becoming more critical as an investigative 
activity for tracing and analyzing criminal and fraudulent 
activities.  Digital forensic is all about cybercrimes, mobile 
forensics, investigating methods, and analyzing illegal incidents 
with aims to gather digital evidences. Information will be 
obtained for law enforcement purposes. Digital forensic may be 
aided by Intrusion Detection and Prevention Systems (IDPS), as 
it may confirm to be an important instrument, where its purpose 
is to conduct initial discovery, track malicious behaviors, and 
likely avoid further major harm to protected systems. An IDPS is 
therefore a very valuable instrument for the processing and 
interpretation of forensic evidence, which can be used for the 
purposes of a legal proceeding [31]. 

Other than that, involvement of citizens in SC ecosystem is 
needed to sustain the IoT usage. A low rate of citizen participation 
is due to lack of confidence and poor IoT knowledge levels. In 
order to address this problem, people need to recognize that IoT 
devices and related services can secure their personal information 
and help build a sense of empowerment [14,48]. Another 
important security and privacy measure is the understanding of 
cyber security and privacy. This is because some citizens do not 
understand this form of event and the negative impacts it can have, 
and are thus not in a condition to make decisions on the effect it 
can have on their privacy standards [83]. Cyber security 
awareness can begin at early levels, such as kindergartens 
and schools. Teachers or academic staffs can educate by teaching 
the implications and risks of cyber incidents. Teachers should also 
teach what is new, thereby ensuring a better image of the level of 
knowledge at personal and community levels [31]. Furthermore, 
it is also important to take social aspects into account. Thus, the 
"smartness" of a city relies heavily on the participation of citizens 
in SC projects via numerous communication channels comprising 
of online portals, social media platforms, and smartphones. In 
order to share experience and expertise, SC requires people to be 
actively linked in public locations, public transports, and at homes 
[4]. 

4.2. Integrity 

Each part in SC, targeted and hacked in IS via cyber-attacks, 
would breach the integrity of information sharing and the privacy 
of information of users [82]. The definition of integrity is to 
ensure that unauthorized changes to system components are 
protected. Measurement to protect the content, authenticity, and 
continuity of the message must be taken [52]. There is no 
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unauthorized alteration of information by permitted or 
unauthorized personnel, and the information is internally and 
externally consistent [65, 84].  

The weakness of IS security management in SC via the use of 
IoT will allow unauthorized users to retrieve information [58]. It 
can cause unauthorized data alterations, damage to information, 
and loss of information. Thus, the guarantee of information will 
be questioned by people including the impacts. As a consequence, 
the security of details that will affect the day-to-day activities of a 
company is not guaranteed [63, 73]. Information with credibility 
is reliable information that helps the organization in making the 
correct decision.  

Other than that, the process of preserving data and information 
confidentiality, authenticating, identifying data, and controlling 
user access will be the subject of data protection. Theft of 
identities and phishing are some of the threats to information 
security, i.e., attempts to trace the misuse of one's financial 
information, duplication of user accounts, and fake sales or hacker 
promotions, which can result in data and information being 
disclosed, updated, and destroyed. Consequently, the integrity of 
information and data will decrease significantly, and users would 
lose confidence [65, 73]. Another example is, in medical 
applications, the node should be able to confirm that the data is 
sent from a proven trust center. Therefore, by changing the 
unknown key, the network node and coordinator for all data will 
make measurements to the Message Verification Code (MAC). 
Accurate MAC code measurement guarantees the network 
coordinator that a trustworthy node executes [85].  

 In addition to that, privacy concerns often affect the integrity 
of information. Privacy is the right to monitor and protect a single 
individual's private information. Security must guarantee that 
without the permission of the owner, none of the single bit of 
information obtained for a particular user can be shared with 
others. One of the most critical steps to protect privacy is the 
creation of rules/policies that have the capability to obtain 
confidential information in order to protect privacy [52]. Private 
information is collected in the IoT-enabled SC environment, 
where various devices are part of public services, for the users to 
decide with whom the information can be distributed [65,86]. 
Processing confidential information and the right of users to 
disclose information on the internet or social media on digital 
networks are the focal points of this privacy. SCs are exposed to 
privacy leaks and the collection of information by hackers, 
particularly, when private information is collected, distributed, 
and processed. Revealed privacy in SCs may include the identity 
of a user, venue, transportation movement, health status in 
healthcare, intelligent surveillance lifestyle, and home and 
community smart energy. It would be a big mistake to expose this 
privacy-sensitive data to untrusted or unauthorized people in the 
real world and cyberspace [73]. 

Compared to the SC setting that requires IS integrated 
architecture, some other elements of the constraints of the current 
IS architecture are linked to initial implementation in silos. The 
design is divided into software, hardware, and processes [64]. The 
software architecture is critical for delivering connectivity and 
allowing IoT devices to share resources between integrated 
organizations. The hardware/network architecture must be capable 

in supporting the IoT-critically disseminated computing 
environment. In an organization, the use of IoT can impact existing 
business processes. Therefore, to help the innovation in computing 
and technology, there is a requirement to integrate IoT technology 
in organizational activities.  

Furthermore, a big data project with massive amount of data 
will arrive in real time. The number, velocity, and variety of data 
can complicate the process of storage and analysis used to produce 
important information [48]. Increasing the amount of IoT devices 
used by SC in IS will provide hackers with opportunities for 
information security risks as many SC-related devices have low 
levels of security. IS security monitoring vulnerabilities present a 
threat to cyber-attacks exposing data to leakage [63, 65, 75] and 
access breaches. The lack of preparation to handle current cyber-
attack threats would result in information being destroyed and 
lost. Cyber-attack is a security threat that is able to affect the 
expense of mitigating organizations [75]. Thus, system stability in 
terms of the system's ability is to react without getting worse 
because of unexpected attacks. The device must also be capable 
of protecting other network points from any attacks if one IoT 
computer is hacked. Therefore, mechanisms to ensure the 
protection, availability, accuracy, and integrity of the information 
system must be established during the sharing and processing of 
information in the SC ecosystem. One of them is the Intrusion 
Detection and Prevention System (IDPS) which is a computer or 
software program designed for network or system monitoring. It 
recognizes weaknesses, reports malicious attacks, and imposes 
protective methods to keep up with the progress of computer-
related crimes via multiple response techniques [87].  

4.3. Interoperability 

Interoperability is a mechanism for sharing data and using 
knowledge that combines two or more systems or elements. 
Interoperability requirements make the system integration process 
vague, inadequate, and complicated, if not difficult, to execute [86, 
88]. 

The vulnerabilities in IS protection make it impossible to be 
secure in the management of information exchanges, especially 
with a view to promote interoperability in the interaction and 
coordination processes of different IS that would allow services 
to citizens [24, 54]. Organizations' preparedness to use IoT in 
organizational activities is still poor and must be strengthened. An 
automated connection is required between various devices, 
facilities, and programs. The use of various technologies provided 
by IS providers would contribute to the need to separately manage 
the device. Security risks to information inside the SC would be 
indirectly revealed in the implementation of interoperability 
between organizations by using different levels of IS protection 
[80, 89]. 

Therefore, it is difficult to ensure that the interaction process 
between IoT devices is complete in each organization that 
includes multiple devices, especially with regard to memory, 
power, and time constraints [48]. So, before organizations are 
ready to be integrated, the requirements for the implementation of 
interoperability should take into account different levels of IS 
protection set by the company. This is to ensure that the integrated 
system's security is maintained [15, 19, 45]. 
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Other than that, secure communication is another critical 
factor that must be highlighted during integration [65]. It will 
guarantee the security of authentication, confidentiality, and 
integrity of the linked data. It also prevents a message exchange 
from being repudiated, and preserves the identity of the users 
involved. Moreover, it is insufficient to protect IoT devices solely 
to ensure that the IoT system is completely protected [38,48]. 

4.4. Personalization  

Personalization services are delivered according to individual 
profiles and preferences in a unique and precise way [79]. 
Confidentiality and privacy prevent data to go against 
unauthorized access where data indicates the security of an 
exposure to sensitive data that is deemed to be the critical issue. 
For example, in a medical context, sensitive and personal 
information about a patient’s well-being is required and relied on 
to be transmitted, so the patient’s data must be shielded from 
unauthorized access that may be harmful to the safety of the 
patient. Encryption will provide this sensitive data with greater 
security by using a mutual key to secure communication [52]. In 
order to make life safer and easier, the IS used every day will 
automatically collect personal information in real time, which 
means that IS can also monitor everyday life activities. If the IoT 
system control is lost or stolen, it will be a serious potential 
security concern [74]. In comparison, in the internet world, there 
is no chance for attackers to access the information if individuals 
do not supply the necessary details. 

One aspect that needs to be highlighted in information 
protection is identity management. The access control restrictions 
for approved users are also not adequately implemented. 
Consequently, attackers may take advantage of these 
vulnerabilities to retrieve unauthorized features and/or 
information, such as accessing user accounts, watching 
confidential files, manipulating user information, and modifying 
access privileges [17,69]. Moreover, in the functions of 
applications, authentication and session management are still not 
properly implemented. Cyber-attacks affect IS authentication by 
enabling third parties to manipulate the original data to make it 
unreliable. Attackers can modify or manipulate other weaknesses 
via passwords, keys, and session tokens [17]. 

Besides that, trust and device credibility are essential aspects 
of using IoT to manage IS security. Trust ensures that information 
and resources are fully and confidentially accessed by users and 
IoT devices. Competent data collection, powerful data 
combination and mining, and enhanced user confidentiality are 
included in trust management. The present challenges are 
determining how trust is established between IoT devices, and 
determining the trustworthiness of a user in the use of IoT devices 
[17]. In IoT, consideration of two aspects of trust must be 
emphasized, consisting of trust concerning the interconnection 
among entities and trust in the system from the clients’ viewpoint 
[57]. 

Personalization relies on the usage of private information, and 
in this IoT feature, protection and privacy issues are therefore 
major concerns. Organizations need to be fulfilled with security 
requirements, such as identity protection, privacy, data access 
control, precise authentication procedures, and trustworthy 
identity to resolve this. 

4.5. Self-Organizing 

Self-organizing is the administration of automated Machine-
to-Machine (M2M) acceptance, processing, and distribution of 
information without human intervention [24,58,90]. In other 
words, in order to generate customer-oriented output that 
continuously operates to sustain itself, computers will function 
independently or coordinate with humans. The machines are thus 
autonomous entities that can gather and interpret information and 
provide guidance on the basis of research [90]. 

One aspect that needs to be highlighted in self-organizing is 
risk management. Risk is an essential aspect of the management 
of IS security in IoT-enabled SC. In the development and 
implementation of IS, risk is an unavoidable factor. Successful 
control of risk reduces an organization's operating risk. One of the 
key causes of IS failure is the weakness in risk management for 
IS growth, including prediction and evaluating risk [91,92]. IoT 
risk analysis requires the detection of assets, risks, and 
vulnerabilities. Failure to foresee and evaluate these 
vulnerabilities can lead to risks being generated. Other than that, 
the usage of poor application protection elements and the 
Application Programming Interface (API) can encourage a broad 
range of IS safety attacks [71,72]. In addition, the absence of a 
Smarter Security System to handle the identification of threats, 
the identification of anomalies, and the effects of predictive 
analysis affects IS performance [71]. Less secure and slower 
connections between IoT nodes lead to data leaks and other 
security breaches [74]. Another key element is availability and 
usability, which makes sure that the IS performs entirely at any 
time and every time an authenticated user is detected [17]. If any 
IS operation fails, the protection must ensure that equivalent 
resources are available, and as an added assurance, must allow 
M2M operations, i.e., real-time data collection will continue with 
IoT devices. Due to small and lightweight characteristics that 
make them operate on lower energy, the problems of resource 
constraint arises as most IoT devices have restricted handling and 
storage capacities [51]. Besides that, in medical practices, a 
network availability with effective admission to the patient’s 
information is crucial, especially involving a system which 
contains important, sensitive, and potentially lifesaving 
information. Thus, the network must be available all the time [85].  

The IoT technology enables users to be self-organized and 
personalized with data-driven decisions. Data-driven decision-
making is a process that involves the collection of data based on 
established concrete objectives and the discovery of evidence, 
trends, associations, observations, and knowledge from this 
information. This expertise is then used to build or evaluate 
processes, operations, structures, policies, and techniques to 
support the data/system owner [5]. Information monitoring 
includes multi-device collaboration, which can effectively 
improve the accuracy and reliability of user-acquired information 
without fail. Another important problem is failure to collect the 
right data, as it can become a life-threatening matter for the 
citizens. Therefore, appropriate techniques can be used to ensure 
the IS is accurate, complete, reliable, and secure from malicious 
attacks during information transactions [52]. By using IoT 
technology, it allows information to be managed by machines, and 
enhances IS protection in the SC, such as protection against data 
leaks. By determining a corrective and preventive plan that 
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focuses on safety concern, each company in the SC needs to 
deliver a holistic risk management strategy. 

5. Conclusion  

This paper discusses the major challenges in the IS security 
management for IoT-enabled SCs. The document analysis 
discovers security challenges according to five aspects, namely: 
(i) governance, (ii) integrity, (iii) interoperability, (iv) 
personalization, and (v) self-organizing. It has been found that it 
is more complicated to protect IS from the heterogeneous IoT in 
SCs. At anytime, anywhere, and on any device, confidential data 
is exposed to malicious cyber-attacks. This study is expected to 
assist SC policy makers, city planners, and practitioners in 
understanding and addressing the challenges in sustaining IS 
security management for IoT-enabled SCs. This will lead to 
planning and the development of SCs to improve the citizens’ 
quality of life. Future work must identify authentication features 
that are appropriate for IS security management by adopting IoT 
in SC environment. The aim is to overcome any unauthorized 
access to the sensitive and confidential information due to cyber-
attacks. 
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