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Editorial

As digital infrastructures, intelligent algorithms, and cyber—physical systems continue to expand
across sectors, new challenges emerge around security, efficiency, reliability, learning, and
system observability. The eight research papers featured in this editorial collectively reflect how
contemporary scholarship is responding to these challenges through innovative architectures,
adaptive models, data-driven assessment frameworks, and practical tools. Spanning topics from
Zero Trust security and private 5G systems to neural network design, learning analytics, reliability
engineering, healthcare Al, network visualization, and drone detection, these works highlight the
growing convergence of theory, technology, and real-world applicability.

The first paper addresses a foundational concern in modern cybersecurity: securing resource-
constrained Internet of Things devices under a Zero Trust Architecture. By treating every device
as untrusted and enforcing continuous verification, Zero Trust presents particular challenges for
loT environments. The proposed Time-based Identity Management and Flow Rule Control Engine
(TIMeFoRCE) introduces a lightweight, time-based authentication mechanism that aligns with
Zero Trust principles while remaining feasible for constrained devices. By providing concrete
metrics and a viable implementation pathway, this work advances the practical adoption of Zero
Trust in loT ecosystems where prior studies largely identified problems without offering
implementable solutions [1].

The second contribution explores private 5G as an alternative to traditional wired cable TV
services, particularly in multi-dwelling and rural contexts. Recognizing spectrum limitations in the
sub-6 GHz band, the paper proposes a hybrid Multiple-Input Multiple-Output (MIMO) approach
that simultaneously supports reliable broadcasting and efficient data communication. By
combining diversity MIMO and multi-stream MIMO within a single framework, the study addresses
frequency efficiency challenges and strengthens the case for private 5G as a flexible and scalable
broadcasting infrastructure [2].

Automating the design of deep neural networks is the focus of the third paper, which introduces
structurally adaptive DNNs, termed StradNet models. Rather than relying on manual trial-and-
error or post hoc pruning, this approach integrates structural adaptation directly into the training
process. By progressively pruning weak connections and refining network structure during
learning, StradNet produces efficient, partially connected architectures that perform well in
dynamic and high-dimensional environments. Experimental validation demonstrates superior
scalability and performance compared to conventional pruning strategies, underscoring the
potential of adaptive architectures in real-world machine learning applications [3].

The fourth study shifts attention to education, proposing a method to assess learners’ conceptual
understanding of data science through open-ended responses. By combining natural language
processing techniques, such as Word2vec embeddings, with machine learning models including
random forests, Naive Bayes, and logistic regression, the framework identifies both understood
and misunderstood concepts. The integration of teacher—learner interaction data and
electrodermal activity further enriches the analysis. Despite a limited sample size, the results
show strong performance, highlighting the promise of linguistic and behavioral analysis in
diagnosing learning difficulties and providing targeted instructional support [4].

Reliability engineering is addressed in the fifth paper, which investigates the persistent gap
between laboratory reliability predictions and real-world field performance. By introducing a
closed-loop reliability correlation framework, the study significantly improves alignment between
lab-tested and field-observed failure modes. The integration of traditional DFMEA with system-
level tools such as Function Block Diagrams, Interface Matrices, and usage-context analysis
enables a more holistic, user-centered understanding of product behavior. This approach
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enhances predictive accuracy and supports proactive mitigation strategies that better reflect
operational realities [5].

The sixth paper reviews privacy-preserving artificial intelligence in the context of the Internet of
Medical Things, focusing on Federated Learning enhanced by Differential Privacy and Blockchain
technologies. Through a comprehensive comparison of FL-DP and FL-BC frameworks, the study
highlights trade-offs in privacy guarantees, trust, scalability, and energy efficiency. The analysis
reveals that while differential privacy offers strong mathematical protection, blockchain-based
approaches ensure transparency and traceability. Emerging hybrid architectures are identified as
a promising direction for secure, trustworthy, and regulation-compliant healthcare Al systems [6].

Observability and analysis of complex networked systems are the subject of the seventh
contribution, which extends the PerfVis tool into a comprehensive timestamp data analyzer. By
integrating statistical outputs, customizable traffic patterns, and external data sources, the
enhanced tool supports deeper insights into system and protocol behavior. Case studies involving
real 5G networks and established measurement protocols demonstrate the value of flexible
visualization and analysis in uncovering temporal patterns, performance anomalies, and protocol
dynamics [7].

The final paper responds to growing concerns around drone proliferation by presenting a
comprehensive dataset of drone acoustic signatures and an interactive web-based exploration
tool. Covering 32 drone categories, the dataset includes raw audio, spectrograms, and MFCC
representations, supporting research in acoustic-based drone detection and classification. The
accompanying web application enhances accessibility and educational value, enabling users to
explore and analyze drone sounds interactively. This contribution fills a critical gap in publicly
available resources for acoustic drone detection research [8].

Collectively, these eight papers illustrate how modern research is tackling complexity across
technological, educational, and operational domains. From securing loT devices and optimizing
wireless spectrum usage to automating neural network design, assessing learning
comprehension, improving product reliability, safeguarding medical data, visualizing network
behavior, and enabling drone detection, each study emphasizes practical relevance grounded in
rigorous methodology. Together, they underscore a broader shift toward adaptive, data-driven,
and user-aware systems that are better aligned with real-world constraints and evolving societal
needs, offering valuable foundations for future research and deployment.

References:

[1] V. Morris, K. Kornegay, J. Falaye, S. Richardson, M. Tienteu, L.J.D. Tchuenkou, “TIMeFoRCE: An Identity and
Access Management Framework for loT Devices in A Zero Trust Architecture,” Advances in Science,
Technology and Engineering Systems Journal, 10(6), 1-22, 2025, doi:10.25046/aj100601.

[2] H. Ito, H. Ohno, H. Kitano, S. Matsumoto, “Private 5G MIMO for Cable TV IP Broadcasting,” Advances in
Science, Technology and Engineering Systems Journal, 10(6), 23—-28, 2025, doi:10.25046/aj100602.

[3] D. Degbor, H. Xu, P. Singh, S. Gibbs, D. Yan, “StradNet: Automated Structural Adaptation for Efficient Deep
Neural Network Design,” Advances in Science, Technology and Engineering Systems Journal, 10(6), 2941,
2025, doi:10.25046/aj100603.

[4] K. Yasuda, H. Shimakawa, F. Harada, “ldentifying Comprehension Faults Through Word Embedding and
Multimodal Analysis,” Advances in Science, Technology and Engineering Systems Journal, 10(6), 42-54, 2025,
doi:10.25046/aj100604.

[5] R. Lawrance, N.K.R. Gorla, “System-Level Test Case Design for Field Reliability Alignment in Complex
Products,” Advances in Science, Technology and Engineering Systems Journal, 10(6), 55-64, 2025,
doi:10.25046/aj100605.



[6]

[7]

(8]

S.A. Farooqi, A.A.R. Rahman, A. Saad, “Federated Learning with Differential Privacy and Blockchain for
Security and Privacy in loMT A Theoretical Comparison and Review,” Advances in Science, Technology and
Engineering Systems Journal, 10(6), 65-76, 2025, doi:10.25046/aj100606.

M. B"ohmer, T. Herfet, “PerfVis+: From Timestamps to Insight through Integration of Visual and Statistical
Analysis,” Advances in Science, Technology and Engineering Systems Journal, 10(6), 77-87, 2025,
doi:10.25046/aj100607.

M.Y. Wang, M. Linn, A.P. Berg, Q. Zhang, “A Multi-class Acoustic Dataset and Interactive Tool for Analyzing
Drone Signatures in Real-World Environments,” Advances in Science, Technology and Engineering Systems
Journal, 10(6), 88-96, 2025, doi:10.25046/aj100608.

Editor-in-chief
Prof. Hamid Mattiello

Vi



ADVANCES IN SCIENCE, TECHNOLOGY AND ENGINEERING

SYSTEMS JOURNAL

Volume 10 Issue 6 November-December 2025

CONTENTS

TIMeFoRCE: An Identity and Access Management Framework for lIoT Devices
in A Zero Trust Architecture

Vinton Morris, Kevin  Kornegay, Joy Falaye, Sean Richardson, Marcial
Tienteu and Loic Jephson Djomo Tchuenkou

Private 5G MIMO for Cable TV IP Broadcasting
Hiroshi Ito, Hideki Ohno, Hikaru Kitano and Shuichi Matsumoto

StradNet: Automated Structural Adaptation for Efficient Deep Neural Network
Design
David Degbor, Haiping Xu, Pratiksha Singh, Shannon Gibbs and Donghui Yan

Identifying Comprehension Faults Through Word Embedding and Multimodal
Analysis
Kento Yasuda, Hiromitsu Shimakawa and Fumiko Harada

System-Level Test Case Design for Field Reliability Alignment in Complex
Products
Robinson Lawrance and Nishith Kumar Reddy Gorla

Federated Learning with Differential Privacy and Blockchain for Security and
Privacy in loMT A Theoretical Comparison and Review
Shaista Ashraf Farooqi, Aedah Abd Rahman and Amna Saad

PerfVis+: From Timestamps to Insight through Integration of Visual and
Statistical Analysis
Marlene B"ohmer and Thorsten Herfet

A Multi-class Acoustic Dataset and Interactive Tool for Analyzing Drone

Signatures in Real-World Environments
Mia Yagin Wang, Mackenzie Linn, Andrew Patrick Berg and Qian Zhang

Vi

01

23

29

42

55

65

7

88



@ASTES

Advances in Science, Technology and Engineering Systems Journal

Vol. 10, No. 6, 1-22 (2025)
www.astesj.com

ASTES Journal
ISSN: 2415-6698

Special Issue on Innovation in Computing, Engineering Science & Technology

TIMeFoRCE: An Identity and Access Management Framework for IoT
Devices in A Zero Trust Architecture

Vinton Morris !, Kevin Kornegay?, Joy Falaye!, Sean Richardson', Marcial Tienteu'!, Loic Jephson Djomo Tchuenkou!

'Morgan State University, Cybersecurity Assurance and Policy Center, Baltimore, 21251, United States

2Morgan State University, Electrical and Computer Engineering, Baltimore, 21251, United States

ARTICLE INFO

ABSTRACT

Article history:

Received: 01 October, 2025
Revised: 19 October, 2025
Accepted: 21 October, 2025
Online: 10 November, 2025

Keywords:

Zero Trust

Zero Trust Architecture
Identity and Access Manage-
ment

Access Control

Fingerprinting

Authentication

Policy Enforcement Point

Zero Trust Architecture offers a transformative approach to network security by emphasizing
“never trust, always verify.” loT devices, while increasingly integral to modern ecosystems,
pose unique challenges for identity management and access control due to their constrained
processing power, memory, and energy capabilities. In a Zero Trust framework, every loT
device is treated as a potential security risk, necessitating continuous, adaptive authentication
and strict access control policies. Despite their limited resources, loT devices must undergo
identity verification and operate within the principle of least privilege, granting access only
to specific services and data based on each device’s role, context, and risk profile. This paper
examines the challenges of implementing Zero Trust in loT environments, focusing on scalable
identity management and access control mechanisms that account for the inherent resource
constraints of IoT devices while ensuring robust security against emerging threats. Previous
works highlighted the inherent issues with loT devices in a Zero Trust environment; however, they
offer no viable solution. This paper proposes Time-based Identity Management and Flow Rule
Control Engine (TIMeFoRCE), an identity management and access control solution that satisfies
the tenet of Zero Trust for resource-constrained loT devices through time-based authentication.

Policy Decision Point

This work builds upon prior research and provides metrics to show the solution’s efficacy.

1. Introduction

This paper is an extension of work originally presented in the 2025
IEEE 15th Annual Computing and Communication Workshop and
Conference (CCWC) [1]. 10T devices, while integral to modern
ecosystems, are inherently constrained by their limited computa-
tional resources, including processing power, memory, and energy
capacity [2, 3, 4]. These limitations make traditional security mod-
els, which often assume more robust device capabilities, unsuitable
for IoT environments [5, 6, 7]. As a result, securing these devices
against an ever-increasing array of cyber threats has become a press-
ing concern. One promising solution to these challenges is the
implementation of Zero Trust Architecture (ZTA) [5, 8, 9, 10, 11].
ZTA operates on the principle of “never trust, always verify,” where
no entity, whether internal or external to the network, is automat-
ically trusted [5, 12, 13]. In the context of 10T, this approach is
crucial because it treats every device as a potential security risk,
regardless of its location on the network [8]. One of the fundamen-
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tal tenets of Zero Trust is continuous adaptive authentication and
strict access control for all devices, including those with limited
resources [8]. Despite the inherent limitations of IoT devices, ZTA
requires them to undergo identity verification and adhere to the
principle of least privilege, granting access only to specific services
and data based on the device’s role, context, and associated risk
profile [8, 14].

This paper addresses the inherent limitations of IoT devices by
proposing a novel approach to identity and access management,
specifically designed for resource-constrained IoT devices within a
Zero Trust framework. By leveraging behavior-based fingerprinting
and time-based authentication, we aim to offer a lightweight yet
effective solution that balances security with the device limitations
inherent to the IoT landscape by removing the security responsibility
from devices. Vendors such as Cisco, Microsoft, Palo Alto, Armis,
and Zscaler [15, 16, 17, 18, 19] provide access control solutions for
IoT; however, these proprietary black-box solutions with limited
visibility simply exist for financial gains and require significant
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financial investment and infrastructure change. TIMeFoRCE is one
that can be deployed without incurring significant overhead. We
performed a comprehensive analysis of the proposed architecture’s
efficacy through detailed metrics and performance evaluations. In
doing so, we aim to advance the state of the art in securing IoT
environments, ensuring that they remain resilient against emerging
threats while maintaining the integrity of the underlying infrastruc-
ture.

Our contribution presents Time-based Identity Management and
Flow Rule Control Engine (TIMeFoRCE), an Identity and Access
Management (IAM) framework tailored to support IoT devices
within a ZTA. The main contributions of this paper are:

e Proposed TIMeFoRCE, a novel Identity and Access Man-
agement (IAM) system that authenticates IoT devices by ex-
tracting discriminative features from network packet headers
to generate unique device fingerprints, which are matched
against a reference database to validate devices attempting
communication.

e Introduced a continuous identity verification and dynamic
access control mechanism that integrates time-based authenti-
cation, software-defined networking (SDN), and behavioral
fingerprinting, thereby mitigating reliance on pre-shared cre-
dentials and static configurations.

e Presented a comprehensive evaluation using a testbed of 26
IoT devices under conditions representative of real-world net-
work environments. The system employs machine learning to
analyze traffic patterns and classify newly introduced devices
in real time.

e Demonstrated that the IAM system enforces authentication
and access control policies through continuous traffic moni-
toring and adaptive interaction with the SDN switch, enabling
context-aware security decisions based on device behavior.

The remainder of this paper is structured as follows: Section
2 discusses related work. Section 3 details our methodology and
experimental setup. Section 4 presents our results. Sections 5 and 6
conclude the paper and discuss future directions.

2. Related Work

This research spans several areas, including device identification,
Zero Trust, microsegmentation, and software-defined networking to
develop TIMeFoRCE and are organized accordingly.

2.1. Device Identification

Extensive research has been conducted on device identification and
classification [3, 20, 21, 22, 23, 24, 25, 26, 27], and show the vari-
ous ways to identify devices. However, minimal research has been
conducted in the Zero Trust space on the use of such identities for
identity management.

One of the more promising works in the area of IoT device
identification is by [28]. In [28], the author evaluated their IoT
device identification method using two publicly available datasets:

www.astesj.com

the Aalto University IoT dataset and the USNW dataset. With their
mixed approach, they achieved accuracies of 94% on the UNSW
dataset and 83% on the Aalto dataset. Unlike [28], who grouped
similar devices (TP-LinkPlugHS100 and TP-LinkPlugHS110) to
form their aggregate model and improve accuracy, our work grouped
identical devices (make and model). For example, in our study, two
Sengled light bulbs were treated as distinct devices and not grouped
because of a color difference (soft white vs. daylight). The work
of [28] focused on device classification, while our work focuses on
developing device identities and using them to satisfy the identity
and access management tenet of a ZTA.

2.2. Zero Trust

While many studies [29, 30, 31, 32, 33] discuss the principles and
components of Zero Trust, few provide practical implementations
or concrete methods for utilizing such identities for authentication.
The authors in [31], investigated global Zero Trust research and
its application in IoT environments. In [32], the authors examined
advancements in biometrics, blockchain, and Al to enhance IoT
security through improved authentication, and explored the inte-
gration of Zero Trust principles into IoT frameworks to mitigate
cyber threats and strengthen resilience; offering insights from re-
cent research and real-world implementations on the evolution of
secure [oT authentication. In [33], the authors sought to reinterpret
Zero Trust from a network security perspective by exploring how
elements of trust still exist within Zero Trust frameworks; defining
the concept and key characteristics of trust in Zero Trust systems,
establishing foundational principles, and discussed future research
trends and applications across various scenarios. These authors
focused primarily on providing a comprehensive review of current
literature and Zero Trust trends.

In [34], the authors present results from a cybersecurity test
bed, which incorporates elements of a Zero Trust data communi-
cation network through the use of autonomic OODA loops. They
demonstrate results from experiments in which identity management
was integrated with automated threat response and packet-based
authentication, alongside the dynamic management of eight unique
network trust levels. In their testing environment, they deployed a
dynamic orchestration of firewall access control lists (ACLs) and
incorporated authentication gateways, each configured with its own
dynamic trust levels. The authentication mechanisms employ First
Packet Authentication (FPA) alongside Transport Access Control
(TAC), with explicit trust established by generating a network iden-
tity token at the start of each session. They reported that the system
successfully detected and mitigated DDoS attacks, blocking over
100 unauthorized access attempts within 60 seconds. However, de-
spite their effectiveness, IoT devices typically operate in an insecure
manner and lack identities that can be tied to external authentication
providers.

In [5], the authors conducted a comprehensive review of the
literature on Zero Trust, identifying current knowledge and research
gaps. They presented relevant literature on Zero Trust. They aim to
systematically find new research streams and organize the body of
knowledge on Zero Trust. They determined that the majority of the
literature they reviewed highlighted the benefits of Zero Trust but
did not discuss its potential shortcomings. They noted that although
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experts contend that implementing Zero Trust principles produces a
highly scalable infrastructure, no design for such massive networks
has been put forth, proven, or tested to date. They also highlighted
that they found no research into sectors such as healthcare or energy,
where security is paramount. While they conducted an in-depth
review, no relevant solution was proposed to address the inherent
lack of identity and access management (IAM) in IoT devices.

The authors in [9], presented the core principles of Zero Trust us-
ing a descriptive approach and also reviewed a variety of approaches
to effectively implement this paradigm. In addition to providing a
thorough analysis of cutting-edge authentication and access con-
trol methods across various contexts, they explain the role of these
technologies in ZTA. They also go into great detail about standard
encryption methods, security automation, and microsegmentation
that can be used to implement a ZTA. The paper also examines
several challenges that may impede the practical implementation of
Zero Trust, including issues with contemporary authentication meth-
ods, access control systems, trust and risk assessment frameworks,
microsegmentation strategies, and software-defined perimeter solu-
tions. They also identified potential future research directions for
the successful realization of zero trust in critical infrastructures. Our
work focuses on developing a method for authenticating devices
using discrete identities.

In [6], the authors sought to bridge the current knowledge gap
and investigate the complexities of the Zero Trust framework. Like
[51, [9], [31], and [33] they reviewed the ZTA literature and offered
a basic analysis of its application and efficacy in light of earlier
research. They examined the advantages and disadvantages of the
Zero Trust security architecture, provided a general overview of the
model, and addressed the knowledge gap regarding the effective-
ness of implementing a Zero Trust philosophy. They supported the
widely held belief that Zero Trust has numerous meanings. Like the
previous authors, they also focus on the component that equates to

a robust Zero Trust policy, but no solution to address the inherent
problems.

In [35], the authors presents ZTA-IoT, a novel Zero Trust Archi-
tecture tailored for IoT systems, designed to extend and adapt the
NIST ZTA framework for cloud-enabled IoT environments. They
further proposes the ZTA-IoT Access Control Framework (ZTA-
[IoT-ACF) to manage diverse interactions among [oT layers and
components, to reduce implicit trust and reinforcement of authenti-
cation and authorization mechanisms. Additionally, they presents
the Object-Level Zero Trust Score-Based Authorization Framework
(ZTA-I0T-OL-SAF), which governs access to devices and data ob-
jects through dynamic, context-aware authorization based on real-
time calculated trust scores. The framework supports continuous
authorization decisions by evaluating multiple attributes related to
actors, targets, and actions. The study culminates in the UCONIoT
model, a formally defined usage control policy governing user-to-
object and device-to-object interactions validated through a proof-
of-concept implementation on AWS IoT using Lambda functions
and DynamoDB. The results highlight the potential of fine-grained,
score-based access control in enhancing IoT security. Several con-
cepts were introduced; however, they were later presented as future
work. This include; Real-time dynamically calculated score and
threshold values, virtual-object level, the cloud level, the application
level interactions, and usability. Additionally, the study focused
heavily on access control and not authentication. While the work
appears to provide effective access control, it contrasts with TIMe-
FoRCE, which is capable of operating in real time.

The National Institute of Standards and Technology (NIST) spe-
cial publications 800-207 [8] and 800-207A [36] outline the core
principles of any ZTA implementation, and are the primary docu-
ments referenced by researchers and practitioners. A thorough set
of Zero Trust principles and a referenced ZTA for bringing those
ideas to life are outlined in NIST Special Publication 800-207. A

Table 1: Feature Comparison of prior works across device identification, microsegmentation, and SDN controller functionality externalization with TIMeFoRCE.

Work Scalability IoT Device  Behavioral Identity Performance / Strengths
Support / SDN Integration

IoTDevID [28] v v X High classification accuracy on public IoT datasets;
behaviour-based device identification; limited to offline
analysis and non-dynamic enforcement.

Zero Trust Mi- v X X Improves Zero Trust posture via fine-grained

crosegmentation segmentation and workload isolation; achieves 60-90%

[29] reduction in lateral movement risk; scalability policy
tradeoff present.

Externalization of v X v Architectural scalability through distributed

Packet Processing control-plane microservices; minimal performance

in SDN [30] overhead; no behavioral identification or access control
capability.

TIMeFoRCE (This v v v Provides real-time authentication and access control

Work)

using behavioral fingerprints integrated within SDN;
supports continuous Zero Trust validation; scalable to
large heterogeneous IoT ecosystems.

www.astesj.com
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key paradigm shift in obtaining a ZTA involves transitioning from
traditional security models that enforce segmentation and isolation
based on network constructs to models that enforce policy decisions
primarily based on identity [8].

While the previous literature identifies some of the benefits of
Zero Trust, most do not offer a meaningful solution, especially re-
garding authentication. Most of the Zero Trust solutions we find
exist in the commercial space and are focused on financial gains.
Organizations such as [16], [37], [38], and [39] offer IoT platforms;
however, these are designed for IoT manufacturers as cloud plat-
forms for user interaction with devices or as aggregation points for
analytics.

2.3. Microsegmentation

In [29], the authors conducted an impact assessment to develop an
analytical framework for characterizing and quantifying the effi-
cacy of microsegmentation in enhancing network security. Their
methodology employed a dual graph-feature-based framework that
integrated network connectivity and attack graphs to assess net-
work exposure and robustness. To evaluate robustness, they used
MulVAL, incorporating inputs such as Nessus XML data and net-
work firewall rules to generate the network attack graph. The study
examined a range of metrics, including the number of misconfigura-
tions, counts of shortest paths, average and minimum shortest path
lengths, minimum shortest path counts, and average and maximum
out-degrees, as well as average betweenness. Their findings indicate
that the average and maximum out-degrees of compromised net-
work privileges substantially illustrate the impact of microsegmenta-
tion in constraining lateral movement and exploration by attackers,
thereby reducing the potential number of attacks by 93% and 69%,
respectively. Furthermore, microsegmentation reduced average be-
tweenness by over 98% and altered the network topology, resulting
in a more linear distribution of betweenness. In [29], the authors
focused on developing an evaluation framework for microsegmenta-
tion, a tenet of Zero Trust; however, our work focuses on identity
management, which authenticates devices communicating within
the network.

2.4. Software-Defined Networking

For our research framework, we examined the work of [20] and
[28] in the context of device identification, the work of [29] in mi-
crosegmentation, and the contributions of [30] in the SDN domain.
In [30], the authors present an architecture that decouples controller
functionality and externalizes packet processing, thereby decentral-
izing microservices at the control plane level. Their goal was to
disaggregate core subsystems of SDN controllers into cooperative
microservices, allowing flexibility in programming language selec-
tion and converting a monolithic control plane into a microservice-
based architecture. They also integrated support for external reactive
applications beyond traditional SDN APIs. To achieve this, they
propose using Kafka as an event distribution system to transmit
incoming packets from network devices to external management
apps. ICMP packets were transmitted to evaluate the system, and the
corresponding response times were recorded for analysis. Although
this work aligns closely with ours, it focuses on measuring response
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time rather than addressing an actual use case. Additionally, the
preliminary work reported in [1] presents ongoing efforts to identify
and manage access to IoT devices in a ZTA. Table 1 provides a com-
parison of TIMeFoRCE in terms of scalability, device type, identity
methods, and performance. Table 1 compares four approaches,
IoTDevID, Zero Trust Microsegmentation, Externalized SDN Pro-
cessing, and TIMeFoRCE across scalability, [oT device support,
behavioral identity integration, and performance. TIMeFoRCE dis-
tinguishes itself by providing real-time behavioral fingerprint-based
authentication and access control within SDN, demonstrating both
adaptability and scalability across diverse environments.
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Figure 1: Zero Trust Architecture covering the policy enforcement point and policy
decision point with policy administrator and policy engine.

3. Methodology

To present our Identity and Access Management (IAM) solution
(i.e., TIMeFoRCE), we divided the implementation into several
Phases. We first investigated and created the testbed. Second, data
collection was performed on the testbed. Next, we performed de-
vice classification during the analysis phase. Following the analysis
phases, we implemented the proposed solution. Finally, metrics
were obtained on the performance of the proposed solution. The
first three items were performed in [1] as part of a work-in-progress

paper.

3.1. The Simplified Zero Trust Architecture

A ZTA is often depicted as two distinct components: the control
and data plane. The control plane serves as the Policy Decision
Point (PDP), where security policies are defined and decisions are
made, while the data plane functions as the Policy Enforcement
Point (PEP), where these policies are enforced during data trans-
mission and access requests [8]. The PDP can be further broken
down into the Policy Administrator (PA) and the Policy Engine
(PE). Figure 1 portrays a simplified ZTA showing the delineation of
control and forwarding/data plane. TIMeFoRCE is integrated into
the PDP, where it evaluates and determines the outcomes of access
requests.

3.2. 10T Testbed

For the study, the Linksys WRT 3200ACM, a dual-band MU-MIMO
Gigabit Wi-Fi router [40] was utilized as the infrastructure, due to
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its architectural advantages, compatibility with OpenWRT, sup-
port for the Open vSwitch (OVS) package, and wireless isolation
feature as outlined in [1]. For this study, primarily home and small-
office IoT devices were the focus, as they are readily available as
commercial-off-the-shelf (COTS) devices. A total of 26 IoT devices,
representing various types, such as switches, plugs, light bulbs, sen-
sors, media, Gateway hubs, and home assistants, typically deployed
in real-world environments, comprise the testbed based on [1], are
presented in Figure 2 and Table 2.

loT Testbed
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Figure 2: IoT testbed showing the various device types used in the experiment

Table 2: IoT devices in the testbed listing device type, quantity of each, and commu-
nication protocol

Device Name Device Type | Quantity | Protocol
Amazon Alexa Home Assistant 1 WiFi
Amazon Fire TV Media 1 WiFi
Blink Doorbell Camera Camera 1 WiFi
Blink Mini Camera Camera 1 WiFi
Camera VR520 IR Camera 1 Ethernet
Govee Gateway Gateway 1 WiFi
Govee Leak Detector Sensor 2 RF
Heiman Door Sensor Sensor 3 WiFi
LVWIT Light Bulb Light Bulb 2 WiFi
Sengled Light Bulb Light Bulb 5 WiFi
Sonof WiFi Smart Smart Switch 1 WiFi
Switch

TP-Link Light Bulb Light Bulb WiFi
TP-Ling Plug Smart Plug 4 WiFi
Web Power Switch Smart Switch 1 WiFi

Figure 3 presents the internal architecture of the Linksys WRT
3200ACM after installing OVS and configuring the various ports.
The Linksys WRT 3200ACM, when operating with the OpenWRT
firmware version 22.03.2, utilized the Distributed Switching Archi-
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tecture (DSA), which provides a Linux network interface for these
user ports (lanl - lan4 and wan), known as ’slave’ interfaces [41],
allowing the devices to function as a traditional layer two switch
and forward all packets that it receives.

3.3. Data Collection and Analysis
3.3.1. Data Collection

Data collection began during the commissioning process of intro-
ducing the IoT devices to the testbed [1]. Data were collected for
approximately 20 days over 3 months, with devices added at various
stages of the capture period. During this stage, the required data
volume was determined, and the most suitable features for subse-
quent analysis [1] were identified. Specifically, key packet header
attributes essential for device identification were identified, along
with additional features beyond the packet header, derived through
feature engineering that could further improve this process.

CPU
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Open vSwitch

L

WAN Port

—
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ethO

Internal Port  Internet

=] ]
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External Labels

w
N
-

Internal Labels

Ethernet Switch

Figure 3: Linksys WRT 3200ACM Router showing the internal switch architecture
after installing OVS

3.3.2. Data Analysis

Our intention was not to develop our own identification and classifi-
cation algorithm but to leverage existing techniques based on pre-
viously completed scholarly work as a foundation for the research.
We reviewed several such works that focused on packet-based classi-
fication [2, 28, 42, 20], as well as flow-based classification [22, 43].
The scope was narrowed to research on packet-based classification,
specifically the work by [28]. However, gaps in the research pre-
vented the use of their method as a viable solution in its current state,
particularly when dealing with data the model has not encountered
during its training phase. The authors in [1] provide a framework
for the proposed method.

To address the limitations identified in [28], the feature set was
expanded to include the z-scores of both packet size and payload
for each packet. Additional binary features were introduced to indi-
cate the presence of specific protocols, including Internet Protocol
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Fields used in Classification

ARP | LLC EAPOL  IP |IPv6 ICMP ICMP6|IGMP |TLS | TCP UDP TCP_w_size HTTP HTTPS DHCP BOOTP SSDP |DNS MDNS NTP | IP_padding

IP_add_count| Port_count | DNS_count |IP_ralert Portcl_src Portcl_dst Pck_size Pck_size_z | Pck_size_6 | Ttl_value Hlim_val Pck_rawdata Payload_|| Payload_z | Entropy Label MAC

Figure 4: Feature set utilized in the classification process, showing original features and new features added.

version 6 (IPv6), Internet Group Management Protocol (IGMP),
and Transport Layer Security (TLS). Furthermore, the Time-to-Live
(TTL), Header Limit (HLIM), and packet size for IPv6 packets were
incorporated. These IPv6-related features were added to enhance
support for IPv6 traffic [1]. Figure 4 illustrates the complete set
of features used in the classification process, with features from
[28] shown in yellow, newly added features in green, and modified
features in purple.
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Figure 5: Original labels of devices and labels after grouping.

While adding the additional features allowed the model to per-
form well, utilizing the training and test data, and improving ac-
curacy to over 99% in comparison to the 94% obtained in [28], it
did not perform well with a validation set. Validation sets often
contain data the trained model has not previously encountered. The
validation set was a new dataset collected over eight days outside
the training and test data. This is important because the identity
and access management solution, TIMeFoRCE, will review this
data to identify new IoT devices attempting to communicate on the
network. The ”destination IP Address count” feature utilized in [28]
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resets to zero when parsing a new dataset. It is conceivable that, as
the dataset size increases, the number of destination IP addresses
will increase as well. Each time a new destination IP Address is
detected, the count value is incremented by one (1). The issue is
that it increments the value of the current row/packet. In a large
dataset, this value can become substantial. As a result, the number
of IP addresses associated with a device at the start of the dataset
may differ significantly from the count observed later. This feature
is essential in the classification process as a discriminatory value for
each device. To overcome the limitation, we created a dictionary
that maintains the counts obtained during the initial capture period.
That dictionary is then used during the validation process. This dic-
tionary updates the IP_add_count after parsing all the dataset packets.
This is accomplished by using the dictionary values to update each
row’s column values for specific MAC identifiers. Additionally, we
added feature values for unique destination port counts and query
name (QNAME) counts for each observed MAC address, further
strengthening the model with more contextual information and bet-
ter capturing patterns in the data. The QNAME is an important
feature used during the discovery, classification, and addition of
new devices. The following represents the collection of destination
ports (dst_port), destination IPs (dst_ip), and query names (qname)
per MAC Address, used to update their respective unique count
columns.

Let:

e M be the set of unique MAC addresses.

e P, be the set of unique destination ports visited by a MAC
address m.

e [, be the set of unique destination IPs visited by a MAC
address m.

e O, be the set of unique query names resolved by a MAC
address m.

For each observed packet 7, extract:
(m, p,i,q) = (MAC, dst_port, dst_ip, gname) (1)

Pm:PmU{p}, Im:ImU{i}s Qm:QmU{q} (2)

For each MAC address m, we compute the number of unique values:
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Ca™ = 1Qul

m

CIF =L, Cclr =P, 3)

where:

e C!P represents the number of unique destination IPs visited
by m.

e CPor represents the number of unique destination ports con-
tacted by m.

o C2"™ represents the number of unique query names resolved
by m.

We achieved accuracy, precision, and recall above 99% using Ran-
dom Forest (RF), as illustrated in Table 3 and based on the aggre-
gated labels of identical devices as depicted in Figure 5. These are
the labels obtained by combining identical devices into a single label.
Furthermore, Figure 6 shows a comparison of dictionary utilization
in TIMeFoRCE on the validation dataset. Utilizing a dictionary
for the unique destination IPs and ports, and unique query names,
provides for much greater accuracy. Figure 6a shows misclassifi-
cations for devices that share a similar manufacturer. For example,
in Figure 6a, there is a high number of misclassifications. Several
”AmazonFireTV” devices are misclassified as ”AmazonAlexa” de-
vices. This indicates that they share some behavioral traits. Figure
6b, on the other hand, shows that using the dictionary enables higher
precision, recall, F1-score, and accuracy. Figure 6¢ and 6d show the
classification report corresponding to Figure 6a and 6b, respectively.

Table 3: Classification Report using the aggregation method for identical model IoT
Devices

Device Precision | Recall | F1-Score | Support
AmazonAlexa 1.00 1.00 1.00 178483
AmazonFireTV 1.00 1.00 1.00 145786
BlinkDoorbellCamera 1.00 1.00 1.00 62534
BlinkminiCamera 1.00 1.00 1.00 32783
CameraV520IR 1.00 1.00 1.00 6445
GoveeLeakDetector 1.00 1.00 1.00 15755
HeimanDoorSensor 1.00 1.00 1.00 1227
LVWIT 1.00 1.00 1.00 9757
MerossSmartGarage 1.00 1.00 1.00 2938
SengledBulb 1.00 1.00 1.00 64959
SengledBulb5 1.00 1.00 1.00 2760
Sonof WiFiSmart 1.00 1.00 1.00 1231
Switch

TP-LinkLightBulb 1.00 1.00 1.00 3145
TP-LinkPlug 1.00 1.00 1.00 13944
WebPowerSwitch 1.00 1.00 1.00 1906
Accuracy 1.00 543653
Macro Avg 1.00 1.00 1.00 543653
Weighted Avg 1.00 1.00 1.00 543653

The classification process aims to generate unique device fin-
gerprints, enabling each testbed device to be reliably identified by
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its intrinsic characteristics. Fingerprints are derived as follows. D
is the set of all IoT devices. F is the set of all fingerprints. d € D
is an individual IoT device represented by f € F, a fingerprint.
MAC(d) € {0, 1}* is the 48-bit MAC address of device d while
h= [, ho, ..., hie] € R1° is a vector of 16 packet header features.
¢ : {0,1*® x R'® — F is the fingerprint generation function that
maps ¢ : F — D each fingerprint to its originating device.

The fingerprint is generated as follows:
f = $(MAC(), h) @)
Where:

1. Each fingerprint is uniquely associated with a single device:

VisheF  fi=fh=u(f) =) &)

2. A single device may have multiple fingerprints:
dAfi, L €F, fi # fosuchthaty(fi)) =y(f2)=d (6)

3. The fingerprint-to-device mapping is injective:
VfeF, y(f)=deD (M

4. The device-to-fingerprint mapping is one-to-many:
VdeD, |y '(d)|=>1 (8)
Resulting in: .

Y(¢MAC(d), h)) = d ©))

Table 4: Features used in the classification

Value Types Feature names

Direct Values TCP_w_size, Pck_size, Pck_size_6,
payload_l

Binary Values ARP, LLC, EAPOL, HTTP, HTTPS,
DHCEP,

BOOTP, SSDP, DNS, MDNS, NTP, IP,
IPV6, ICMP, ICMP6, IGMP, TLS

TCP, UDP, IP_padding, IP_ralert,
Pck_rawdata

Portcl_src, Portcl_dst, Ttl_value,
Hlim_value

Grouping

Mathematical Equation | Entropy, Packet_size_z, Payload_z

IP_add_count, Port_count, DNS_count

Count

The classification was carried out using 36 features, an increase
in the set of characteristics from the initial work in [1]. Table 4
presents the feature names and value types of each feature. It in-
cludes features obtained directly from the packet header as well
as those derived from various feature engineering methods. Two
new features added are the z-score of the packet and the payload,
respectively. To obtain the z-score, the mean is needed. Given
a sufficiently large dataset, the mean will reach a point where it


https://www.astesj.com

V. A. Morris et al., / Advances in Science, Technology and Engineering Systems Journal Vol. 10, No. 6, 1-22 (2025)

10T Device Type

700000

BiinkDoorbelicamera TG o 133656
600000

Biinkminicamera K o 159

500000

GoveeLeakDetector

HeimanDoorSensor
400000

True label

wwir

MerosssmartGarage

300000

SengledBul

SengledBulbs
200000

SonofwiFismartswitch

TP-LinkLightBulb

100000

TP-Linkplug

WebPowerswitch

Cameravs20iR
MerosssmartGarage
SengledBulb
SengledBulbs
TP
v

BlinkDoort

Heiman
SonofwiFismartswitch

Predicted label

(a) Validation set confusion matrix without using dictionary

precision recall fl-score support

AmazonAlexa 0.72 1.00 0.84 92407
AmazonFireTV 1.00 0.95 0.98 773882
BlinkDoorbellCamera 1.00 1.00 1.00 133656
BlinkminiCamera 1.00 1.00 1.00 107896
CameraV520IR 1.00 1.00 1.00 80
GoveeleakDetector 1.00 1.00 1.00 42772
HeimanDoorSensor 0.95 1.00 0.97 129

® LVWIT 1.00 1.00 1.00 183829
MerossSmartGarage 1.00 1.00 1.00 11206
SengledBulb 1.00 1.00 1.00 133898
SengledBulb5 1.00 1.00 1.00 32451
SonofWiFiSmartSwitch 1.00 1.00 1.00 9555
TP-LinkLightBulb 0.93 1.00 0.97 32559
TP-LinkPlug 1.00 0.92 0.96 29790
WebPowerSwitch 1.00 1.00 1.00 5115
accuracy 0.98 1589225

macro avg 0.97 0.99 0.98 1589225

weighted avg 0.98 0.98 0.98 1589225

(c) Validation set classification report without using dictionary
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Figure 6: Comparison of TIMeFoRCE classification performance on unseen data with and without dictionary usage

changes little, if at all, with the addition of more packets or rows.

As a result, the dataset’s mean, which contains approximately 10
million packets, will be used as the classification mean in future
classification.

Suppose there are n samples xj, x2, . .
[a, b]. Define the sample mean by

n
_ 1
Xnp = — Z Xi.
n 4
i=1

When a new sample x,+1 € [a, b] is added, the updated mean is

., X, €ach in the interval

(10)

n+l -
1 Xn+l — Xp
n+l °

(an

Kol = —
n+1 ~

Hence, the difference between the new mean and the old mean
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precision recall fl-score support
AmazonAlexa 1.e0 1.00 1.00 92407
AmazonFireTV 1.00 1.00 1.00 773882
BlinkDoorbellCamera 1.00 1.00 1.00 133656
BlinkminiCamera 1.00 1.00 1.00 107896
CameraV520IR 1.00 1.00 1.00 30
GoveeleakDetector 1.00 1.00 1.00 42772
HeimanDoorSensor 9.98 1.00 9.99 129
LVWIT 1.00 1.00 1.00 183829
MerossSmartGarage 1.e0 1.00 1.00 11206
SengledBulb 1.00 1.00 1.00 133898
SengledBulbS 1.00 1.00 1.00 32451
SonofWiFiSmartSwitch 1.00 1.00 1.00 9555
TP-LinkLightBulb 1.00 1.00 1.00 32559
TP-LinkPlug 1.00 1.00 1.00 29790
WebPowerSwitch 1.00 1.00 1.00 5115
accuracy 1.0@ 1589225
macro avg 1.00 1.00 1.0@ 1589225
weighted avg 1.00 1.00 1.0 1589225
(d) Validation set classification report using dictionary
is _
— - Xn+l — Xn
Xntl — Xy = ——————. 12
n+1 n n+l ( )

Since x,41, X, € [a, b], the numerator |x,+; — X,| is at most b — a,
yielding

xn+l_xn
n+1

b-a
< .
n+1

(13)

[Xp41 — Xnl =

As n — oo, we have Zf‘f — 0, implying that once the number of
samples becomes large, adding additional values in the range [a, b]
changes the mean by a negligibly small amount.

These are all standard practices utilized by many researchers in
the IoT device identification and classification space [28, 42, 44, 45].

Creating a fingerprint for a device is akin to building a user iden-

tity in Active Directory (AD) or Azure, and using the Lightweight
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Directory Access Protocol (LDAP) or Security Assertion Markup
Language (SAML) as the authentication protocol. Fingerprints are
proactively added to the database by taking all packets captured
during the learning phase and removing certain packets, such as
ARP. ARP packets are identical for all devices except for the MAC
address. The dataset was reduced by removing duplicate rows and
extracting features to derive the fingerprint.

3.4. Implementation

The solution was implemented using the OpenDaylight (ODL) SDN
controller [46], version 0.20.1 (code name Calcium). A Flask Web
Server (FWS) [47] (version 3.0.3) was employed as the external
application responsible for interacting with the associated Python
scripts [48]. MySQL 8 [49] served as the database (DB) repository
for storing device fingerprints. An ODL Java bundle was devel-
oped using Maven [50, 51], enabling streamlined portability across
compatible SDN controllers.

Policy Decision Point

PE
Y

Java Bundle .

LY
\OpenFIow Protocol

Flask Web Server

A

PA

Network of OpenFlow
Switches

Policy Enforcement Point

Figure 7: Proposed ZTA showing the various components that make up the architec-
ture.

3.5. Experimental Setup

Multiple studies [27, 52, 53, 54, 55], have been completed utilizing
Mininet as a virtual SDN switch; however, our study utilized the
Linksys WRT 3200ACM because the testbed contains real-world
devices that require a connection point [1]. A Samsung Notebook
Model NP940X5]J, Intel Core i7-4500U CPU @ 1.80 GHZ, 8 GB
RAM with VirtualBox version 7.0.14 r161095 [56], and (2) Ubuntu
22.04.4 virtual machines functioned as the control plane of the ar-
chitecture. We installed ODL Calcium 2024.01 [57] with three (3)
GB RAM and one (1) CPU on the first virtual machine. MySQL 8
[49] was installed on the 2nd virtual machine with two (2) GB RAM
and one (1) CPU. The MySQL 8 database was configured and popu-
lated with the fingerprints generated in section 3.3.2. This served
as the fingerprints or the identity repository for the IoT devices
in the testbed. Figure 7 presents the proposed ZTA showing the
various components that are integrated into the PDP, while Figure 8
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outlines the ZTA for the IAM solution (TIMeFoRCE), showing the
process flows among the various components. The ODL controller,
FWS, and DB makes up the PDP layer of the architecture. The
OpenWRT OVS is the forwarding/data plane that forwards packets
based on match criteria in the OpenFlow switch flow table. The
control plane is the ODL SDN controller, which interacts with the
OpenFlow switches via the OpenFlow protocol and the FWS. The
ODL SDN controller operates via Java bundles, while the FWS uses
a set of Python scripts. ODL functions as the policy administrator
(PA), while FWS functions as the policy engine (PE), ultimately
deciding whether to grant a given subject access to a resource. In
this research, the decision is whether an IoT device is allowed to
communicate.

4. Experimental Results

The previous section presented the methodology for our solution.
We presented relevant literature on device identification, SDN, and
Zero Trust. The team performed data analysis and completed the
experimental setup. We investigated the various components that
comprise the infrastructure to determine the optimal architecture.
Additionally, we created the various Python scripts that the FWS
(the PE) uses to perform the necessary operations. The fingerprints
generated in section 3.3.2 were also added to the database. In this
section, the focus is on results from the infrastructure’s operational
state. We examined the communication pattern of IoT devices.
Additionally, several use cases are presented that demonstrate TiMe-
FoRCE’s promise not only for authenticating network devices but
also for providing access control.

4.1. Communication Patterns

An IoT device exhibits unique communication patterns. Some de-
vices communicate quite frequently, even when not actively used,
while others only communicate when a change-state event occurs.
Table 5 provides the results for traffic collected over a five-hour
period. 104783 packets were observed for the ”AmazonFireTV”
with an average interval of 0.302449 milliseconds, a maximum in-
terval of 38.528123 seconds, and a minimum interval of 0.0000001
seconds while it was not actively utilized. Compare this to the
”HeimanDoorSensor2,” which observed only 35 packets with an av-
erage interval of 0.350611 seconds, a maximum interval of 3.613992
seconds, and a minimum interval of 0.000626 seconds. While the
”HeimanDoorSensor2” may appear to have a lower maximum inter-
val, it only measures traffic when it is activated; it did not see traffic
again within the five-hour period. As a result, communication pat-
terns cannot be garnered from devices like the HeimanDoorSensor2”
as they operate on event-based triggers. Table 5 shows that devices
can communicate from a few microseconds to several minutes.

4.2. Use Case

The following sections present three use cases for TIMeFoRCE:
a legitimate device achieving successful authentication, an illegit-
imate device where authentication is rejected, and a new device
being introduced into the network where classification is required.
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Figure 8: ZTA for Identity and Access Management (TIMeFoRCE) showing the various components that make up the architecture.

Table 5: Table showing device statistics for the number of packets observed, the average interval, the max interval, and the min interval between communication requests

(intervals in seconds)

Device Packets Sent | Avg Interval | Max Interval | Min Interval
BlinkminiCamera 8873 4.945252 65.825147 0.000005
SengledBulb2 4819 9.106290 60.037668 0.000051
SengledBulb4 8686 5.048959 49.121616 0.000054
SengledBulb3 5164 8.496532 42.142203 0.000061
AmazonAlexa 92001 0.476809 30.582975 0.000000
SengledBulb5 5289 8.272675 133.843222 0.000073
TP-LinkLightBulb 1984 22.071131 319.312205 0.000021
WebPowerSwitch 777 56.293847 502.737341 0.000066
SonofWiFiSmartSwitch 1363 32.197260 186.069789 0.000069
TP-LinkPlugl 1062 41.211247 245.402278 0.000196
TP-LinkPlug3 2612 16.782434 90.460782 0.000128
GoveeLeakDetector 3954 11.080574 102.742173 0.000147
TP-LinkPlug?2 2651 16.529848 94.959352 0.000629
TP-LinkPlug4 2576 17.023061 88.578222 0.000050
MerossSmartGarage 1230 35.631615 191.624964 0.000284
BlinkDoorbell Camera 14404 3.024163 615.469474 0.000006
AmazonFireTV 104783 0.302449 38.528123 0.000000
HeimanDoorSensor2 35 0.350611 3.613992 0.000626
LVWIT1 2929 3.534108 10.117231 0.000145

4.2.1. Legitimate Device

In this use case, with the ODL SDN controller, Java bundle, and
FWS activated, which serves as the PDP and the central compo-
nents of TIMeFoRCE, the device attempting to communicate sends
a packet on the network. The OpenFlow switch or the PEP, which
operates based on reactive flows, collects the packet and attempts
to match it against its flow table. Due to the absence of a matching
flow and a static flow rule directing certain packets to the PDP, the
PEP sends the received packet to the PDP as an OFP_PACKET_IN
message via the Southbound application programming interface
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(API). This is the original packet encapsulated in an OpenFlow
packet, as illustrated in Figure 9.

The SDN controller using the Packet-Forwarder bundle (the PA)
we created extracts the payload (the original packet “data”) from the
OpenFlow packet as a byte string, ensuring it is not a null packet. It
then sends the extracted OpenFlow packet payload, “the data,” to
the PE via an HTTP Post request using the Northbound API. The PE
receives the payload string and parses the string to obtain the packet
header information. It then performs the sequence of activities as
illustrated in Figure 10.

The primary activity is to generate a fingerprint from the parsed

10
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packet header data as this is the initial task performed by TIMe-
FoRCE. We defined the fingerprint generated as follows:

Let X = (xj1, X2, X;3, ..., Xit) € {0, 1}' represent the 16 binary
features extracted from the packet header of device i.

Let MAC; € {0, 1}*® denote the 48-bit Ethernet source address of
device i, obtained from the packet header.

We define the fingerprint f; of device i as the binary concatenation
of the MAC address and the feature vector:

Ji = MAG; || X; (14)

Protocol
OpenFlow
OpenFlow

No. Time
320 50.539659
321 50.606102

Source
192.168.125.1
192.168.125.1

Destination
192.168.125.100
192.168.125.100

Length Info
74 Type: OFPT_BARRIER_REPLY
170 Type: OFPT_PACKET_IN

Frame 321: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits)
Ethernet II, Src: BelkinIntern_la:c9:90 (e8:9f:80:1a:c9:90), Dst: PCSSystemtec_a@:55:b9 (8
Internet Protocol Version 4, Src: 192.168.125.1, Dst: 192.168.125.100
Transmission Control Protocol, Src Port: 56016, Dst Port: 6633, Seq: 523306, Ack: 27767, L
- OpenFlow 1.3
Version: 1.3 (@x@4)
Type: OFPT_PACKET_IN (1@)
Length: 104
Transaction ID: @
Buffer ID: OFP_NO_BUFFER (4294967295)
Total length: 62
Reason: OFPR_ACTION (1)
Table ID: 5
Cookie: 0x0000000000000000
Match
Pad: 0000
v Data
Ethernet II, Src: Espressif 87:ed:7a (bc:ff:4d:87:ed:7a), Dst: 9e:ce:19:4f:32:02 (9e:ce
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 4
Internet Protocol Version 4, Src: 192.168.4.144, Dst: 3.232.228.108
Transmission Control Protocol, Src Port: 30145, Dst Port: 88, Seq: @, Len: @

0000 (Ll

00 9¢
7d 6¢
21 ol
8c bt
o1 e:
00 o
32 e
00 2¢
ed 6¢
16 de

Figure 9: OpenFlow packet (OFPT_PACKET_IN) captured in Wireshark

Figure 11 presents a sample of fingerprints in the database repre-
senting the fingerprintID and devicelD for four distinct devices. A
device is not limited to the number of fingerprints that it can have.
The 16 features used to generate the fingerprints are listed in Table
6.

TIMeFoRCE’s PE performs a series of activities. The series of
activities includes parsing packets, generating fingerprints, creating
a dataframe, querying the database, classifying packets, gathering
values to send back to the PA, adding fingerprints to the database,
generating flow IDs, and applying the table ID. These activities
include:

e Parsing packets - This script parses the packet header into its
various features.

o Generating fingerprints - This script generates a fingerprint
by combining the MAC address and 16 binary features from
the packet header.

e Create dataframe - This script creates a dataframe, which is
used to classify new devices introduced into the network.

e Query the database - This script queries the database to obtain
a matching fingerprint and matching devicelD.

e (lassify packet - This script performs classification utilizing
the previous model developed in the data analysis phase.

o Gather values to send back to PA - This script extracts infor-
mation from the packet header to be sent back to the PA (i.e.,
the ODL controller). The values extracted from the packet
header include table ID, VLAN ID, source MAC address,
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destination MAC address, source IP address, destination IP
address, source port, and destination port.

e Generate flow ID - The PE (i.e., FWS) generates a unique
flow ID that is attached to each flow. This is a randomly
generated 6-digit hexadecimal string.

e Applying table ID - The PE returns the table ID value to the
PA. In our example, the table ID is 5.

Table 6: Features used in fingerprint

Protocols Layers Protocols

Layer 1 Protocol MAC

Layer 2 Protocols ARP,LLC

Layer 3 Protocols IP, IPV6, ICMP, ICMP6

Layer 4 Protocols TCP, UDP

Layer 7 protocols | HTTP, HTTPS, DHCP, BOOTP,
SSDP, DNS, MDNS, NTP

These activities performed vary based on the observed condition of
the device attempting to communicate (new vs. existing).

The MAC M, = MAC.(P) and features f € {0, 1}'° are ob-
tained from the header A(P) of the incoming packet P and compared
to a database of know fingerprints ¥, each of the form (M, f;).
Therefore, the fingerprint of P is:

FP(P) = (M, 1) (15)
Define by the following match flag:
1, if FP(P) e
_ if FP( .) Vil (16)
0, otherwise

Let M; be the destination MAC address.
directional flows:

If F = 1, install bi-

InstallFlow (M, M ;)InstallFlow(M,, M) a7

Upon completing the required processing, the PE returns a set of
parsed values to the PA. Figure 12 illustrates the output correspond-
ing to a successfully extracted fingerprint. The returned values in-
clude the source and destination Ethernet (MAC) addresses, source
and destination IP addresses, source and destination transport-layer
ports, the protocol identifier, the flow ID, and the Table ID. The flow
ID is a unique, randomly generated six-digit hexadecimal string.
For reverse flows, an appended character “r” is used to denote the
reversed direction of the same flow identifier.

The Packet-Forwarder bundle (the PA) uses the parsed values to
update the PEP flow table with bidirectional flows, as illustrated in
Figure 13.

InstallFlow (M, M;) = {cookie = ¢, table_id = ¢, ...} (18)
InstallFlow(My, M) = {cookie = ¢, tableid =7, ...}

It adds a flow based on the original packet and a flow with the parsed
values in reverse. SDN switches operate based on bi-directional
flows. Therefore, the PA must add at least two flow rules to a PEP
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PDP Receive
packet

l

Packet 1= null No }
Flngerprlnt Does fingerprint
generation e HNo
¥
l = T Database? J]
PA Extract raw ‘ Skip data Sisinme Yes I€ this 2 new. s [Perform Device
data extraction Engineering . MR e type
J?Yes J; % ) Classification
T ls the MAC
Extract Packet Parse packet address being
Payload tracked P
Aatc
l Drop Packet Found?
fas
c it oo PE receives
bot?satg?g ﬁ:x [ Send hex hex string and _— : : ves
y! : string to Flask convert to Write flow to Add fingerprint
string bytes BEE to Database

Figure 10: Flowchart depicting the sequence of activities performed by the PDP (PA and PE)

> SELECT *

FROM Fingerprints;

Figure 13: Shows a successful flow installation of original and reverse flow

flow table to receive return traffic. The PA adds a cookie ID to each
flow and two timeout values to the flow rule: a hard timeout and a
soft timeout. The PA uses the cookie ID to remove flows from the
PEP after they expire, and the PA receives a FLOW_REMOVED
message. The soft timeout removes the flow if no packet is received
at the network device with matching criteria within a specified in-
terval. In contrast, the hard timeout removes the flow rule after
a specified amount of time that the network programmer sets, en-
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suring that devices will be re-authenticated periodically, fulfilling
the time-based authentication requirement of a ZTA. In the exper-
imental testing, the value of the hard timeout was twice the soft
timeout. We performed several iterations to determine the optimal
time for soft and hard timeouts. Traffic was captured for 20 minutes
at each interval. We measured the flow table size at each interval.
The bidirectional flows are written with the following parameters:
cookie, table ID, idle_timeout, hard_timeout, send_flow_rem priority,
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Protocol, dl_vlan, dl_src, dl_dst, nw_src, nw_dst, tp_src, tp_dst, and
the actions to take for the specified packet. The initial packets sent
by a device provide authentication, while the flow(s) written to the
PEP provide access control for the specific device. The initial packet
is the only packet sent to the PDP during a communication request;
subsequent packets bypass this process until the timeout expires.

The previous section outlines the steps for retrieving a success-
ful fingerprint. Subsequent sections will present cases where the
application did not obtain a successful fingerprint. This will result
in one of two activities. First, if a fingerprint is not successfully
identified, TIMeFoRCE will not allow communication for the spe-
cific traffic type. Second, TIMeFoRCE will further examine the
device to determine if its MAC address is not in the DB.

4.2.2. Unsuccessful Fingerprint

The application performs the initial activities as outlined in 4.2.1
and Figure 10. In this scenario, a fingerprint was not found in the
database. Figure 14 shows that it did not find a matching fingerprint.
The “Retrieved fingerprint,” which denotes the fingerprint returned
by the query, is a 64-bit string of all zeros.

FP(P) = 0c4 19)

This indicates that it did not find a matching fingerprint. The next ac-
tivity involves checking to see if the device has an existing presence
in the database D:

I, ifM,eD

. (20)
0, otherwise

IsKnown(My) = {

The “Retrieved data” indicates that the device is present in the
database. As a result, the packet is determined not to originate
from a legitimate device, or the fingerprint generated for the spe-
cific device does not match an allowed authentication fingerprint.
If FP(P) = 0g4 and IsKnown(M;) = 1, the device is not deemed
legitimate:

Legitimate(M;) = 0 2n

The PE returns an error to the PA, which, in essence, is null” values
for the parsed data; this, in turn, skips the flow entry update of the
SDN switch flow table, and the packet is subsequently dropped. Fig-
ure 15 presents the output of the PA for an unsuccessful fingerprint
or illegitimate device as indicated by the skipping of the flow and
reverse flow entry update.

4.2.3. New Device

The previous sections outline cases in which a fingerprint was suc-
cessfully retrieved and a case in which it was not, for a device.
Section 4.2.2 presents a case where a successful fingerprint was
not identified. Part of the activities outlined in Figure 10 and 14
was to determine if the device attempting to communicate is a "new
device”. This is accomplished by checking the database for the
device’s MAC address. The device’s existence in the database in-
dicates that it is not a new device; however, IsKnown(M,) = O,
which demonstrates that it is, in fact, a new device. Designating
a new device does not determine whether it is legitimate. Further
assessment is needed.
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As outlined in Figure 10, one of the questions that is asked is
whether or not this is a new MAC Address. If it is determined
that IsKnown(Mj) = 0, the application will attempt to perform de-
vice type classification. The PE first extracts the features from the
packet header with an initial label of "Unknown. Before device
classification, it is essential to establish a ground truth reference to
determine the best match accurately. Specific values result from
counting and cannot be obtained from a single packet. As a result,
the packet is checked against a list developed during model creation
to identify specific conditions. Similar IoT devices should have
similar behaviors. For example, all Amazon Alexa devices will
connect to the same or a similar cloud provider. Similar devices
use similar destination ports and DNS names, as presented in [22].
Using a structured approach, we can examine the similarities shared
among devices and update the IP_add_count, the port_count, and the
gname_count based on devices that share those traits. We used the
following conditions to determine the values to assign to the device
prior to classification. The match condition function C is defined as:

if Full MAC matches

if OUI A IP; A Py A Q match
if OUI A IP; A P; match
if IP; A Py A Q match

if OUI A IP; A Q match
if OUI A IP; match

if OUI A P; A Q match
if OUI A P; match

if OUI A Q match

if IP; A P; match

if O matches only

if OUI matches only
otherwise (default case)

O 00 3 N L bW N~

H_‘
- O

—_ =
W N

where:

e MAC € {0, 1}*8: Full MAC address

OUI = MAC¢.24): First 24 bits of MAC address

IP,: Destination IP address

P,: Destination port

Q: DNS QNAME
e Ce{l,2,...,13}: Match condition code

The packet parsing script iterates through the conditions to find
the best possible match. Matching a condition does not automati-
cally guarantee that a device will match the type whose condition is
matched during the classification process.

In this case, the MAC is not known, and no fingerprint is found,
so device classification is performed:

if FP(P) = 0gs A IsKnown(M,) = 0 = Classify(M,)  (22)
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0011011101000010000110

0100001101111111100010

Figure 15: Depicts an unsuccessful fingerprint output message from ODL

Ifingerprint: 0111000000000011100111110001100101111010111101110010000100000100 I
Connected to MySQL database

No data found for the given FingerprintID

MySQL connection closed
Retrieved fingerprint: |
Device: 011100000000001110011111000110010111101011110111

Connected to MySQL database

[No data found for the given DevicelD |

ARP LLC EAPOL IP IPV6 ICMP ICMP6 IGMP TLS TCP UDP TCP_w_size \
0 ] 0 o 1 0 0 0 0 0 0 1 0

HTTP HTTPS DHCP BOOTP SSDP DNS MDNS NTP 1IP_padding IP_add_count \
0 Q 0 ] 0 ] 1 0 ] 0 26

Port_count DNS_count IP_ralert Portcl src Portcl dst Pck_size \
) 8 2 ) 3 1 77

Pck_size_z Pck_size 6 Ttl value Hlim value Pck_rawdata payload 1 \
0 0.322214 0 4 0 0 31

Payload_z Entropy Label
Q__0.363104 9__Unknown
Classification result for new MAC 70:03:9f:19:7a:f7: ['Other']
New MAC 70:03:9f:19:7a:f7 classified as 'Other’. Not being tracked.
Notification to administrator: Prediction classified as 'Other' for fingerprint: New MAC 70:03:9f:19:7a:f7 classified as 'Other'.
Updated fingerprint log for MAC 70:03:07:10:7a:17: 0111000000000011100111110001100101111010111101110010000100000100, Count:

Figure 16: Show a newly discovered device classified as ”Other”

» the datab

the d

Figure 17: Show a newly discovered device being successfully classified

Classification is performed using a pre-trained model M and a features):
condition list C: D « D UMy, fo)} (24

In this particular example, we are adding a TP-Link Smart Plug

. M) AC(x), if predict_proba(M, x) > 0.75 model HS103. .This device me}tches the devige type .(make and

Classify(M,) = { . . model) of a device already classified and operating within the ZTA.
reject, otherwise . . . . ) .

23) Device type classification will attempt to match the newly identi-

fied device type to an existing one in the database. A model was

where x is the feature vector extracted from P (e.g., header-based developed and stored as a pickle file during the data analysis phase.
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Figure 18: Show fingerprint added to the database for a newly discovered device where classification is bypassed

This model will be used during classification. Additionally, we
used the Random Forest (RF) predict_proba function with a prob-
ability_threshold of 0.75 to identify newly discovered devices. If
a newly discovered device does not fall within this threshold, it is
assigned a classification of ”Other” during classification.

Classify(M,) = ”Other” (25)

A classification label of ”Other” indicates that it was not able to
successfully match the device against one that already exists via the
model. In this scenario, a flow is not installed in the SDN switch’s
flow table representing the PEP. Figure 16 presents the results of
a failed classification. This results from the absence of the device
type in the classification model. Devices labeled Other” are either
illegitimate or exhibit unrecognized behavioral patterns. Thus:

if Classify(M;) = ”Other” = RequiresManualReview(M;) = 1
The system then notifies the administrator:

Notify Administrator(My) (26)

However, if the newly discovered device matches an existing
device via the classification model, its fingerprint is added to the
database for future use. Figure 17 presents the results of a successful
classification. Additionally, the application will only allow one fin-
gerprint to be added to the database. Subsequent unique fingerprints
generated from the same MAC Address will be denied access due to
the absence of matching fingerprints, but the MAC Address will still
exist as outlined in the previous section. To overcome this limitation
in the application, once a new device is successfully classified, the
MAC address is tracked, and the first six fingerprints generated
from the newly discovered device are automatically added to the
database, eliminating the classification process as long as they are
received during the first five minutes of the device being discovered
and correctly classified.

If 1; € [to, to + At] and f; ¢ D(M,), then D(M,)

. (27)
— DMyHUif}, fori=1,...,N

We chose six fingerprints as most devices in our environment show
six fingerprints or fewer in the database. Figure 18 presents the
results of adding a second fingerprint following this process and
bypassing device classification. Additionally, two log files are
maintained that store fingerprints generated during unsuccessful
fingerprint retrievals and device classifications.
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4.3. Flow Table Size

Flow table overflow is always a pressing concern in any SDN archi-
tecture. TIMeFoRCE is discriminatory and restrictive, where each
flow is required to match multiple criteria. For example, a flow that
matches on source MAC address would only need two flows for all
destinations. A flow that matches the source and destination MAC
addresses will need two flows for each MAC address combination.
Extrapolate that to the source and destination MAC addresses, the
source and destination IP addresses, and the source and destination
ports, and the exponential growth in the flow table size becomes
apparent. An SDN switch flow table grows exponentially as more
fields are added to the match criteria, leading to more flow table
entries.

We derive a formula to illustrate this growth.

Let:

e N, be the number of source MAC addresses,

N, be the number of destination MAC addresses,

N;p, be the number of source IP addresses,

N;p, be the number of destination IP addresses,

Npor, be the number of source ports,

Npori, be the number of destination ports.

If a flow matches only the source MAC address, then a single flow

rule can handle all destinations:
F=N; (28)

When matching on both source and destination MAC addresses, the

required flow table size increases to:
F=N;xN, (29)

When matching on both MAC and IP addresses, the number of flows

further increases:
F = Ny X Ng X Nip, X Nip, (30)

If the flow table matches not only MAC and IP addresses but also
source and destination ports, the total number of required flows is:

F:NSXNdXN[P;XNIPdXNportSXNport,i (3D

The number of required flow entries grows exponentially with the
number of fields included in the match criteria. This presents scala-
bility challenges in SDN, particularly in large-scale deployments.
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As a result, timeout values play a critical role in regulating flow
table growth by helping to maintain a manageable table size. Open
vSwitch (OVY) in its default state supports approximately 200,000
flows [58]. However, this can be adjusted and is highly dependent
on the hardware used. More resources equal more capabilities. We
performed flow table lookup for six idle and hard timeout combi-
nations: 1 and 2 minutes, 2 and 4 minutes, 3 and 6 minutes, 4 and
8 minutes, 5 and 10 minutes, and 10 and 20 minutes, respectively.
Figure 19 provides the metrics for the various timeout values. The
higher the timeout threshold, the greater the accumulation of flows.
If A is the average flow arrival rate, and T be the timeout duration
applied to each flow (in seconds). The expected number of active
flow entries in the PEP flow table, denoted by N, is given by:

N=A-T (32)

This indicates a linear relationship: As the timeout T increases,
the size of the flow table N increases proportionally.

—— 1and 2 Minute Timeout
—e— 2 and 4 Minute Timeout
—e— 3 and 6 Minute Timeout
—e— 4 and 8 Minute Timeout
—e— 5 and 10 Minute Timeout

1 10 and 20 Minute Timeout

—

2 o~ w
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s & &

w
@
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S °

Flow Table Size (Active Flows)

H
o
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25 5.0 75 10.0 125 15.0 175 20.0
Time (Minutes)

Figure 19: Size of the SDN switch flow table at 1-minute time intervals over a
20-minute period.

4.4. Packets Matched

In addition to the flow table size for idle and hard timeouts, we also
examine the matched packets at each 60-second interval. Network
traffic is highly unpredictable. As described in Table 5 of Section
4.1, devices can generate frequent communication requests even in
standby mode or when not in use. To compensate for variability
in packet transmission, we collected five sets of metrics for each
idle/hard timeout combination and averaged the results. M,((]) rep-
resent the number of packets matched in minute k € {1, ...,20} for
period j € {1,...,5}. The average number of matched packets in
minute &, denoted My, is calculated as:

5
W
2 M
=1

Figure 20 presents the packets matched every 60 seconds. Irrespec-
tive of the timeout values set, packets sent across the network should
not change much, as devices are abstracted away from the timeout
values. Based on the observed results, the packets that matched
appeared relatively uniform across the various idle/timeout combi-
nations. The most noticeable distinction lies in the flow table size
of the policy enforcement point (PEP). This is expected behavior,

M = (33)

| —
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as flows are removed after the idle/hard timeout, limiting the size of
the flow table.

True if¢- tl(:l)st 2 Tidle
Remove(¢;) = {True  if 1 =1 > Thuy (34)
False otherwise

This led us to another question. Do the idle/hard timeout values
significantly impact the number of authentication requests sent to
the policy decision point (PDP)?

4.5. Result of Authentication Request

An authentication request is sent to the PDP when there are no
matching policies; in this case, no flow rule exists at the PEP, creat-
ing a “miss” condition. Assuming entries are removed based on the
minimum of the idle and hard timeout, we can model:

1

P S — 35
" min(Tigter Trara) G
The packet-in rate is approximately:
A
Packet-In Rate = A - P (36)

min(7igie, Thard)

As mentioned in the previous section, there is a direct correlation
between flow table size and authentication requests, especially for
chatty devices. Lower timeout values lead to more frequent flow
expirations, increasing the number of packets sent to the PDP as
misses and requiring authentication via TIMeFoRCE. We utilized
the putty logging mechanism to capture log files from the policy
engine (PE), in this case, FWS, for the 20-minute period. We then
filter the logs to obtain the number of authentication requests sent
for the 20-minute period. Figure 21 provides the number of au-
thentication requests sent for each idle/hard timeout combination.
Based on the graph, the 1-2 minute idle/hard timeout has the highest
number of authentication requests, while the 10-20 minute idle/hard
timeout has the lowest. This is expected behavior, as the flows
will persist for a longer period at the PEP before a device needs to
re-authenticate.

4.6. Authentication Success Rate

Any effective authentication solution that provides identity and ac-
cess management must perform accurately. This means it correctly
identifies and authenticates legitimate subjects and rejects illegiti-
mate ones. Authentication succeeds if either the fingerprint matches
the database or the device’s behavior is successfully classified (for
new devices).

Let:

M: MAC address of the device

e x € {0, 1}'%: binary feature vector extracted from packet head-
ers

¥ fingerprint database containing known (M, f) pairs

F € {0, 1}: fingerprint match indicator
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Figure 20: Packets matched every 60 seconds over 20 minutes
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Timeout Values

Figure 21: Authentication request sent to the PDP PE for each idle/hard timeout value.

e p, € [0, 1]: predicted classification confidence
e 6 =0.75: minimum confidence threshold

e y € {0, 1}: classification acceptance outcome
e A € {0, 1}: overall authentication decision

Define the fingerprint match:
1 9

F =
{0’
Define classification acceptance based on confidence threshold:
f— 1 ?
Y= 0.

Authentication is successful if either fingerprint or classification is
accepted:

if (M,f) e F

37
otherwise 37)

if py > 6

38
otherwise (38)

A=FVy (39)
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Assuming independence:

PA=1)=1-0=pp)l=py) (40)

To demonstrate the effectiveness of our solution for IoT device
authentication in a ZTA, we present metrics for 1,000 access re-
quests. We sent 1000 access requests to the PDP (TIMeFoRCE)
and measured the percentage of successful authentication requests.
Figure 22 shows that of the 1000 requests sent to the PDP, a suc-
cessful authentication was returned for 961 of the requests, which is
a 96.1% success rate. A successful authentication is one in which
a fingerprint is retrieved from the database, and the PDP PA up-
dates the PEP with bidirectional flows. Thirty-nine of the requests
were unsuccessful, which is 3.9%. It is, however, important to note
that the 39 unsuccessful requests are from only four devices, each
sending the same repeated authentication request. If we treat those
as only four requests, the resulting authentication accuracy is over
99%. Of the four (4) devices, two (2), representing 31 unsuccessful
authentications, were not authorized to communicate based on the
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observed traffic match criteria and were successfully denied. A
denial results in no flow being added to the PEP’s flow table, enforc-
ing Zero Trust. This occurred because of the removal of specific
fingerprints from the database. Two (2) devices, representing eight
requests, did not successfully authenticate, resulting in denied traffic.
This is an incorrect assessment, as those represent legitimate device
communications, which can be attributed to human error, as those
fingerprints were not added to the database.

961

1000

800

600 -

Count

400 -

200 A
39

(3.9%)

Fingerprint in DB Fingerprinf: not in DB
Category

Figure 22: Authentication request sent to the PDP PE, resulting in successful authen-
tication.

4.7. Introduced Latency For First Packets

In any network architecture, latency is key and can significantly
impact performance. Latency was observed while using our Packet-
Forwarder application to implement authentication. Figure 23 il-
lustrates the additional latency introduced, including a trend line
showing a decrease in the time it takes to perform the overall op-
eration. This latency is incurred exclusively by the initial packet,
as subsequent packets are not redirected to the PDP until the des-
ignated timeout has elapsed. T}, is the delay between the PEP and
PDP, T,,, PDP processing time, and 7'y, is the delay to install the
flow rule back to the PEP.

Liwg = 2T, + T, + max Tv
i<isn /

(41)

Since the PDP installs a reverse flow along with the forward flow,
the reverse packet does not trigger a miss requiring authentication.
Thus the reverse flow incurs no latency for authentication beyond
Liormal, the normal network latency:

Liev = Lnormal 42)
Thus the total setup latency for the bi-directional flow is:
Liota1 = Lewg + Lyev = 2T, + Tp + 11233;[ Tj(ri) + Liormal (43)

It is important to note that this latency is in addition to the normal
network operational latency. We elected to present the additional
latency rather than the overall latency for two primary reasons: (1)
each network environment is unique, and the latency observed in
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one setting may not accurately represent that in another, and (2) the
additional latency specifically characterizes the delay introduced by
the first transmitted packet, rather than applying uniformly to every
packet sent by a device.

e Fingerprinting and Flow Table Update
----- Trend (Fingerprinting and Flow Table Update)
Fingerprinting
ffff Trend (Fingerprinting)

400

Time (Milliseconds)

o o . 2° )
of Sone D
% K VS T TYK Y. e WL LAY X

% Gl Lot AT TR S A
" e -’-{-“p:v. L0k ".c‘;e\‘bf.

0 100 200 300 400 500
Packets Received and Processed by ODL Controller

Figure 23: The additional latency incurred to perform Zero ZTA authentication
measured for the first packet in each communication request, with results illustrated
alongside a corresponding trend line.

4.8. Network Throughput

Network throughput is an important consideration when implement-
ing any architecture. We present the throughput achieved with an
SDN switch using static flow rules and our Packet-Forwarder solu-
tion. We obtained performance metrics using the iperf3 [59] tool
and conducted the test over 60 seconds at 1-second intervals. We
used a Raspberry Pi 4B with 4GB of RAM running Kali Linux
2024.4 as the iperf3 client, and a UP2 development board with 8GB
of RAM running Ubuntu 22.04 as the iperf3 server. The results
presented in Figure 24 show that using our Packet-Forwarder Zero
Trust application, we obtained a throughput of approximately 895
Mbits/sec compared to 920 Mbits/sec using a default configuration
SDN switch on a 1000 Mbits/sec interface.
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Figure 24: Network throughput showing the throughput for TIMEFoRCE and the
SDN switch operating in default mode

4.9. Adversarial Model

In any identity and access management solution, several threats are
ever-present. As it relates to our TIMeFoRCE, common threats
include identity spoofing, evasion, replay, misclassifications or false
positives, man-in-the-middle (MitM), and denial of identity. The
identity management system TIMeFoRCE is designed to operate
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in a Zero Trust environment where devices are authenticated via
behavioral fingerprinting and SDN-based flow enforcement. This
section describes the adversarial assumptions, capabilities, objec-
tives, and attack strategies targeting the system’s core components.
The adversary seeks to:

e Bypass identity verification by mimicking legitimate devices.

e Evade classification and enforcement by exploiting ambigu-
ous or unclassifiable behavior.

o Trigger classification errors (false negatives) to obtain unau-
thorized access.

o Interfere with SDN flow rule installation or behavior.

¢ Overload the system with excessive identity attempts or fin-
gerprint variations.

Given the following capabilities, the adversary may possess one or
more of the following:

e Passive packet sniffing to observe MAC addresses, ports, and
QNAME:s.

e Active injection of spoofed packets and manipulated finger-
prints.

e Replay of legitimate traffic traces and behavioral fingerprints.

o Partial knowledge of the ML model’s feature set and threshold
logic.

o Ability to manipulate or observe SDN flow control messages
(e.g., man-in-the-middle).

o Capability to launch resource exhaustion attacks using high
volumes of malformed or ambiguous identity traffic.

The primary concern in IoT device security as it relates to TIMe-
FoRCE is identity spoofing, where an illegitimate device imperson-
ates a legitimate one. We consider adversaries with varying levels
of access and capabilities who seek to spoof the IoT fingerprinting
system. Let the fingerprint for device i be defined as:

fi=MAG || %, % e{0,1)'° (44)
where MAC; is the device’s 48-bit MAC address and X; is the 16-bit
binary feature vector extracted from packet headers.

To address this concern, we combined the device’s MAC ad-
dress with 16 binary features from the packet header. The 16 binary
features are used to mitigate the possibility of a cloned MAC Ad-
dress. A malicious device would need to clone the MAC address
of an existing device and generate comparable feature variables.
The probability that the attacker successfully spoofs a known MAC
address (Pnac), and the probability that the attacker successfully
replicates the correct 16-bit binary feature vector (Preq), resulting in
the probability that the attacker spoofs the entire fingerprint (M*, f*)
(Pfingerprint) 18 defined by:

Pﬁngerprim = Pac * Preat (45)

If each bit in the feature vector is guessed randomly:
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1
Ppeat = =1z = 1.5259 % 107 (46)

2
Then, if Pyac = 0.9 (A very high probability of being spoofed):

1 _
Pﬁngerprint =09- ﬁ ~ 1.3733 x 10 5 (47)

resulting in extremely low probability. The addition of the timeout
values ensures the device is re-authenticated for each subsequent
communication request after the timeout expires. This will aid in
determining if a device is potentially compromised, as its behavior
will change. This will also guard against replay attacks.
Additionally, we make the following system assumptions:

e The adversary does not possess direct access to the fingerprint
database.

o The classifier operates on 16 binary features extracted from
packet headers.

e The classification threshold is fixed at § = 0.75.

e The SDN control plane is assumed to be protected, but may
be targeted via MitM attacks.

We developed an identity management solution that can satisfy
the tenets of Zero Trust, and while we present an adversarial model
for one of the most common threats, spoofing of identities, other
threats include:

The crafting feature vector x” such that:

M(x') € Other and predict_proba(M,x") < T (48)
or applying perturbation ¢ to feature vector:
X' =x+6 where |§ll<e and M) # M(x) (49)

These types of attacks are designed to weaken the model perfor-
mance to create false negatives, where legitimate devices are classi-
fied as *Other’. If the device being introduced into the system is not
one that is approved, the classification of *Other’ is appropriate, as
classification only occurs during the addition of new devices. The
administrator is notified whenever a new device is given the ’Other’
designation, prompting manual actions. Additionally, an adversary
may seek to intercept or modify SDN control messages m € ¥ to
create:

m’ = f(m) where f alters flow behavior (50)
The controller operates on an out-of-band (OOB) channel that is sep-
arate from the data path. The attacker may also generate sequence
{fi,...,fi} with:

Vi,f;i¢ D and k> |D| (51D

We rate-limit new fingerprint additions by enforcing threshold-based
rejection for unknown devices. If a device sends 10 identical packets
that fail to generate a successful fingerprint, a flow is written to block
that device from communicating for the specified communication

type.

19


https://www.astesj.com

V. A. Morris et al., / Advances in Science, Technology and Engineering Systems Journal Vol. 10, No. 6, 1-22 (2025)

5. Conclusion

Security is a critical network element and the primary driver of a
ZTA. Current ZTA solutions remain insufficient in delivering com-
prehensive Identity and Access Management for [oT devices. We
demonstrated that authentication for IoT devices can be provided
for a ZTA using device behavioral traits. TIMeFoRCE observed an
overall success rate of 96.1% across all traffic and a 99% success
rate for all devices that attempted authentication after removing
duplicate packets resulting from retransmissions. Additionally, we
achieved classification accuracy above 99% using the dictionary,
even on validation data not previously encountered. The results
are derived from a small testbed; however, we contend that, with
sufficient resources and processing power, these findings can be
extrapolated to accommodate significantly larger commercial net-
work environments. Organizations can mitigate the blast radius of
compromised or misbehaving devices by authenticating IoT devices
and constraining their communication. The Packet-Forwarder ap-
plication is modular, meaning the back-end classification algorithm
used to identify devices can be updated as technology evolves. This
research focuses solely on providing a solution to address iden-
tity management and access control. Further research is needed
to address the other areas not discussed in this paper. Although
the solution demonstrates strong performance, there remains a po-
tential risk that traffic from a legitimate device may be denied if
a corresponding fingerprint is not identified during the database
query. To account for this, TIMeFoRCE maintains log files that
store the fingerprints generated during unsuccessful retrievals and
device classifications. A record of the device fingerprint and the
number of times it was observed is maintained. These log files
allow a network programmer to scrutinize devices add fingerprints
manually to the database.

6. Future Work

TIMeFoRCE is implemented with a single SDN controller. The
flows are written to the SDN switch flow table with hard-timeout
values, causing the flow to expire and be removed. During imple-
mentation and testing, it was discovered that whenever the SDN
switch (the PEP) loses access to the SDN controller (the PDP), the
flows remain active on the SDN switch until the SDN controller is
reconnected. Existing connections will remain active; however, new
connections will not be possible. Exploration into a distributed SDN
controller architecture or a fail-safe that installs a default flow in the
SDN switch flow table until controller functionality returns is neces-
sary. Machine learning models, large language models (LLMs), and
generative Al, such as ChatGPT [60], are constantly evolving and
have become integral to many security solutions. It is important to
explore their capability to provide improved identification and classi-
fication. To examine the effectiveness of the proposed solution, IoT
devices deployed in environments such as industrial, medical, and
smart cities should be investigated. TIMeFoRCE used a probability
threshold of 0.75, which is significantly higher than the standard
random forest threshold of 0.50. While correct classification was
achieved with a higher threshold, this could lead to legitimate de-
vices being incorrectly classified as ”Other,” denying authentication
and the successful addition of fingerprints to the database. Finally,
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the fingerprints are stored in plain text in the database; a more secure
approach is to hash the values during generation.
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Private 5G utilization by cable TV is expected to be an alternative to wired services,
especially for multi-dwelling units and rural communal TV receiving areas. On the other
hand, the 100 MHz of the sub-6 frequency band for private 5G is not sufficient for cable TV
services consisting of multi-channel broadcasting and Internet, and some measures to
improve frequency utilization efficiency are needed. In this paper, we propose a hybrid
MIMO technology for private 5G that applies diversity MIMO for reliable broadcasting
and multi-stream MIMO for efficient data communication at the same time.

1. Introduction

Cable television fulfils the function of a comprehensive
information media that provides re-transmission of terrestrial
broadcasting programs, multi-channel cable broadcasting, Internet
and telephony together, and also plays an important role as a
regional information and communications infrastructure as a
medium for transmitting information essential for daily life, such
as evacuation information during disasters. On the other hand, in
order to bridge the digital divide, there is a strong need to reduce
the cost of the last one mile of cable television transmission lines
by FTTH(Fiber To The Home) in areas where infrastructure
development lags behind that of urban areas, and expectations for
FWA (Fixed Wireless Access) services using Private 5G (5th
Generation Mobile Communication System), which can
significantly reduce construction costs, are increasing as a solution
to this problem.

In addition, when looking at the provision of advanced
broadcasting services (4K and 8K TV) for cable television, there
are many in-building facilities in older housing complexes that do
not support these services due to a limited transmission bandwidth,
and the aging of the buildings themselves makes it impossible to
replace the coaxial cables in the in-building facilities, making the
provision of these services an urgent issue. The use of FWA in
private 5G systems is attracting attention as a promising solution.

If private 5G systems are not only used in the
telecommunications field as FWAs, but are also expected to

*Corresponding Author: Hiroshi Ito, NEC Networks & System Integration
Corporation, Tokyo, 108-8515, Japan, ito.hiroshi@nesic.com
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expand their use in the broadcasting field [1], for example,
transmission capacity of 200 Mbps or more will be required for
broadcasting 20 4K programs, and the shortage of sub-6 frequency
bands (4.8 GHz to 4.9 GHz) for private 5G systems will be a
serious problem.

On the other hand, Multicast and Broadcast Services (MBS) of
5G NR (New Radio) [2] is being considered in 3GPP, an
international standards organization for mobile communication
systems such as 5G, but there has been no consideration of
technical measures to deal with the frequency crunch caused by the
use of broadcasting. Additionally, there have been no product
developments for private 5G radio equipment compatible with
MBS.

Against this background, in order to meet the demand for the
effective use of MBS frequencies, we have focused on
MIMO(Multiple Input Multiple Output) technology [3][4], which
has been studied mainly from the physical layer perspective
including rarely for broadcast applications [5][6][7]. Namely we
have applied a hybrid type of MIMO technology that effectively
enables both media to coexist on MIMO from the application layer
perspective, which consists of different requirements such as
reliability for IP broadcasting and efficiency for data
communication.

In the next section, we will explain the adaptive MBS proposed
by the authors regarding the overall system configuration of IP
broadcasting and unicast distribution, and the feature functions
[81[9]. In Section 3, after explaining the multiplex configuration
on MIMO for IP broadcasting and data communication streams
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(including unicast distribution) based on the adaptive MBS, the
concepts of time-division multiplexing and frequency-division
multiplexing are described, and the comparison of the two is
discussed qualitatively in terms of MIMO effect, transmission
efficiency and transmission time delay from the perspective of the
resource block scheduler. Section 4 introduces the private 5G radio
propagation simulator developed by the authors for IP
broadcasting to residential complexes, with the aim of
quantitatively understanding the effect of IP broadcasting using the
hybrid MIMO studied. The simulation results are partially
reported.

The main contribution of this paper is the introduction of
hybrid MIMO technology for private 5G to improve frequency
utilization efficiency. It applies reliable diversity MIMO for
broadcasting and high-efficiency multi-stream MIMO for data
communication simultaneously, realizing IP broadcasting services
through private 5G.

2. System Configuration for IP Broadcasting with Private
5G

2.1. Adaptive MBS

Fig.1 shows the fundamental structure of the adaptive MBS,
which adds the following four functions to the MBS defined by
3GPP.

1. Limited viewing program distribution

2. Variable bit rate encoding linked with Modulation and Coding
Scheme (MCS)

3. IP broadcast/unicast adaptive distribution

4. 1P broadcast/unicast seamless synchronous playback

These functions prevent inefficient transmission of programs
by stopping the IP broadcasting of non-viewing broadcast
programs and single-viewing household programs, replacing them
with unicast transmission. Furthermore, unicast transmission is
supplemented for households that cannot receive IP broadcasts in
low radio propagation environments. As a result transmission
efficiency is improved by applying higher-order QAM modulation
to households that receive IP broadcasts.

The IP broadcast stream is compressed into a file using MPEG-
DASH (Dynamic Adaptive Streaming over HTTP) and then
encapsulated using FLUTE (File Delivery over Unidirectional
Transport) to add error correction code at the application layer.
OFDM modulation is then performed together with the unicast

stream of the DASH file. At this time, the transmitter decides
whether each program needs to be broadcast or not and chooses
the unicast alternative based on the program selection information
from the receiver and the IP broadcast reception status information

The video coding rate applied to a program is determined in
conjunction with the MCS determined from the reception signal
status, thereby preventing transmission capacity overflow
(exceeding the resource block) in a low reception power
environment as much as possible. This variable rate coding is
considered desirable in terms of ensuring broadcast quality if it is
linked to the program resolution of 4K, HD and SD, for example.

At the receiver side, synchronous synthesis is performed by
buffering both IP broadcast and unicast streams, taking into
account the unicast reception start time, in order to seamlessly
switch between IP broadcast and unicast in both directions.

2.2. MIMO System Configuration

A configuration for multiplexing both IP broadcasting and data
communication streams including unicast over MIMO-OFDM
under adaptive MBS is shown in Fig.2.

For the two QAM modulation symbol streams of IP
broadcasting and data communication, the scheduler allocates
resource blocks consisting of 14 OFDM symbols and 12
subcarriers as shown in Fig.3.

At this time, the MIMO layer is allocated to the IP broadcast
stream with priority given to single-stream diversity MIMO for
reliability to maintain broadcast quality, and to the data
communication stream including unicast stream with priority
given to multi-stream MIMO for transmission efficiency. The
aforementioned resource block scheduling of both streams on the
time-frequency axis results in MIMO multiplexing. As explained
later, this multiplexing scheme can include Frequency Division
Multiplexing (FDM) on the frequency axis and Time Division
Multiplexing (TDM) on the time axis.

After MIMO multiplexing, precoding adapted to the MIMO
propagation path is applied to both broadcast and communication
streams independently, with common precoding for the receiving
households applied to the resource blocks of the broadcast stream
and individual household precoding for the resource blocks of the
communication stream, which are then sent to the receiving side.
Similarly, for MCS that varies according to the received power
status, the common MCS for receiving households is applied to the
broadcast stream, and the individual MCS for receiving
households is applied to the communication stream.

%BC:BroadCast

Channel selection, UC:UniCast
MBS BC Reception status information
Adaptive control unit
Distribution
Server BC
Content |MPEG-DASH by FLUTE BC UE
Server FLUTE OFDM [ BS (BC/UC)
@, @ @
uc uc
by DASH uc

Figure 1. Private 5G system using hybrid MIMO for cable TV services
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3. Hybrid MIMO
3.1. Diversity and Multi-stream

MIMO technology, utilizing multiple antennas encompasses
two primary approaches Space-Time Coding (STC) for improving
transmission quality and Space Division Multiplexing (SDM) for
enhancing transmission speed. STC employs diversity MIMO
techniques for single streams, while SDM uses multi-stream
MIMO for the simultaneous processing of multiple streams. When
the MIMO channel propagation path characteristics are known at
the transmitter side, more advanced techniques can be employed:
Maximal Ratio Combining (MRC) diversity and Eigenbeam-
Space Division Multiplexing (E-SDM). These techniques
demonstrate superior performance in terms of transmission quality
and speed compared to STC and SDM, which operate without
knowledge of the channel propagation path.

Rank adaptation, an adaptive technology, dynamically adjusts
the number of streams and the modulation coding order based on
reception conditions. 3GPP standards specify protocols for
transitioning between diversity, low-order, and high-order multi-
stream modes.

Figure 4 illustrates the Frequency Division Multiplexing
(FDM) and Time Division Multiplexing (TDM) configurations
when diversity MIMO is applied to IP broadcasting and multi-
stream MIMO to data communication. In TDM, data
communication and IP broadcasting alternate in time slots based
on data volume, while in FDM, they are allocated to different
subcarriers.

The allocated resource blocks are transmitted using single-stream
diversity MIMO for IP broadcasting and multi-stream MIMO for
data communication, with the number of streams corresponding to
the layer count. In a 4x4 MIMO configuration, this can result in up
to approximately 6 dB of improvement in received power for IP
broadcasting and a quadrupling of transmission throughput for
data communication.

3.2. Considerations

Regarding the choice of the MIMO multiplexing scheme,
several assumptions need to be taken into account, as listed below.

e Massive antennas on the transmit side for beamforming in
mobile communications are not assumed, and single-user
MIMO is assumed, where the MIMO transmission path is
shared between terminals in a time-division manner.

e In 3GPP NR, subcarrier spacing of 30 kHz and 60 kHz is
specified in the 100 MHz bandwidth of private 5G, and
subcarrier spacing cannot be changed by frequency at the same
time.

e The Reduction of inter-subcarrier interference caused by phase
noise by increasing the subcarrier spacing.

e The OFDM symbol length affects the transmission delay time
of the radio section.

e MIMO precoding and QAM modulation based on MCS can be
applied to IP broadcasting resource blocks for all households
commonly, and to data communication resource blocks for
each receiving household individually.

BS MIMO Space UE Multicast Reception/video
Content Server (UDP/JIP 8 playback UE
c o FLUTE combination
<) £ |= 9] c
ke £ s
5 |22 |2 SRR % DASH player
=) —n = o A © n
2758 » 8 SH 28 |3
= = 8 s 8 o s Y Q.
s g a sl & s S |»nQ IS Reception/video
<| |2 |F S| |eeq |8 ¢ playback UE
3| = s :
P/IP) —a Iy rt---p  DASH player
: : Unicast
MIMO rank Control Feedback Control (TCP/IP
A /

Figure 2. MIMO system for cable TV IP broadcasting
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e The resource block allocation arrangement affects the
transmission delay time.

e FEach terminal is allocated priority in receiving power for data
communication resource blocks (IP broadcasting resource
blocks are shared by all terminals, so priority in receiving
power is not applied).

Given the conditions, we consider a qualitative comparison
between TDM and FDM.

(1) MIMO effect (frequency selectivity)

In wideband FWA, frequency fluctuations are more significant
than time fluctuations, which are predominant in narrowband
mobile communications. TDM enables individual optimization of
receiving terminals using MIMO precoding that accounts for
frequency selectivity across all frequency bands, providing a
distinct advantage.

(2) Transmission delay

As illustrated in Figure 5-1, FDM distributes broadcasting
resource blocks in the slot direction (time axis), while TDM
concentrates them in the subcarrier direction. Consequently, TDM
offers reduced packet transmission delay, rendering it more
advantageous in this aspect.

(3) Scheduling accuracy

Figure 5-2 demonstrates that in FDM, resource blocks
allocated for communication to each User Equipment (UE) are
distributed in the slot direction. This necessitates received power
prediction when scheduling UEs based on received power,
potentially reducing scheduling accuracy. Conversely, TDM
concentrates communication resource blocks in the subcarrier
direction, allowing for more accurate distribution of resource
blocks to receiving terminals based on received power.

(4) TDD configuration

As shown in Figure 5-3, FDM requires sharing of uplink and
downlink resource block patterns for IP broadcasting and
communication within a 10 ms unit radio frame, potentially
decreasing efficiency. TDM, however, allows for optimization of
the TDD pattern for both IP broadcasting and communication,
enhancing radio frame efficiency. It should be noted that this
advantage is predicated on the use of dynamic TDD.

(5) MIMO Precoding

Figure 5-4 illustrates that FDM necessitates the simultaneous
application of two types of MIMO precoding (for broadcasting and
communication) to each terminal for each slot. In contrast, TDM
requires only one type of precoding (either broadcasting or
communication) per slot time for each receiving terminal,
potentially reducing the implementation load, particularly on the
receiving terminal.

(6) Variable subcarrier spacing

If it is necessary to change the 30kHz and 60kHz subcarrier
spacing specified in the 100MHz band of the sub-6 band for
broadcasting and communication or synchronization control, in
FDM, the subcarrier spacing cannot be changed by the frequency

WWww.astesj.com

as shown in Figure 5-5 due to frequency interference, and TDM
with variable subcarrier intervals is advantageous.
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Based on these qualitative considerations, it can be concluded
that TDM is advantageous as a MIMO multiplexing method for
both IP broadcasting and communication streams. More advanced
multiplexing schemes that maximize the MIMO effect might be
possible for further study.

4. A MIMO Radio Propagation Simulator for IP
Broadcasting to Housing Complexes

4.1. Simulator Configuration

A simulator has been developed to model a cable TV IP
broadcasting system utilizing MIMO for private 5G, with a focus
on multi-dwelling reception. The simulator incorporates multi-
dwelling house models, broadcasting models, and viewing models
as input parameters to a conventional radio propagation simulator,
while also considering MIMO parameters for enhancing
transmission quality and speed. Fig.6 presents the overall
configuration diagram.

The left portion of the diagram defines the one-to-one
positional relationship between the transmitting base station and
the housing complex as a parameter. The household structure
within the complex is also defined as an input parameter, enabling
the simulation of reception characteristics for each individual
household.

This attenuation of radio waves as they penetrate from outdoors
to indoors, known as O21I (Outdoor to Indoor) penetration loss, is
modeled according to the methodology described in reference [10].
Simulations assume a distance of 100 m to 1 km between the base
station and the housing complex, with the Fixed Wireless Access
(FWA) line in a Line of Sight (LOS) environment. Considering the
propagation loss at breakpoints in the LOS environment and the
height of the base station antenna, we adopted the UMa (Urban
Macro) model as the basic propagation loss calculation formula.

SISO/MIMO
configuraion
{2x2/4%4/8x8)

The upper part of the figure shows various configurable parameters
from the transmitting antenna to the viewer model. These allow
characteristic analysis and parameter optimization under each
setting condition.

4.2. Input/Output Parameters and Analysis/Optimisation

The input parameters of the simulator encompass both SISO
and MIMO configurations for the transmitting antennas. For
MIMO, which is expected to provide a diversity effect on IP
broadcast streams, the parameters can be adjusted to reflect the
number of antennas, the correlation between MIMO propagation
paths, and the implementation of beamforming. The structural
parameters of the housing complex include building height, width,
balcony height, number of households, and the distance between
the base station and each household.

The broadcasting model incorporates parameters such as the
number of IP broadcast programs, content coding bit rate, and the
error correction coding rate (AL-FEC: Application Layer Forward
Error Correction) applied in FLUTE encapsulation following
MPEG-DASH. The viewing model allows for time-varying
settings of household viewing rates and IP broadcast viewing rates.
The simulator outputs include received power distribution, MCS
distribution, transmission throughput, BLER distribution, MIMO
rank distribution, and the number of IP broadcast-ready programs
for each household in the complex.

The system can optimize parameters such as radio beamwidth
relative to transmit power, MIMO rank, operational MCS, and AL-
FEC ratio for a fixed base station distance.

In adaptive MBS, which assumes both IP broadcasting and
unicast, the optimal configuration minimizes the sum of required
resource blocks for IP broadcasting Bb(kb(t)) and broadcast
complement unicast Bu(ku(t)) . These are defined by the
following equations.
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Figure 6: MIMO radio wave propagation simulator for IP broadcasting to multi-dwelling
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R(1+ 4f)
D(ky (D))

B,(ky () =N-{1-P(k,(t))}"

Bb(kb(t)) =L-

R 1
V.D(ky (t)) m(t)

In the above equation

Content parameters: the number of broadcast programs is L,
picture coding rate is R, and the FLUTE AL-FEC ratio is Ay.

Viewing parameters: the number of all households is N, the IP
broadcast viewing household coverage P(k), viewing rate is V.
Transmission parameters: the common modulation index is
k(t) for all households for IP broadcasting, the individual
household modulation index is k,, (t) for unicast, the number of
MIMO layers is m(t), the bit capacity per resource block is
D (k (t))at modulation index k.

4.3. Some Results of the Simulation

Figure 7 presents the simulation results of the MCS index
numbers derived from the received CN by two receiving antennas
placed 3 meters apart on a balcony in each household in the (4x4)
diversity MIMO and SISO configurations. The simulation assumes
a medium-sized apartment complex with 7 floors and 42
households, and a base station (antenna output of 32 dBm) with a
LOS environment located 90 m away. The figure compares the
characteristics of IP broadcasting household coverage and the
maximum number of multi-channel broadcast programs (10
Mbps/program) for each MCS index. The number of households
capable of receiving 256QAM increases by over 30%, from 4
households with SISO to 18 households with MIMO.

Furthermore, under 100% viewing coverage conditions in the
100 MHz width of the sub-6GHz frequency band, the number of
multi-channel broadcast programs doubles from 20 channels with
SISO to 40 channels with MIMO.

In case of SISO
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In case of MIMO
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Figure 7: MCS distribution in multi-dwelling, number of broadcast programs and
viewing household coverage rate for MCS index

5. Conclusion

The replacement of wired cable TV services by private 5G
FWA is an urgent issue for the cable industry, and MIMO
technology, which has conventionally been discussed at the
physical layer, has been examined from the viewpoint of the higher
layer of IP broadcasting.

WWwWw.astesj.com

Based on the recognition that MIMO technology is promising
for large-capacity, real-time, high-quality transmission of IP
broadcasting in limited wireless bandwidth, the study of system
implementation as well as more detailed quantitative performance
analysis remains an issue from the viewpoint of the coexistence of
IP broadcasting and data communication.
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Deep neural networks (DNNs) have demonstrated remarkable success across a wide range
of machine learning tasks. However, determining an effective network architecture,
particularly the sizes of the hidden layers, remains a significant challenge and often relies
on inefficient trial-and-error experimentation. In this paper, we propose an automated
architecture design approach based on structurally adaptive DNNS, referred to as StradNet
models. Our method begins with training a fully connected DNN (FC-DNN) initialized with
standard hidden layer sizes. The structure is then progressively adapted by iteratively
pruning weak connections, removing isolated neurons, and fine-tuning the network,
producing a series of partially connected DNN (PC-DNN) models that converge toward an
effective configuration. Unlike many pruning methods that reduce redundancy only after
full training, StradNet integrates structural adaptation directly into the learning process,
enabling the network to evolve as it learns. This adaptability makes StradNet well-suited
for domains with shifting data distributions and complex, high-dimensional dependencies.
Experiments on dynamic environments, such as marine datasets, demonstrate that StradNet
produces efficient and scalable models that consistently outperform conventionally pruned
FC-DNNs. Overall, this automated strategy enhances the efficiency of DNN design and

provides a practical framework for real-world machine learning applications.

1. Introduction

Deep neural networks (DNNs) have achieved remarkable
success across a wide range of machine learning applications,
including speech recognition, image classification, and natural
language processing [1]-[3]. Their ability to approximate highly
complex nonlinear functions arises from the presence of multiple
hidden layers and large numbers of parameters [4]. These hidden
layers allow DNNs to extract hierarchical features from raw input
data, capturing both low-level and high-level patterns. For
instance, convolutional neural networks (CNNs) learn basic
patterns such as edges and textures in their early layers, while
deeper layers identify more abstract object features [5]. In
contrast, recurrent neural networks (RNNs) and long short-term
memory (LSTM) architectures are designed to capture temporal
or sequential dependencies, making them effective for language
modeling and time-series prediction [6]. In recent years, modern
large-scale architectures, such as large language models (LLMs)
[7], have pushed the boundaries of deep learning. With billions of
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parameters, these systems demonstrate extraordinary expressive
power, excelling in tasks ranging from text summarization to code
generation. These models also exhibit cross-task generalization,
transferring knowledge from one domain to another and enabling
zero-shot and few-shot learning scenarios that were previously
unattainable with smaller networks. Moreover, innovations such
as attention mechanisms and transformer architectures have
further expanded the capacity of DNNs to model long-range
dependencies and capture complex contextual information [8].

Despite these successes, the increasing size and complexity of
DNNs present significant challenges. Large models require
substantial computational resources and massive training datasets,
making their deployment on resource-constrained devices often
impractical [9]. Furthermore, a high number of parameters
increases the risk of overfitting, where the model memorizes
training noise rather than capturing generalizable patterns.
Conversely, overly small models may suffer from underfitting,
failing to capture important structures in the data. Thus, striking
the right balance between model complexity, generalization
capability, and computational efficiency is critical for building
effective and scalable DNNs [10].
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A key determinant of this balance lies in the number of
neurons and connections in the hidden layers, which directly
influence both the representational capacity and computational
cost of DNNs. Existing methods typically rely on manual
hyperparameter tuning or grid/random search, which are
computationally expensive, time-consuming, and heavily
dependent on domain expertise [11]. To address these challenges,
various technical approaches have been proposed to optimize
network structures more systematically. Model compression
methods, such as quantization and pruning, reduce resource
demands while maintaining accuracy [12], [13]. However,
traditional pruning methods typically operate within a fixed
network structure, limiting their ability to fully exploit structural
redundancy. Neural Architecture Search (NAS) frameworks
attempt to automate network design by exploring a large
architecture space using reinforcement learning, evolutionary
algorithms, or gradient-based optimization [14]. While NAS can
generate high-performance architectures, its computationally
intensive nature may still result in overly parameterized networks
that are difficult to deploy efficiently.

Given these limitations, there is a pressing need for adaptive
and automated methods that can optimize both the number of
neurons and their interconnections. Such approaches would not
only improve computational efficiency but also reduce overfitting
risks and enhance generalization capabilities. To address this
need, this paper introduces structurally adaptive DNNs, referred
to as StradNet models. Specifically, this work aims to develop
StradNet to dynamically adapt network structures, improving
computational efficiency while maintaining competitive
accuracy, and automating pruning and tuning processes to handle
complex, noisy datasets from dynamic environments. This results
in both time savings and scalability improvements over
conventional approaches. Our approach begins with training a
fully connected DNN (FC-DNN) initialized with standard hidden
layer sizes. The network is then progressively adapted through
iterative pruning of weak connections, removal of isolated
neurons, and fine-tuning of the remaining weights, resulting in
lightweight yet high-performing network architectures. Unlike
conventional pruning or NAS methods, StradNets dynamically
adapt the network structure, enabling more efficient and
generalizable partially connected DNN (PC-DNN) models for
diverse real-world applications. The main contributions and
novelties of this paper are summarized as follows:

e Proposed a systematic approach for identifying and pruning
weak connections in DNNs, enhancing both computational
efficiency and generalization capability.

e Introduced mechanisms to detect and remove isolated neurons
along with their associated connections, simplifying the
network structure without compromising accuracy.

e Demonstrated that iterative structural adaptation, combined
with network fine-tuning, effectively balances model
complexity and predictive performance.

e Demonstrated that efficient network architectures do not
require a fixed hidden-layer ratio, and that StradNet adaptation
allows models to adjust layer sizes for specific tasks.

e Evaluated the StradNet framework in dynamic environments,
such as marine datasets, and demonstrated that it outperforms
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conventionally pruned FC-DNNs in terms of computational
efficiency and scalability.

The rest of the paper is organized as follows. Section 2 reviews
related work. Section 3 presents the proposed automated
framework for DNN design. Section 4 describes the procedures
for automated structural adaptation of DNNs. Section 5 provides
case studies that validate the feasibility and effectiveness of the
StradNet architecture. Finally, Section 6 concludes the paper and
outlines future research directions.

2. Related Work

In recent years, researchers in deep learning and neural
networks have made substantial progress in developing strategies
to improve classifier performance. These efforts include making
existing approaches not only more accurate but also more
resource-efficient, thereby advancing both model architectures
and optimization techniques [15], [16]. In machine learning
applications, models typically require both learned parameters
and hyperparameters to be carefully adjusted. As network sizes
grow, manual tuning becomes increasingly difficult, often
requiring domain expertise or careful monitoring of experimental
results, and if done poorly, it can degrade performance. To
address these challenges, researchers have been exploring
automated methods that enhance the performance of learning
algorithms across a variety of tasks. For example, in [17], the
researchers presented an optimization strategy that uses a
population-based evolutionary search algorithm to identify
promising hyperparameter settings in EEG classification. The
optimization process proceeds in a single tuning cycle, where at
each stage past evaluation results are compared and leveraged to
generate improved parameter settings. Likewise, in [18] the
authors described a software-testing-inspired approach to
hyperparameter optimization. Presented as a constrained
exhaustive method, also known as t-way combinatorial testing,
the goal is to evaluate a subset of hyperparameter configurations
on the model. In [19], the authors approached hyperparameter
tuning from a different perspective by applying asynchronous
reinforcement learning to seek optimal configurations. Their
methodology employs a master agent to coordinate a group of
worker agents that continuously evaluate hyperparameter settings.
In [20], the authors introduced a NAS method aimed at mitigating
the computational challenges of identifying effective DNN
structures. They represented the initial network structure as a root
node in a tree and recursively evaluated child nodes using an
improved Monte Carlo Tree Search algorithm. In [21], the authors
proposed a neural network compression method that removes
redundant features from the convolutional layer within a
multihead CNN architecture. Their approach computes multi-
dimensional principal components on the convolutional layers
using a statistically guaranteed hyperparameter optimization
scheme. While the aforementioned approaches provide valuable
insights into effective DNN design, some methods exhaustively
evaluate possible configurations, whereas others attempt a one-
shot search process. Unlike these approaches, StradNet employs
an adaptive strategy that iterates through multiple cycles to
identify an effective hyperparameter configuration, particularly
the hidden layer sizes. The process can also terminate early if low
accuracy is detected, saving significant time compared to other
architecture search algorithms. Techniques such as NAS,
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combinatorial methods, and evolutionary algorithms are effective
for navigating the complex, high-dimensional hyperparameter
space; however, they are typically computationally expensive,
and their application to partially connected architectures has not
been fully explored. In contrast, a key aspect of our approach is
the use of PC-DNNSs as lightweight and efficient alternatives to
conventional FC-DNN architectures. Accordingly, this work
complements existing research that primarily focuses on FC-
DNN-based designs.

Research on improving model efficiency through structural
adaptation has become an active area of study, leveraging
automated pruning techniques to facilitate the transition from FC-
DNNs to PC-DNNs. Studies across various pruning strategies
show that the automated conversion process can maintain or even
improve the accuracy of FC-DNNs [22]. More broadly,
automated machine learning (AutoML) integrates algorithms for
dynamic model construction and deployment, as well as
hyperparameter optimization [23]. Frameworks such as the
Dynamic Processing Unit (DPU) presented in [24] show that
network compression can take a hybrid approach, where weights
are not permanently removed or masked but instead oscillate
between active and inactive states depending on the DPU. The
authors in [25] explored an Echo State Network (ESN) structure
designed to provide simplicity for neural networks running on
edge devices. Their approach prunes neurons based on a neuron-
importance heuristic combined with iterative fine-tuning. In [26],
the researchers presented an activation-profile-based neuron
pruning framework that targets neurons during inference and
groups them according to similar outputs. In their approach,
neurons with outputs that are too small are pruned, while those
with sufficiently large outputs are retained. In [27], the authors
introduced direct connections from each layer to the output layer,
providing multiple substructures to increase network capacity.
They then apply a training scheme with L1 regularization to
encourage the removal of redundant neurons and facilitate the
adjustment of hidden layer sizes. The authors in [28] addressed
the structural adaptation of neural networks by constructing
uniform or non-uniform subnets. These subnets can be sampled
across different epochs to leverage one-shot training and provide
a runtime advantage during inference. In [29], the authors
presented a DNN-based approach for building budget-constrained
models for big data analysis. In their approach, they demonstrated
how to eliminate less important features by identifying weak links
and neurons, thereby bringing the model cost within a given
budget. Building on existing methods for structural adaptation,
StradNet introduces a distinct and effective strategy for
optimizing network architecture. A key challenge in this domain
is the continual growth of network size and the associated
computation and storage overhead from weak connections.
StradNet addresses this issue by identifying and pruning weights
that contribute little to the model’s output, thereby improving
efficiency without compromising accuracy. Traditional
structurally adaptive algorithms often depend on neuron
importance scores to guide pruning, a process that can be both
tedious and computationally intensive. In contrast, StradNet
tracks the number of connections pruned for each neuron and
removes a neuron only when all its connections have been
eliminated, leading to more compact and efficient PC-DNN
architectures. PC-DNNs and structural adaptation have gained
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increasing attention for their potential to balance model
expressiveness and computational efficiency. Previous studies
have explored how connectivity patterns affect network
performance or specific aspects of partially connected designs.
However, automated structural adaptation within PC-DNNs
remains a relatively underexplored area. Recent advancements,
such as adaptive learning rate algorithms [30], have further
enhanced model convergence and generalization, yet structural
adaptation in PC-DNNs continues to present promising
opportunities for future research.

Previous research on optimizing hyperparameters for
dynamically changing environments has explored how neural
networks can be applied to tasks requiring adaptability and
robustness under shifting conditions. Applications such as
oceanography, weather forecasting, stock market analysis, and
housing price prediction all involve underlying patterns that
fluctuate over time, highlighting the need for flexible models. In
such highly volatile domains, it is insufficient to train a model
once and rely on it consistently; instead, a model must adapt to
complex changes in data and restructure dynamically. In the field
of Scientific Machine Learning (SciML), both machine learning
and mechanistic modeling techniques have been independently
and successfully applied in systems biology [31]. Machine
learning excels at uncovering statistical relationships and
generating quantitative predictions from data, whereas
mechanistic modeling provides a robust framework for capturing
domain knowledge and elucidating the causal mechanisms
driving dynamic biological processes. In [32], the authors
evaluated the impact of diverse marine environments on image
classification performance using these methods. They reported
that their methodology effectively demonstrates how well models
can generalize across a wide range of conditions. The study in [33]
examined a weather application, presenting a hybrid machine
learning approach for rainfall prediction. They developed a useful
machine learning tool capable of identifying potential threats in
real time and issuing timely warnings. In [34], the authors
proposed an Environmental Graph-Aware Neural Network
(EGAN) for modeling and analyzing large-scale, multi-modal
environmental datasets. The EGAN framework constructs a
spatiotemporal graph representation that integrates physical
proximity, ecological similarity, and temporal dynamics, and
employs graph convolutional encoders to extract expressive
spatial features. In [35], the authors investigated the housing
market using DNN predictions. Forecasting the housing market is
highly complex and high-dimensional, which can make it
challenging for machine learning models to capture underlying
patterns. Finally, [36] extended this analysis to the stock market.
Despite the availability of years of data, financial markets are
heavily influenced by external factors such as geopolitical events
and investor sentiment, making accurate predictions difficult.
These studies underscore the importance of designing models that
can adapt continuously, rather than relying on static training
procedures. In our approach, we selected datasets from dynamic
environments, including oceanographic and marine settings,
where conditions vary seasonally and data are often high-
dimensional. Marine factors such as turbidity, depth, light
variation, image resolution, camera calibration, and motion blur
further increase the challenge of achieving robust generalization.
In some applications, only a single training cycle has been used to
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capture chaotic patterns in a one-shot manner. While feasible, this
approach often struggles in dynamic environments, requiring
frequent retraining to maintain reliable predictions. In contrast,
our multi-step pruning loop can be fine-tuned and restructured in
real time to adapt to new data, providing a general solution for
developing efficient PC-DNN models in dynamic environments.

3. An Automated Framework for DNN Design

In deep learning, a network’s structure, particularly the
configuration of its hidden layers, plays a crucial role in

determining accuracy, efficiency, and generalization performance.

Unlike generic hyperparameters such as learning rate, batch size,
or number of epochs, which primarily control training behavior,
structural parameters directly define the capacity, connectivity,
and representational power of the network itself. Manually
selecting an effective structure is especially challenging because
the search space of possible layer sizes, neuron counts, and inter-

layer connections is extremely large and combinatorially complex.

To address this challenge, we propose an automated framework
that adapts hidden layer sizes during training. Our method follows
a two-phase approach. In Phase 1, the network undergoes
aggressive pruning to remove less significant connections and
neurons. If pruning exceeds the optimal point, Phase 2 readjusts
by restoring connections and pruning more conservatively. This
adaptive procedure ensures convergence toward an efficient
structure without extensive manual intervention. The key idea is
the progressive transformation of an initialized FC-DNN into a
more efficient PC-DNN. By dynamically removing weak
connections and isolated neurons, the framework reduces
computation during forward and backward propagation,
improving efficiency while maintaining accuracy. To emphasize
the structural effects, all other hyperparameters are held constant.
Figure 1 illustrates the process, beginning with dataset
preprocessing, including cleaning and normalization, followed by
iterative pruning and refinement until the network stabilizes at a

desirable structure.
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Figure 1: An automated framework for DNN design.
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As shown in Figure 1, the dataset is first preprocessed by
normalizing input features using the min-max scaling method as
in (1). Min-max scaling ensures comparability across features,
improves convergence speed, and preserves relative relationships
among input values. This procedure rescales all features to the
range [0, 1], transforming raw data into a normalized space that
the network can effectively interpret while retaining the original
distribution.
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1 Xk—Xk_min

Xk = (1)
Xk_max~Xk_min

where Xxi_min and X e are the minimum and maximum values of

input feature k, xi is the original feature value, and x;’ is the

normalized feature value.

After preprocessing, the dataset is divided into training and
test sets to enable evaluation on unseen data, typically using a
70:30 or 80:20 split to ensure sufficient data for both sets. The
automated structural adaptation process requires user interaction
only during network initialization. Hidden layer sizes are set in
powers of two. For example, a network can be initialized with two
hidden layers of 512 and 256 neurons, respectively, which serve
as standard starting sizes. All other hyperparameters (e.g., number
of layers, learning rate, loss function) remain fixed for
comparability. Once initialized and prepared, the framework
iteratively adjusts the network structure through a prune-train-test
loop until a predefined stopping criterion is satisfied, resulting in
an efficient sparse network as a PC-DNN. During each iteration,
the network is trained and evaluated on the split dataset, and the
maximum accuracy is tracked to identify the most promising state
for subsequent refinements. Although the base network starts with
random weights, pruning and retraining preserve previously
learned knowledge by saving the network parameters instead of
reinitializing them.

To enable iterative and adaptive structural refinement, we
construct two-dimensional mask matrices as part of the saved
network parameters to continuously track pruned connections.
Each weight tensor is paired with a matrix of size i X j, matching
its dimensions to record pruning decisions precisely. At
initialization, all entries are set to false, indicating that no
connections have been removed; when a connection is pruned, the
corresponding entry is switched to true. These mask matrices
allow the framework to maintain an explicit and transparent
record of which connections have been pruned, enabling
reproducible and verifiable updates to the network structure
during iterative training. The extent of pruning is governed by the
pruning ratio, a tunable hyperparameter that controls pruning
aggressiveness: higher ratios prune more aggressively, while
lower ratios perform pruning more conservatively. This parameter
provides flexibility to explore different strategies and balance
computational efficiency against potential accuracy degradation.
Pruning decisions specifically target weak elements, including
individual connections and entire neurons, that contribute
minimally to model performance while consuming computational
resources. Retaining such redundant elements increases training
time and memory usage while offering negligible performance
gains. By systematically eliminating these weak components, the
framework concentrates computational resources on the most
informative parts of the network, thereby enhancing both training
efficiency and learning effectiveness. Overall, our StradNet
framework aims to reduce network size and training time by
removing weak elements, resulting in compact and efficient PC-
DNN models without sacrificing accuracy. Furthermore, by
integrating mask-based tracking with controlled pruning, the
framework ensures that network adaptation remains fully
automated, reproducible, and robust across diverse datasets,
initialization conditions, and dynamically evolving data
distributions.

32


http://www.astesj.com/

D. Degbor, et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 10, No. 6, 29-41 (2025)

4. Automated Structural Adaptation of DNNs
4.1. Pruning Weak Connections in a DNN

The first step in network reduction is to prune weak
connections by removing those with the smallest absolute
weights, as determined by a predefined minimal pruning ratio,
Pmin. As defined in (2), the minimal pruning ratio pui» is the
proportion of connections removed from the DNN during pruning
relative to the total number of connections before pruning.

Prin = 22 5 100% 2)
Niotal

where Nimoved 1S the number of pruned connections, and N, is
the total number of connections prior to pruning. For example, if
Pmin = 10%, the 10% weakest connections are removed. We refer
to this as the minimal pruning ratio because, in the next step
(described in Section 4.2), removing isolated neurons also
requires eliminating their associated connections. Consequently,
the actual pruning ratio in each round may exceed puin.

This pruning step reduces the neural network’s complexity
while maintaining high performance in the resulting PC-DNN.
The network to be pruned may be an FC-DNN in the first pruning
round or a PC-DNN if pruning has already been applied. To
identify weak connections, we sort all active weights in ascending
order of magnitude. The pruning threshold is computed from the
absolute weight values, since the influence of a connection
depends on its magnitude rather than its sign: a large negative
weight represents a strong inhibitory effect, while a large positive
weight represents a strong excitatory effect. Magnitude-based
pruning is effective because small-magnitude weights have
minimal impact on downstream activations. In contrast, large-
magnitude weights encode more informative features. Removing
the weakest weights therefore eliminates low-impact parameters
while preserving essential computational pathways of the
network. As discussed in Section 3, mask matrices track which
connections have been removed.

Algorithm 1 outlines the procedure for removing weak
connections. As shown in the algorithm, the pruning threshold # is
determined using the minimal pruning ratio pm» and the k"
smallest element (step 6 and 7), thereby identifying the weakest
proportion p.i, of weights. The algorithm then removes all
weights whose magnitudes fall below this threshold. Given the
array of weight values R,, and the number kw of smallest elements
to remove, the value tw is set as the largest of these kw elements
and serves as the pruning cutoff for the entire network in the
current iteration. When a weak connection in a weight tensor ® is
flagged for removal, the corresponding entry in the mask matrix
is set to true (step 10), ensuring that the training process excludes
this connection in subsequent updates. After all weak connections
are marked, the algorithm returns the updated PC-DNN (step 11).
This threshold-based procedure ensures that pruning decisions
remain consistent across layers, regardless of their size or scale.
Because the threshold is computed directly from the sorted weight
magnitudes, the algorithm adaptively adjusts to the distribution of
weights in each pruning round. This makes the pruning robust to
training dynamics, including changes during fine-tuning or shifts
in connection importance. Moreover, by eliminating only the
weakest connections at each iteration, the algorithm avoids abrupt
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structural changes that could destabilize the learning process,
allowing the model to gradually converge toward a compact and
efficient PC-DNN.

Algorithm 1: Pruning Weak Connections

Input: DNN N with mask matrices, minimal pruning ratio pmin
Output: A PC-DNN with weak connections pruned

Initialize an empty list Rw for remaining (active) weights
for each weight tensor ® in N
for each weight w in ® with corresponding mask value = false
Append w to Ry
Sort Ry in ascending order
Compute kw = |pmin*len(Rw)] // the number of weights to prune
Set pruning threshold #, = Ru[kw] // the K smallest weight
for each weight tenor ® in N
9. for each connection ¢ in weight tenor ®
10. Mark c as true (pruned) in the mask matrix if weight we < fv
11. return updated N

PNANDBE LD

Figure 2 shows a sample DNN used to illustrate the pruning
of the weakest weight connections. In this example, the network
is initialized as an FC-DNN with two hidden layers, containing
four and three hidden neurons, respectively. The weights for each
connection are displayed in the three weight tensor tables on the
left, providing a clear view of the initial parameter distribution.
The pruning threshold is determined dynamically based on the
current minimal pruning ratio and the weight values in the tables,
ensuring that the weakest connections are consistently identified
and removed during each pruning round.
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(a) Connection weights in the FC-DNN (b) Network structure of the FC-DNN
Figure 2: A sample FC-DNN initialized with two hidden layers

Figure 3 illustrates the DNN after pruning weak connections
with a minimal pruning ratio of pu» = 10%. According to
Algorithm 1, %, is set to 3, and the pruning threshold ¢, to 0.1,
meaning any connection with a weight less than or equal to 0.1 is
flagged for pruning and removed from the neural network. As
shown in the figure, all connections flagged for pruning are
highlighted in red in both the network diagram and its table
representation. After compressing the model’s connections by
10%, we can observe which neurons contribute to strong
activations and thus influence the network’s output. Since no
isolated hidden neurons are present after this round of pruning,
the same 10% minimal pruning ratio is applied in a second round
without removing any neurons. This process can be repeated
iteratively until a performance drop is observed.

33


http://www.astesj.com/

D. Degbor, et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 10, No. 6, 29-41 (2025)

| a | b|c|d]|e
l04]05[0903]07
10701 0406 04
104/06]05 08 08
10.109]05 04 06

= 0Q [~

| /el n i
0210410605
102070805
0.1 03]09 08

~ | x|~

jl k]
m 050203

(a) Connection weights in the PC-DNN (b) Network structure of the PC-DNN

Figure 3: The PC-DNN after pruning weak connections with p,;, = 10%

Figure 4 shows the updated PC-DNN after retraining.
Previously pruned weights are marked as “n/a” in the weight
tensor tables, indicating their removal from the network and
ensuring that these inactive connections are permanently excluded
from all future computations and parameter updates.
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(a) Connection weights in the PC-DNN  (b) Network structure of the PC-DNN

Figure 4: The PC-DNN after pruning weak connections again with p,,,, = 10%

According to Algorithm 1, in the second round of weak
connection pruning, k, is set to 3, the pruning threshold #, across
all layers is set to 0.3. The computed threshold does not affect any
connections in the first weight tensor. However, in the second and
third weight tensors, connections (f, j), (f, k), and (k, m) are
identified as meeting the pruning threshold and are therefore
removed, further simplifying the PC-DNN structure.

4.2. Removing Isolated Neurons and Associated Connections

Following the example in Section 4.1, we are left with a PC-
DNN containing isolated neurons whose input or output
connections have been entirely pruned. We extend the concept of
model compression by removing these neurons, which also
eliminates their associated incoming or outgoing connections.
Figure 5 provides a visual representation of this process, where
neurons f and k are identified as isolated and subsequently
removed along with their connections.

A key feature of the model design is that weak connections
are removed before weak neurons. This ordering matters because
a neuron becomes isolated only after all its input or output
connections are pruned. As shown in Figure 3, some pruning

WWwWw.astesj.com

rounds produce no isolated neurons, so the neuron-removal step
is skipped. When a neuron does lose all incoming or outgoing
connections, it is marked as isolated and removed. No pruning
ratio is defined for neurons in our approach, because their removal
depends solely on the absence of connections. Algorithm 2
summarizes the procedure for detecting and deleting isolated
neurons and their associated connections.
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(a) Connection weights in the PC-DNN (b) Network structure of the PC-DNN
Figure 5: The PC-DNN with identified isolated neurons

Algorithm 2: Removing Isolated Neurons and Their Connections

Input: DNN N with mask matrices
Output: A PC-DNN with isolated neurons and their associated
connections removed

1. repeat

2 Set removed =0

3 for each hidden layer ¥ in N

4 for cach undeleted neuron 6 in ¥

5. Let W}, = incoming connections of 6

6 Let W,,,; = outgoing connections of €

7 if all connections in Wy, are pruned (mask = true)
8 Delete neuron & and all connections in W,

9. Increment removed by 1

10. else if all connections in W,,,,; are pruned (mask = true)
11. Delete neuron € and all connections in W;,

12. Increment removed by 1

13. until removed = 0
14. Update N and its mask matrices
15. return N

As shown in Algorithm 2, for an undeleted hidden neuron 6,
let Wi, and W, denote its sets of incoming and outgoing
connections, respectively. If all connections in W;, or W, are
pruned, 6 is identified as isolated. In this case, 6 is marked for
deletion, and all its associated connections are removed from the
network (step 8 and 11). All hidden neurons in each hidden layer
must be examined for potential removal. To ensure that both
existing isolated neurons and any new isolated neurons resulting
from the removal of their connections are identified, we define a
counter removed to record the number of hidden neurons
eliminated in each deletion round. This process is repeated until
no additional hidden neurons are identified in the current round.
At that point, the PC-DNN is updated by removing all identified
isolated hidden neurons and their associated connections, and the
corresponding mask matrices are updated accordingly (step 14).
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4.3. Automated Structural Adaptation Process

As discussed in Section 3, the automated structural adaptation
process follows a two-phase pruning strategy. Phase 1 performs
coarse pruning across the hidden-layer space, inspired by the
lottery ticket hypothesis [37], which suggests that subnetworks
within a large model can achieve performance comparable to the
full network. Starting from an FC-DNN initialized with an input
layer, a number of hidden layers, and an output layer, connections
are pruned using a minimal pruning ratio pu., (e.g., 10%), and
isolated neurons are removed according to Algorithms 1 and 2,
respectively. Weights are preserved between iterations to speed
convergence, and metrics such as accuracy, neuron count, total
weights, and pruning thresholds are tracked. This coarse stage
allows the model to rapidly explore a wide range of architectural
variations and discard obviously redundant structures. By
aggressively pruning early, the network is guided toward a more
compact region of the structural space where promising sub-
architectures reside. Pruning continues until accuracy drops by
more than 1% below the best observed value, at which point the
previous best model is restored as the baseline for Phase 2, which
applies fine-grained adjustments to finalize the network structure.
The duration of Phase 1 depends on the initial hidden layer sizes
and the stopping criterion. Larger starting layers generally require
more pruning cycles (e.g., 20-30 iterations), whereas well-chosen
sizes converge faster (e.g., 5-10 iterations). The stopping criterion
balances under-pruning, which leaves the network over-
parameterized, and over-pruning, which degrades accuracy. This
ensures that Phase 1 terminates at a structurally meaningful point,
providing a stable foundation for the more targeted refinements
performed in Phase 2.

Phase 2 further refines the network structure established in
Phase 1 by applying a smaller pruning ratio, where p,.i, is halved
(e.g., 5% in our implementation) to achieve finer-grained
structural adjustments. Starting from the best-performing model
obtained from Phase 1, Phase 2 executes a single prune-train-test
cycle to fine-tune neuron counts and consolidate model stability.
Only one iteration is required, as additional pruning at this scale
would largely replicate Phase 1 outcomes without significant
improvement. Phase 2 serves primarily to polish the architecture
rather than reshape it, allowing the network to stabilize around the
strongest connections and finalize the distribution of neurons
across layers. Algorithm 3 summarizes the complete conversion
process from an FC-DNN to a PC-DNN using StradNets. As
shown in the algorithm, entering the while-loop (Step 10) initiates
pruning, during which weak connections and isolated neurons are
removed. The network is then retrained without reinitialization,
and pruned connections are skipped during feedforward and
backpropagation, strengthening the remaining ones. After
retraining, accuracy is compared with the maximum observed so
far. If accuracy improves, the maximum is updated. If accuracy
decreases slightly but remains within tolerance, the process
continues. The 1% tolerance margin ensures that natural
fluctuations in training are distinguished from genuine
performance loss, preventing the network from being pruned
beyond its capacity. Once this condition is met in Phase 1 (step
20), the previous state is restored, and Phase 2 begins. A baseline
accuracy a is recorded at the start of Phase 2 to measure its
refinement. Since Phase 2 consists of only a single prune-train-
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test cycle, its stopping criterion is met immediately after that
cycle. Likewise, if the condition is met in Phase 2 (step 17), the
previous state is also restored. At this point, the optimal neural
network configuration is finalized and returned to the user (step
19). This two-phase design ensures both global exploration (Phase
1) and local refinement (Phase 2), enabling the framework to
produce compact architectures that preserve predictive accuracy
while substantially reducing computational cost.

Algorithm 3: Automated Structural Adaptation

Input: FC-DNN N, Train dataset Dy,.qip, test dataset Dregy
Output: A PC-DNN with optimized hidden layer sizes

1. Scale Dypqinand Drege using min-max normalization
Initialize N with standard starting hidden layer sizes
Initialize N with random weights
for each weight tensor ® in N
Create an i X j mask matrix for ©, initialized to false
Train and test N on Dy,4ip, and Dy, respectively
Let a be the current accuracy of N
Initialize pruning ratio pmi to a predefined value (e.g., 10%)
Set phase =1
10. while true
11.  Save the current network N to N_prev
12.  Prune weak connections in N according to ratio pmin
13.  Remove isolated neurons and their remaining connections in N
14.  Update N and the mask matrix for each weight tensor in N
15.  Train N with saved weights and evaluate accuracy a’ on Dy
16.  if phase =2 // in Phase 2

A e A

17. ifa’<a—0.01//>1% decrease from the best accuracy
18. Reload previous network N_prev to N

19. return N

20. elseifa’<a—0.01 //in Phase 1

21. Reload previous network N_prevto N

22. Setphase =2 andpmm =pmin*0.5

23. elseifa’>a,seta=a’ // set the best accuracy

In the automated structural adaptation process, the pruning
and structural adaptation steps (step 12 and 13) in each iteration
have a complexity of O(N+E), where N and E denote the number
of neurons and connections, respectively. The O(E) component
and the O(N) component correspond to the time complexities of
Algorithm 1 and Algorithm 2, respectively. Specifically,
Algorithm 1 iterates through each connection in the network,
while Algorithm 2 iterates through each node to evaluate and
adjust neuron connectivity. Consequently, the overall complexity
of the automated structural adaptation introduces only a small
additional computational overhead due to structural adjustments,
with the training step (Step 15) remaining the major time-
consuming component of the process.

5. Case Studies

To evaluate the StradNet architecture, we conducted case
studies on real-world machine learning applications. These
studies demonstrate that StradNet’s autotuning strategies enhance
performance while reducing manual intervention. StradNets
effectively adapt to complex patterns in noisy datasets, making
them suitable for dynamic fields such as autonomous systems,
healthcare, oceanography, and finance. In this paper, we focus on
marine ecosystem datasets, which are inherently complex and
require large neural networks for accurate prediction. Our primary
goal is to evaluate the efficiency and scalability of StradNet
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relative to the conventional pruning approach, a well-recognized
baseline. While comparisons with other adaptive pruning
frameworks (e.g., dynamic sparse training [38], NAS-based
methods [14], or other modern structured pruning techniques) are
valuable, they are beyond the scope of this study due to
differences in experimental settings, computational requirements,
and model assumptions. In all subsequent experiments, each
dataset was divided into 70% training data and 30% testing data.
This split was chosen to ensure that each dataset contained
sufficient samples to support a stable training process and
accurate predictions.

5.1 Automated Two-Phase Pruning Process

In this case study, we apply the StradNet model to predict
distant adversarial vessels using 15 input features derived from
real-world maritime surveillance data [39]. The adversarial
vessels dataset was originally generated to predict the fishing
activity of a vessel using its position and behavioral features. In
an effort to align the dataset with the objectives of marine
research, the labels were repurposed to classify vessels as hostile
or non-hostile. The structure of the dataset and the underlying
datapoints remained unchanged; only the target labels were
adapted to reflect relevant maritime scenarios. The dataset is
large, comprising approximately 130,000 records, and was further
enhanced using the Synthetic Minority Oversampling Technique
(SMOTE) to address class imbalance and better preserve
representative category distributions [40]. By applying SMOTE,
we generated synthetic samples for the minority class while
maintaining the overall feature distribution and diversity of the
data. The input features include calendar variables capturing
temporal and seasonal patterns; geographical indicators
representing vessel detection locations; distance-based metrics
estimating proximity to shores and ports; physical attributes such
as speed, course, direction, and size; and environmental factors
including weather and visibility conditions. Together, these
features provide rich contextual information essential for
accurately identifying potential adversarial vessels at a distance.

To construct the initial FC-DNN model, we first define its key
hyperparameters, including the number of hidden neurons,
activation functions, and training parameters. While our approach
supports an arbitrary number of hidden layers, we restrict the
network architecture to two hidden layers for simplicity and
reproducibility. The remaining hyperparameters are set as
follows: the Rectified Linear Unit (ReLU) activation function in
all hidden layers, a learning rate of 0.01, 12 training epochs, and
a batch size of 16. The number of hidden neurons is dataset-
dependent; in this experiment, we use a standard configuration
with 512 and 256 neurons in the first and second hidden layers,
respectively. This configuration provides a balanced trade-off
between model capacity and computational efficiency, serving as
a strong baseline for evaluating the effects of iterative pruning.
The setup aims to demonstrate that progressive pruning of the
fully connected network can maintain strong generalization
performance throughout the pruning process. Equation (3) defines
the computation used to determine the initial total number of
weights in the FC-DNN with 7 layers.

totalWeights = Y }(nNeu_Layer; * nNeu_Layer;,,) (3)
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where nNeu Layer; refers to the number of neurons in layer 7,
where 1 <i<n.

We begin with a minimal pruning ratio p» of 10%, removing
10% of the total weights at each pruning step to gradually simplify
the architecture. If model performance drops beyond a predefined
accuracy threshold, the model is reverted to a previously saved
architecture, and pruning continues at a reduced rate to preserve
stability. In this study, a 1% decrease from the best recorded
accuracy in Phase 1 is used as the cutoff threshold, at which point
the minimal pruning ratio pi, is reduced from 10% to 5% in Phase
2 to enable finer-grained structural refinement. Table 1 provides
an illustrative example of the automated pruning process used to
identify an effective StradNet architecture by progressively
removing weak connections and isolated neurons while
maintaining overall model generalization.

Table 1: An illustrative example of the automated pruning process.

Total Total Prunin, Accurac
Neurons HLI | HL2 Weights | Ratio (' Vf) Threshold (%) !
Phase 1 (Coarse Pruning Step)
768 512 256 139,264 N/A N/A 96.30
765 512 253 125,337 10 0.007 97.10
748 512 236 112,803 10 0.015 97.31
742 512 212 101,523 10 0.022 97.27
704 512 192 91,371 10 0.029 97.65
686 512 174 82,234 10 0.036 97.74
613 454 159 74,010 10 0.045 97.66
569 440 129 66,609 10 0.070 97.85
555 433 122 59,948 10 0.127 97.65
543 422 121 53,953 10 0.206 98.12
526 409 117 48,558 10 0.302 97.96
512 401 111 43,702 10 0.413 98.04
495 396 99 39,332 10 0.526 97.97
484 390 94 35,399 10 0.651 98.12
475 384 91 31,859 10 0.785 97.97
463 382 81 28,673 10 0.924 97.93
448 374 74 25,805 10 1.081 97.38
423 363 60 23,225 10 1.217 96.88
Phase 2 (Fine-Tuning Step)
448 374 74 25,805 10 1.081 97.38
437 372 65 24,514 5 1.133 97.36

From Table 1, we observe that the pruning process completes
its first phase when accuracy drops to 96.88%, 1.24% below the
best recorded accuracy of 98.12%. The network is then reverted
to its previous architecture and enters the fine-tuning step with a
minimal pruning ratio of 5%. The final architecture obtained
through this process contains 437 neurons: 372 in the first hidden
layer and 65 in the second. This configuration achieves an
accuracy of 97.36%, 1.06% higher than the initialized FC-DNN
model (96.30%). These results indicate that the StradNet pruning
process generalizes well to new data, achieving accuracy
comparable to the much larger initial model, and demonstrate that
many weights and neurons are unnecessary. In particular, these
findings highlight how pruning effectively removes redundant
structure while preserving the essential computational pathways
needed for accurate prediction. While only the strongest
connections contribute significantly to accurate predictions,
excessive pruning can be detrimental; removing too many
important connections reduces accuracy and impairs prediction
quality. This underscores the importance of selecting appropriate
pruning ratios to balance compactness and performance.
Moreover, the smooth recovery of accuracy after reverting to the
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best-performing architecture reinforces the value of maintaining
historical model states during the pruning process. This
mechanism prevents the framework from drifting into overly
aggressive pruning regimes and ensures that structural exploration
remains both controlled and reversible. Figure 7 illustrates this
effect with a constant minimal pruning ratio of 10%, showing a
steady decline in accuracy as the network becomes too small to
perform effectively.

Accuracy Changes Under a 10% Pruning Ratio

700 600 500 400 300 200
Total Number of Neurons

Figure 7: Accuracy vs. total number of neurons under a 10% pruning ratio

In Figure 7, we present three trials of the StradNet workflow,
in which weak connections and neurons are progressively pruned
from the network. Each trial begins with 768 neurons, consistently
arranged as 512 in the first hidden layer and 256 in the second.
Accuracy initially improves by approximately 2%, suggesting a
reduction in overfitting as the network size decreases. The early
pruning stages indicate that the network can still achieve accurate
predictions on the test dataset. However, once the network size
falls below roughly 450 neurons, accuracy declines sharply.
Continuing to prune at a fixed 10% rate beyond this point results
in a steady performance decline, which we attribute to the
aggressiveness of the pruning strategy and the need for more
careful dynamic adjustment. This trend confirms that the crosses
in the figure mark the appropriate points for activating the
stopping criterion. At these points, the network transitions to
fallback architectures, represented by the dots, allowing pruning
to continue under a more relaxed strategy.

The fine-tuning step begins by training and testing the
reverted network using the stored weight parameters. In this
phase, we apply a single prune-train-test cycle with a 5% minimal
pruning ratio, after which network modifications are finalized.
Figure 8 illustrates the reinstated neural network from Phase 1. At
the start of Phase 2, further pruning remains possible at a smaller
percentage; accordingly, this diagram reflects pruning 5% of the
weakest connections. The resulting performance curve closely
resembles that of the 10% pruning diagram, confirming that the
observed accuracy decline is consistent across trials. The dots in
Figure 8 correspond to the same total-neuron counts shown in
Figure 7, while the crosses indicate the configurations returned to
the user upon algorithm completion, representing the effective
network architectures. As shown in the figure, all three trials
demonstrate that accuracy continues to decline when pruning at
5% 1is repeated. Additional pruning at this rate is therefore
unnecessary, as Phase 1 has already revealed the adverse effects
of more aggressive 10% pruning. The convergence of results
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across multiple trials also indicates that the selected 5% pruning
ratio provides a stable termination condition, ensuring that the
final PC-DNN architecture reflects both structural efficiency and
reliable predictive performance.

Accuracy Variations Under a 5% Pruning Ratio
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Figure 8: Accuracy vs. total number of neurons under a 5% pruning ratio

Figure 9 illustrates the relationship between the total number
of weights in the neural network and its accuracy under a 10%
minimal pruning ratio. Across three trials, we observe a positive
trend in the early stages of pruning: as the number of weights
decreases, the network achieves higher accuracy, suggesting that
larger networks may be prone to overfitting. This trend continues
until the networks become sufficiently small, around 20,000 total
weights, at which point accuracy drops sharply from
approximately 98% to 83%. These results are consistent with the
accuracy decline observed in Figure 7 when excessive neurons
and their associated weak connections are removed. Similarly, the
crosses in Figure 9 mark the points at which the stopping criterion
is activated, leading into the fine-tuning step. This pattern
highlights the balance between removing redundant weights and
keeping enough capacity for accurate predictions. The consistent
results across trials also show that the stopping rule effectively
prevents the network from being pruned too aggressively.

Accuracy Variations Under a 10% Pruning Ratio
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Figure 9: Accuracy vs. total number of weights with 10% pruning ratio

5.2 Neuron Allocation Between Hidden Layers

In conventional DNNs, the hidden layers often follow a
pyramid configuration, in which each successive layer contains
fewer neurons than the previous one [41]. For instance, in a
network with two hidden layers, the size of the first layer is
typically determined by factors such as dataset size, number of
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input features, number of output neurons, and task complexity.
The second hidden layer often contains about half as many
neurons as the first, reflecting its role in refining the learned
representation into a form suitable for the output layer. Using this
conventional architecture as a baseline, the present study
investigates whether a specific relationship between the two
hidden layers of a PC-DNN can achieve predictive performance
comparable to the standard design. To evaluate this, the StradNet
model was tested on three datasets, including Adversarial Vessels,
Oil Spill, and Sonar Classification. The Adversarial Vessels
dataset is described in Section 5.1. The Oil Spill dataset, derived
from satellite imagery and reformatted into tabular form, is used
to distinguish between spill and non-spill patches [42]. This
dataset serves as our medium-scale application case and features
a highly modified structure. It contains 60 attributes and 1,200
records and was augmented using the SMOTE technique to
address class imbalance by generating additional samples for the
underrepresented class. Controlled noise was also introduced as a
form of data augmentation to encourage the network to learn
meaningful patterns rather than memorize specific instances. Two
augmentation strategies were considered: feature perturbation and
output flipping [43], [44]. Feature perturbation involves applying
small random variations to input feature values, which enhances
the model’s robustness and reflects natural variations observed in
real-world conditions. Output flipping, on the other hand,
simulates label noise by occasionally swapping class labels to
mimic annotation errors. Together, the use of SMOTE and
controlled noise increased the dataset’s variability and
complexity, thereby enhancing the network’s capacity for robust
pattern recognition.

The Sonar Classification dataset, which contains acoustic
signals recorded at varying frequencies and angles, can be used to
evaluate object detection performance in applications such as
mine, vessel, and underwater structure identification [45].
Although the dataset documentation does not describe the specific
data collection methodology, its close association with sonar
technology, a common sensing modality used by marine vessels
to detect underwater mines, debris, and other hazards, makes it
relevant for our study. This small-scale dataset allows us to
evaluate how well the network maintains generalization when
trained with limited data and to demonstrate the robustness of the
StradNet approach across different dataset sizes. It contains 60
input features and 200 samples. Using a small dataset also
highlights the pruning scheme’s behavior under a high risk of
overfitting. If the pruned network trained on this dataset exhibits
a substantial accuracy drop, it would indicate that the model
depended heavily on specific features and was overfitted to the
limited data. All input features were normalized using the min-
max normalization scheme, which scales values into the [0, 1]
range to ensure equal contribution of all variables. Each of the 60
features captures distinct signal characteristics, where different
angles of incidence yield unique representations that enrich the
overall input space.

In this case study, we examine the relationship between the
two hidden layers, HL1 and HL2, in the StradNet models.
Specifically, we investigate whether the pruning process affects
the neuron ratio between these layers, as defined in (4).

nNeu_HL2

neuronRatio = New HLL < 100% 4)
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where nNeu HL1 and nNeu HL2 are the numbers of neurons in
hidden layers HL1 and HL2, respectively.

In the initial configuration, the neuron ratio between HL1 to
HL2 is set to 50%. This setup allows us to determine whether a
consistent pattern emerges across the resulting StradNet models.
Table 2 presents both the initial and resulting configurations for
the three datasets. The experimental results represent the averages
of four independent runs, and the last column of the table reports
the standard deviation of the accuracy values. Our findings
indicate that a neuron ratio of 50% is not always optimal,
particularly for large hidden layers, likely due to the increased
complexity of the model and the associated tasks. Nevertheless,
our approach effectively identifies dataset-specific optimal ratios
of hidden neurons between HL1 and HL2.

Table 2: Average Changes in the ratio of neurons between HL1 and HL2

Neuron Total Total Standard
Ratio Neurons HL1 HL2 Weights Accuracy Deviation
Adversarial Vessels
50 768 512 256 139264 96.30 0.379
17.8 428 363 65 23537 97.41 0.252
0il Spill
50 768 512 256 156671 92.65 0.821
414 724 512 212 67609 91.03 0.543
Sonar Classification
50 768 512 256 162304 90.11 0.904
75.3 384 219 165 16365 91.73 0.353

As shown in Table 2, for the Adversarial Vessels dataset, the
baseline configuration used 512 neurons in HL1 and 256 in HL2.
After applying the StradNet approach, the suitable HL2 size was
found to be 17.8% of HL1, a much lower ratio than the standard
50%, determined dynamically through iterative structural
adaptation. On average, this pruning removed about 340 neurons
and approximately 83.1% of the weights, yet achieved slightly
higher average accuracy than the baseline, suggesting that
smaller, more targeted architectures may outperform larger ones
when redundant nodes are removed. For the Oil Spill dataset, the
suitable HL2 size was about 41.4% of HL1 compared to the
baseline’s 50%. Only 44 neurons, all from HL2, were pruned, and
both configurations achieved similar accuracy, indicating that in
some cases the 50% rule still yields desirable performance. For
the Sonar Classification dataset, the model identified a increased
ratio of 75.3%, removing nearly 50% of neurons and around
89.9% of the weights, which increased accuracy by more than
1.6% over the baseline. This suggests that the original network
was over-parameterized, and that near-symmetrical layer sizes
may benefit certain datasets. The standard deviation values of
accuracy, also reported in Table 2, are consistently low,
confirming that the results across the four independent runs are
stable and reliable. Overall, these findings demonstrate that
suitable neuron allocation between HL1 and HL2 is heavily
dataset-dependent. The adaptability of the StradNet approach
enables it to determine dataset-specific pruning schemes,
reducing over-parameterization while improving efficiency and
predictive accuracy. These results also highlight that fixed
architectural heuristics, such as the common 50% HL1-to-HL2
ratio, are not universally optimal. Instead, effective layer sizing
often emerges from data-driven adjustments that reflect the
complexity and structure of the underlying task. By automatically
discovering these patterns, StradNet reduces the need for manual
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trial-and-error design and produces compact architectures that
match the requirements of each dataset.

5.3 A Comparative Study on Time Efficiency and Scalability

In most software systems, particularly real-time systems that
handle large volumes of sensor data, rapid retraining and fast
response times are critical for adapting to changing environments
and preventing failures. In some scenarios, delays can be life-
threatening. For example, in an industrial plant that relies on alarm
algorithms to detect harmful substances, even a short delay of a
few minutes could result in equipment damage or, in the worst
case, casualties. Similarly, autonomous vehicles, medical
monitoring devices, and maritime surveillance systems all depend
on timely updates to remain effective in dynamic conditions.
Faster retraining and more responsive software can therefore save
both resources and human lives in situations where slower
systems could lead to costly failures. The above examples
highlight the practical importance of efficient model adaptation in
real-world operational settings.

This section presents a case study comparing the time
efficiency and scalability of StradNet with a conventional DNN
pruning approach, in which 10% of the neurons are removed at
each step until accuracy decreases by a specified amount (i.e.,
1%). For a given dataset DS, we record the total time required to
construct a suitable DNN architecture with two hidden layers
using both approaches. As defined in (5), the total time, Tbs sl
is the sum of the times for each pruning round, consisting of three
components: the training or retraining time 7jwin i, the pruning
time Tpruning i» and the testing time Tiesing i» Where 1 <i<kand k is
the number of pruning rounds. The primary purpose of model
testing is to determine when performance begins to degrade and
when the pruning process should stop.

TDS_total :chzl(Ttrain_i + Tpruning_i + Ttesting_i) (5)

In the conventional approach, the structured-pruned DNNs are
FC-DNNs, and at each step, the pruned networks are retrained
from scratch. Each sample is trained and evaluated using the same
model configuration, with hidden layer sizes of 512 and 256. The
purpose of this setup is to examine the effects of dataset size
reduction on each pruning algorithm. Modifying the neural
network structure as the dataset shrinks would prevent a direct
comparison between samples using the same algorithm. This
study evaluates the time efficiency of StradNet models relative to
the conventional pruning approach and demonstrates that
StradNet exhibits greater scalability with increasing dataset size.
As mentioned previously, our method removes weak connections
and isolated neurons via magnitude-based unstructured global
pruning, a directed methodology that eliminates neurons and
parameters contributing least to overall performance. For this
experiment, we selected the Adversarial Vessels dataset, which
contains a large number of complex data points, to assess the
efficiency of our automated approach.

Figure 10 compares time efficiency and scalability between
the StradNet approach (blue line) and the conventional structured
pruning approach (orange line) as the number of data points
varies. From the figure, we observe a small gap between the two
approaches when the number of data points is below
approximately 50,000. As the dataset grows beyond 50,000
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points, the time difference increases rapidly, reaching about 35
minutes for the conventional approach and 12.5 minutes for
StradNet when the number of new data points is around 120,600.
These results suggest that StradNet models are particularly well-
suited for large-scale datasets, offering significant time savings
and improved scalability compared to conventional pruning
methods. This outcome is expected because the StradNet
approach requires less time to identify a suitable network
structure, preserving weight values across pruning iterations and
dynamically shortening training epochs as the network achieves
accurate predictions. In contrast, conventional networks
reinitialize weights after each pruning step, making it harder to
capture dataset patterns and effectively forcing the network to
“start over” during each iteration. Additionally, as demonstrated
in previous experiments, StradNet produces a more concise and
efficient partially connected network structure, further
contributing to faster response times and better scalability for
growing datasets.

Time Efficiency and Scalability
36
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Figure 10: Time efficiency and scalability under varying dataset sizes

These improvements become increasingly important in real-
time or continuously updated systems, where models must be
retrained frequently to reflect new information. In such
environments, even small reductions in retraining time
accumulate into substantial long-term savings. Furthermore, the
stability of the StradNet pruning strategy ensures that model
performance does not degrade as data volume increases, enabling
it to maintain both accuracy and responsiveness under demanding
operational conditions.

6. Conclusions and Future Work

As DNNSs continue to advance and achieve better performance
on benchmark tests and practical applications, they also exhibit
increasing complexity, storage requirements, and energy
consumption. In this paper, we presented StradNet, an efficient
and scalable framework for converting an FC-DNN into a reliable
PC-DNN capable of generalizing and performing well on unseen
data. This approach effectively reduces the resource demands of
large DNNs while significantly lowering associated deployment
costs. Experiments on dynamic marine datasets demonstrate that
a multi-step pruning iteration combined with iterative fine-tuning
produces PC-DNNs that outperform their FC-DNN counterparts
in prediction accuracy, storage efficiency, and computation time.
By leveraging this adaptive pruning strategy, StradNet can be
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extended to larger and deeper architectures with billions of
parameters, such as LLMs [46], enabling them to potentially
operate on resource-limited edge devices. Our experimental
results also indicate that there is no universal pattern for
initializing efficient DNNs; performance depends strongly on the
specific application domain and dataset characteristics.

To further illustrate StradNet’s efficiency and scalability, we
compared it with a conventional pruning method and observed
that it consistently identified effective network structures
substantially faster across datasets of increasing size and
complexity. Together, these findings provide compelling
evidence that adaptive structural pruning is not merely an
optimization technique but a robust design principle capable of
guiding the development of streamlined neural architectures.
These enhancements highlight the potential of StradNet as a
practical framework for reducing model complexity while
preserving predictive fidelity, supporting efficient retraining, and
improving scalability in data-intensive or resource-constrained
environments.

Future work in this area could focus on identifying effective
values for additional hyperparameters or model parameters. In
this paper, we primarily focus on compressing the number of
hidden neurons while keeping other hyperparameters fixed to
evaluate the benefits of hidden neuron reduction. Advanced
hyperparameter tuning could involve finding optimal structures
via dynamic learning rate adjustments or reducing the number of
training epochs as accuracy improves. At a later stage, combining
multiple automated structure-search algorithms could work
interchangeably to generate the most effective network
hyperparameter set. Other promising directions for structurally
adaptive neural networks that could enhance StradNet include
dynamic expansion, intelligent pruning schemes, and adaptive
loop scheduling [47]-[49]. Dynamic expansion involves adding
neurons to enable bidirectional adaptation; although StradNet
already implements this in the fine-tuning step, multiple iterations
may offer additional benefits. Currently, StradNet uses a
magnitude-based pruning scheme, but a more sophisticated
criterion could preserve important connections more reliably [37].
In addition, adaptive loop scheduling could accelerate
convergence by varying the pruning ratio, enabling the network
to prune more aggressively in certain iterations, achieve an
effective structure more quickly, and gain greater flexibility.
Finally, we plan to extend the StradNet framework to more
complex DNNs, including CNN architectures [50] and
transformer-based models [51], and to evaluate it on non-marine
datasets from dynamic environments to further assess robustness
and demonstrate broader generalization across domains.
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This study establishes a method for determining whether learners have an understanding
of data science. Data science requires knowledge in various fields, which makes many
learners give up. To prevent learners from being discouraged, it is necessary to judge the
comprehension of the principles in each specified skill. It is important to assess not only
learner’s knowledge but also the extent to which they understand the underlying principles
of data analysis methods. Open-ended questions effectively assess comprehensive
understanding because they require learners to construct and articulate their
understanding in their own words. This study analyzes teacher—learner interaction and
electrodermal activity to examine the educational significance of open-ended responses. A
random forest model identifies key behaviors, which indicate that articulating thoughts in
one’s own words is crucial for improving learner’s understanding. For each specified skill,
the proposed method provides us with a way to examine whether learner’s answers to
descriptive questions are close to the model answer. Learner’s level of understanding is
determined from the document vectors of their responses using the Word2vec method. In
addition, important words for each skill are extracted using a Naive Bayes model.
Furthermore, the method has identified words representing ununderstood concepts and
unassociated procedures with a logistic regression model. Experimental results indicate
that the proposed method effectively identifies learner’s comprehension levels and extracts
key linguistic features for distinguishing those with insufficient understanding. Using
responses from 16 learners, the method achieves an F1-score of 0.824, although the small
sample size limits generalizability. The word embeddings of learners with and without
understanding show markedly different distributions. It suggests that we can identify the
concepts and procedures that learners do not understand from their words. It enables us to
offer suggestions to assist learners who are likely to be stuck.

1. Introduction

The utilization of data science technologies requires diverse
mathematical knowledge and skills in probability, statistics,

In recent years, the demand for data scientists has been
increasing not only in IT companies but also in a wide range of
industries, including manufacturing, logistics, healthcare, and so
on. Data scientists need knowledge in a wide range of fields and
problem-solving skills to apply them to real problems. However,
what they need is not only the ability to understand field-specific
terminologies and concepts. They must also understand the
mathematical basis of the analytical methods they use. As noted
in [1], data scientists must have the ability to select the most
appropriate analytical method from various options and apply it
to real data. To bring up learners to skillful data scientists, it is
necessary to train mathematical ability as well as knowledge
specific to each problem domain.

*Corresponding Author Kento Yasuda, Ritsumeikan University,
i80584ih@ed.ritsumei.ac.jp
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optimization, and programming. Those who try to master the
knowledge often get stuck along the way. Many people fail to
become data scientists because of repeated dead ends. They would
repeat failures because there is no way of knowing what they
understand and what they do not understand.

To uncover areas of incomprehension, it would be appropriate
to analyze their free-text response to descriptive questions that test
the mathematical knowledge regarding data analysis. However, it
is difficult to automatically judge their understanding from the
text they freely write. It is also important to identify which
concepts learners with poor understanding do not understand. It
needs manual tasks, which require huge costs. As shown in [2],
[3], and [4], most previous studies on assessing comprehension
have used multiple-choice questions. Very few studies assess
comprehension from open-ended questions, as shown in [5] and
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[6]. The experimental results have revealed that changes in
electrodermal activity are observed when teachers encourage
learners to express the correct answers in their own words. The
experiments have also pointed out that learners who received such
instruction exhibit higher levels of understanding. It is effective
to assess learner’s understanding using open-ended questions that
allow them to express their comprehension in their own words.

This study assumes that learner’s comprehension of data
analysis methods can be estimated from the lexical features that
appear in their free-text responses. Many of those who get stuck
are unable to organize their knowledge, explain it in order, and
express it in their own words. On the contrary, many people who
understand without getting stuck can organize their knowledge to
explain it in an orderly manner. Those learners answer questions
with statements close to the sentences in the model answers. The
study focuses on the difference.

Learners would get stuck because they have a
misunderstanding of certain concepts. There is a high possibility
that the words used in the correct descriptions explaining these
concepts are not included in the learner’s descriptions. The study
examines words that are not in the sentences written by
misunderstanding learners but are in the correct answer. It enables
us to figure out what they do not understand. Based on the
observation, the study analyzes how close learner answers are to
the model answers for open-ended questions. The proposed
method creates a distributed representation of words using
Word2Vec. As described in [7], this approach uses a corpus of
explanatory sentences for the relevant concepts presented in
textbooks. The similarity between the learner’s response and the
model answer is measured using the cosine similarity between
their document vectors, which are computed based on the words
appearing in the response.

Experimental results show that the study can discriminate
what is understood with the cosine similarity between the
document vectors of the response sentences and those of the
model answers. Recent advances in educational NLP have
increasingly applied transformer-based models. In [8], the authors
demonstrate that Sentence-BERT is effective for evaluating the
semantic validity of short-answer responses. Building on these
developments, the present study compares multiple representation
methods, including Doc2Vec, Sentence-BERT, and TF-IDF
combined with SVM, to examine their effectiveness in estimating
learner’s comprehension from free-text responses. The results
indicate that the approach using Doc2Vec-based document
vectors and cosine similarity achieves the highest Fl-score,
demonstrating its usefulness for comprehension estimation based
on the lexical features of open-ended responses.

Furthermore, the distributed representations place words used
by understanding learners in less overlap with those used by
misunderstanding learners. The distribution of the two kinds of
words turns out to be extremely far apart. Learners who cannot
write the words appearing in the model answers are likely to get
stuck soon. Early care of such learners will prevent them from
running away from data science training. In [9], the authors focus
exclusively on learners. The present paper extends this analysis
by adding further analyses and incorporating teachers into the

https://www.astesj.com/

discussion. It also provides new insights by employing open-
ended questions.

The structure of this paper is shown below. Section 2 describes
the vectorization of documents by embedding. A measure of the
closeness to the correct answers is proposed in Section 3. Section
4 presents an experiment to discuss its results. Section 5 concludes
the study along with statements of future work.

2. Vectorization of Documents by Embedding
2.1. Dimensional Comprehension and Dimensional Selection

Information expressed in higher dimensions is complex to
process and difficult to visualize. Therefore, it is necessary to
reduce the dimensionality while losing as little of the necessary
information as possible. The reduction enables graphical
representation. It makes it easier to understand the distribution of
the sample intuitively. Dimension selection can achieve
dimension reduction through dimension compression.

Dimensional selection is the process of selecting dimensions
that are easy for humans to understand in order to grasp the
meaning of each dimension. Correct classification is possible by
selecting appropriate dimensions. However, there is the problem
that information is completely lost for unselected dimensions.

Dimensionality compression refers to representing high-
dimensional data using a smaller set of dimensions while
minimizing information loss. In [10], the authors explain this
concept and demonstrate its effectiveness in practical applications.
The interpretation of the dimension after reduction facilitates the
classification of the information. In artificial dimension reduction,
it is desirable to compress dimensions in order to estimate
similarity and classify comprehension, because the discarded
dimensions may contain important information. For example,
when compressing a 100-dimensional object to one dimension,
the scalar values are combined by taking the inner product of the
100-dimensional vector and the weight vector. The composite
scalar value becomes the dimension after compression. Naturally,
the method of deriving this weight vector differs according to the
application.

PCA (Principal Component Analysis) and NMF (Nonnegative
Matrix Factorization) are typical models for dimensional
compression. In [11], the author explains that PCA selects the axis
that minimizes the mean squared error. In other words, the
maximum amount of information in the high-dimensional state is
retained in a lower compressed dimension. This method
compresses along the axis where the variance of each point is
maximized. In [12], the authors explain that PCA is an
unsupervised learning model because it does not require
supervised data. It is considered a typical and basic model for
dimensionality compression. Compared to PCA, NMF has a non-
negative value constraint, which makes the results easier to
interpret. In [13], [14] and [15], the authors describe NMF as an
unsupervised learning model that serves as a typical and basic
model for dimensionality compression.

2.2. Embedding and Cosine Similarity

The use of corpora yields a representation of the meaning of
words. A corpus is a collection of example sentences that serves
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as a reference for machine learning models to understand a text.
Words are polysemous. The meaning of the same word often
changes from field to field. This makes it difficult to obtain a
distributed representation that can be applied to all fields. To
accurately represent the meanings of different fields, it is
necessary to prepare a corpus with a rich collection of example
sentences that are commonly used in a particular field. Embedding
refers to the arrangement of natural language information, such as
words and sentences, in a vector space that represents the meaning
of the words and sentences. Vectorization of words and sentences
is commonly used to calculate the similarity between words and
sentences.

Word2Vec is commonly used for vectorizing words in natural
languages, which vectorizes target words based on their co-
occurrence probabilities. Word2Vec vectorizes target words from
the probability of word co-occurrence. The input and output layers
are neural networks with as many neurons as the number of words
in the corpus and only one hidden layer. Hidden layers keep the
number of neurons to a small number. When a set of words
appearing in example sentences in a corpus is given to the input
layer as a one-hot representation, this set of words is trained to be
reproduced in the output layer.

Word2Vec considers the sequence of outputs of the hidden
layer of the neural network after training as a vector representing
the meaning of the words. This vector is called the distributed
representation. The generated vector is calculated based on the co-
occurrence probability of the words. The order relations of the
words are not taken into account, so the context is ignored.
Nevertheless, the advantage of being able to convert words into a
distributed representation vector is significant.

One of the main advantages of vectorization by embedding is
that the similarity of words can be calculated in terms of cosine
similarity. Cosine similarity is calculated using the inner product
of two vectors. Cosine similarity is an index that expresses how
much the action of one of two vectors contributes to the action of
the other vector. The possible values range from -1 to 1. The
higher the value, the higher the similarity, while the lower the
value, the lower the similarity. Cosine similarity can be calculated
using the following formula.
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2.3. Vectorization of Documents

A textual description of a specialized field contains concepts
and procedures from several more basic disciplines. Determining
whether a given new description is correct is a matter of checking
that the correct concepts and procedures are used for each basic
field. In order to analyze the descriptions, a dimension is assigned
to each basic field. Textual descriptions become representations
in higher-dimensional spaces.

In [16], the authors explain that Doc2Vec distributed
representations of sentences and documents, providing a compact
vector representation that can be used for dimensionality
compression. Doc2Vec vectorizes documents by embedding all
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words that occur in a document with Word2Vec and finding their
average value. The analysis of large amounts of text data with
Doc2Vec can convert sentences written in natural language into
meaningful distributed representations. The transformation of the
distributed representation measures the similarity between the
vectors after analysis. It allows the sentence classification and the
detection of similar sentences.

3. Determining Proximity to Correct Answers to Written
Questions

3.1. Data Preprocessing and Signal Alignment

In the text preprocessing stage, the free-text responses are first
normalized by unifying full-width and half-width characters.
Noise such as symbols is then removed using regular expressions.
Subsequently, morphological analysis is applied to extract nouns,
verbs, adjectives, and adverbs. For vectorization, the extracted
tokens are input into a Doc2Vec model to generate document
embeddings. Given the limited amount of free-text data, the
Doc2Vec parameters are configured to prioritize embedding
stability, and the number of training epochs is increased until
convergence is observed. To capture both contextual information
and lexical distribution, the study employs both the PV-DM and
PV-DBOW algorithms to obtain robust document representations.

To synchronize conversational data with physiological signals,
the start and end times of each utterance in the conversation log
are converted into seconds and mapped onto the same timeline as
the EDA timestamps. This alignment allows the EDA values
corresponding to each utterance to be extracted, enabling
integrated analysis of linguistic behavior and physiological
responses. In this study, “multimodal” refers to the integration of
textual responses, conversational behaviors, and EDA signals, all
aligned on a shared timeline for unified analysis.

To estimate how differences in cognitive load relate to
learning performance, the ChangeFinder algorithm is applied to
detect change points in the electrodermal activity. By identifying
these change points, the study investigates situations in which
cognitive load increases and examines how the magnitude and
frequency of such changes differ between higher-performing and
lower-performing learners.

In the ChangeFinder algorithm, a local autoregressive model
is first constructed within a sliding window over the observed time
series. The model is then used to generate a smoothed sequence,
from which a second-stage AR model is learned. The change-
point score is computed as the difference between the log-
likelihood of the prediction model and that of the observation
model, treating this difference as the loss that indicates abrupt
changes in the signal.

In this study, time segments with high change-point scores are
analyzed by examining teacher behaviors during the preceding
one-minute interval. Furthermore, to identify more precise
moments at which electrodermal activity changes occur within
each one-minute window, a second pass of the ChangeFinder is
applied to the EDA time series at a 0.25-second resolution. This
finer-grained analysis enables the detection of specific
instructional moments that induce changes in learner’s cognitive
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load. Based on the estimated change points, the study examines
how teacher behaviors influence learning performance.

3.2. Estimation of Poorly Understood Concepts and Procedures

This paper proposes a method to evaluate whether the learner's
answer is close to the correct answer in writing questions asked in
order to check the learner's understanding. Furthermore, the study
provides appropriate guidance for learners who do not have a
good understanding. Textual analysis of the answers to the written
questions determines which concepts and procedures in the
specialized field are not understood. For this reason, the important
words for each dimension are calculated after dimensionality
reduction by dimensionality compression and dimensionality
selection.

The calculation of words takes the difference between the
answers of learners who understand and those who do not. The
difference in answers estimates the concepts and procedures
associated with the latter's lack of understanding. A schematic
diagram of the proposed method is shown in Figure 1. Adaptation
of this method can assist learners who are faltering if they identify
concepts and procedures that they do not understand.
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Figure 1 : Methodological Overview Diagram.

This research requires the learner to master many concepts and
procedures in a specialized field. Data analysis is taken as an
example of a specialized field, but the proposed method is not
specific to this field. The method gives the learner a task to
analyze data and collects textual data from the learner's answers.
The use of text analysis techniques determines whether an answer
to a writing question is close to the correct answer.

The first step is dimensional compression and selection,
followed by similarity estimation and comprehension
classification. Similarity estimation calculates the cosine
similarity by Doc2Vec. For comprehension classification, each
word in the learner's answer and the model answer is converted
into a distributed representation using Doc2Vec to visualize the
similarity of the words. The visualization makes it easier to
understand the classification of correct and incorrect answers.
Next, after classification, this method calculates important words
for each dimension. Naive Bayes lists the words that appear in the
answers of correct and incorrect answers in descending order of
frequency. Finally, this method extracts concepts that are poorly
understood.

Logistic regression calculates the importance of important
words in classifying those who answered correctly and those who
answered incorrectly. Logistic regression also identifies
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procedures and concepts that are not understood. The evaluation
of the Word2Vec and logistic regression models uses cross-
validation to check the confusion matrix. The reliability and
validity are ensured by calculating the Fl-score from the
reproducibility and fit rate, which is close to 0.8 without
overfitting. Measures to reduce bias are taken to ensure that the
actual level of understanding is adequately reflected in the test
scores. Here, a certain number of people are ensured. The corpus
is adjusted to reduce bias further.

3.3. Correct Answers and Solution Embedding

Model answers and learner answers in short answer questions
are text data containing high dimensional information. The use of
Doc2Vec allows the embedding of model answer examples and
answer text into low-dimensional data. The compression of the
dimensions allows all information to be taken into account.

First, morphological analysis using Mecab divides the
learner's answer and the model example sentence into words to
determine the degree of similarity. Next, Doc2vec is used to
transform each sentence into a meaningful distributed
representation. Finally, cosine similarity calculates the similarity
between two sentence vectors obtained from Doc2Vec. The
training of the Doc2Vec model requires a corpus, which is a
collection of example sentences.

This research extracts multiple passages from textbooks that
serve as answers to build a corpus. The way to improve the
accuracy of the model is to increase the number of sentences used
in the corpus. It also creates a corpus that matches the text content
you want to analyze. The number of words is large when that of
sentences used in a corpus is large. In addition, the amount of
training for the model increases, resulting in higher accuracy.
Furthermore, this method accurately distinguishes the intention of
the questioner and the meaning of the question. In [17] and [18],
the authors report that accuracy increases when the corpus is
adapted to the content of each text so that it matches the subject
matter being analyzed.

3.4. Word Visualization

When there are many dimensions, it is difficult to grasp the
meaning of each dimension, so it is necessary to select dimensions
that are easy for humans to understand. Doc2Vec visualizes the
words that appear in the answer descriptions created by the learner,
including correct and incorrect ones. The compression of high-
dimensional vectors into two dimensions allows an understanding
of the relationship between each text in the document vector.

The word groups are different for those who answered
correctly and those who answered incorrectly. It is visualized by
plotting document vectors on a two-dimensional plane. As an
example, Figure 2 shows the words that appear in the learner’s
answers and the model answers for a descriptive task asking why
a conditional branch is necessary in a C programming exercise.
This dataset contains data from 87 learners and is collected
internally. The words "else" and "return" appear in the model
answers, whereas the words "printf", "recognize", and "post" in
the answers are words that are not necessary for a correct answer.
This shows that there is a distance between words that are
necessary and words that are not. Learners who do not understand
answer the writing questions without using the necessary words.
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They use the wrong words because they do not understand the
syntax of if-else sentences.

Figure 2: Similarity of Words Appearing in Example Answers and Model
Answers.

3.5. Calculation of Keywords per Dimension

In [19], the authors describe Naive Bayes as a probabilistic
classifier that identifies informative words based on their
likelihood. Morphological analysis with MeCab is used to split
sentences into words. For preprocessing, sentences are segmented
into words using MeCab, which performs Japanese
morphological analysis based on part-of-speech information, as
explained in [20]. The result is a multinomial Naive Bayes model
created from the generated word document matrix. Thus, creation
involves calculating the probability of occurrence of words that
appear in documents belonging to a specific field. The list of
words in order of probability enables us to obtain the important
words in the documents belonging to the field.

After acquiring important words, this method distinguishes
the learner's writing into two classes: correct and incorrect. This
method investigates what words are likely to be used in correct
answers. It identifies words that are important in distinguishing
between correct and incorrect answers. This important calculation
uses a logistic regression model. Logistic regression is a
regression model that uses qualitative variables (binary data) as
objective variables.

This study uses the probability of the occurrence of words that
appear in learner’s descriptions as an explanatory variable.
Logistic Regression calculates the weights of the explanatory
variables, so it is possible to find out which words are more likely
to be correct if their probability of occurrence is high.

3.6. Identification of Poorly Understood Concepts

Learners who understand are likely to use the words they need
and use keywords more frequently, as described in 3.4. In addition,
learners who do not understand do not use the necessary words
and use important words less frequently. The logistic regression
model finds the weights of words that are particularly important
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in separating correct from incorrect answers among the multiple
important words used by the correct and incorrect respondents.

This study allows the extraction of poorly understood
concepts by determining the weights of particularly important
words. The calculation of word importance allows us to discover
which concepts and procedures have a significant influence on the
classification of correct and incorrect answers.

4. Experiments, Experimental Results and Discussion
4.1. Experimental Overview

The task is to analyze specific data with a specified algorithm
and to collect textual data from the subject's answers to written
questions. This dataset is collected internally. The task involves
decomposing MNIST image data into its components using NMF
and PCA. The tasks include fill-in-the-blank questions, discussion

questions, comprehension verification questions and a
confirmation test.
This research particularly focuses on comprehension

verification questions and confirmation tests. The fill-in-the-
blanks question involves creating multiple blanks in a Python
code that uses NMF and PCA to decompose the image data of a
human face into its constituent elements. The fill-in-the-blank
questions check whether the learner can correctly fill in the blanks.
This question estimates whether the learner correctly understands
the knowledge about the code for analysis. The discussion
question asks learners to describe what the numerical values
output as a result of applying the above Python code to the given
data mean.

The comprehension verification questions, and confirmation
tests ask questions about concepts and procedures in the field of
dimensional compression, to which the two specified machine
learning algorithms belong. The 40-point understanding
verification questions include 16 true/false questions and 4
descriptive questions that require explanations using 30 characters
or more. The scores are shown in Table 1.

Therefore, setting a minimum number of characters for written
questions prevents learners from answering with fewer characters.
Table 2 shows the comprehension verification questions used in
the experiment. In addition, the confirmation test consisted of two
writing questions of 100 characters or more, as shown in Table 3.
These questions test the learner's understanding of lectures that
explain the specified methods for analyzing a given problem.
These also estimate whether the learner can correctly interpret the
results of applying the method.

In the first experiment, subjects work on the NMF (non-
negative matrix factorization). The learner and the teacher solve
the problem together in a one-to-one format. The learner’s role
solves machine learning fill-in-the-blanks, discussion, and
comprehension verification problems. On the other hand, the
teacher’s role helps the learners with exercises so that they can
solve the problems.

There should be a difference in proficiency between the
learner’s role and the teacher’s role. Therefore, the learner’s role
is a learner who has been studying data science for a few months,
and the teacher’s role is a learner who has been studying data

science for several years.
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The teacher’s role is assumed to be a learner with a deep
understanding of data science. There are 12 subjects in the
learner’s role. Regarding the experimental procedure, learners
learn about NMF in advance in class. Next, the learner’s role
solves the fill-in-the-blank questions and discussion questions,
and the teacher’s role provides support. Finally, learners complete
comprehension verification questions to check whether they
understand NMF.

The second experiment involves PCA (Principal Component
Analysis). As in the first experiment, the learner’s and teacher’s
roles work one-to-one. The subjects are the 12 learners who
participated in the first experiment and four learners who did not
participate in Experiment 1.

The learners first attend a lesson, then complete a fill-in-the-
blank question, a reflective question and finally a writing test. In
the second experiment, the learners do not have to answer
questions to verify their understanding of the first experiment, but
rather they have to answer open-ended questions of 100 words or
more. This is the purpose of this research, which is to find a
method to determine whether the answer to the descriptive
question is close to the correct answer.

The reason for using NMF and PCA tasks is that NMF and
PCA have a similar function of extracting common components.
Working on both NMF and PCA may deepen the understanding
of both NMF and PCA.

Table 1: Scores on the 40-points Comprehension Verification Question in
Experiment 1

% Table 1 shows the results for the 12 subjects of the 40-point comprehension
verification and written questions in Experiment 1.

Learner | 1 2 3 4 5 6 7 8 9 10 | 11 | 12

Score 34 |34 | 28 | 24 | 35|33 30|26 |27 |25 |33 |24

Table 2: Comprehension Verification Questions to be Used in Experiment 1

$X1t contains both a writing question and a correct answer question. If you consider
a statement to be incorrect in a correct or incorrect question, please provide a
correct explanation in the description box.

Ql Non-negative matrix factorization is not non-negative for all
features.

Q2 Non-negative matrix factorization decomposes the original matrix
into a matrix multiplication form.

Q3 For the non-negative matrix factorization, the product of the original

matrix and the two non-negative-valued matrices after
decomposition is exactly equal without error.
Q4 Features can be extracted by decomposing the matrix in the NMF.

Q5 Answer in at least 30 words what scaling is.

Q6 Answer the need for scaling in at least 30 words.

Q7 Name one scaling method.

Q8 Non-negative matrix factorization expresses a non-negative matrix
as the product of two non-negative matrices.

Q9 A horizontal sequence is called a row vertical sequence is called a
column.

Q 10 | Non-negative matrix factorization features can estimate missing
values and can be classified using hidden features.
Q 11 | Non-negative matrix factorization is supervised learning.

Q 12 | The non-negative matrix factorization is the ability to estimate and
complete missing values.
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Q 13 | One ofthe features of non-negative matrix factorization is the ability
to estimate and complete missing values.

Q 14 | Non-negative matrix factorization has been applied in various fields
such as text data, sound separation, and automatic musical notation.
Q 15 | Why must the non-negative matrix factorization target non-negative
values ?

Q 16 | In this exercise, we extracted features from facial images, but non-
negative matrix factorization can also be applied to other
applications such as Amazone product recommendations. Answer
why it can be applied to such a variety of examples.

Q17 | Non-negative matrix factorization is not non-negative for all
features.

Q 18 | Non-negative matrix factorization decomposes the original matrix
into a matrix multiplication form.

Q 19 | For the non-negative matrix factorization, the product of the original
matrix and the two non-negative-valued matrices after
decomposition is exactly equal without error.

Q20 | Dimensional compression of non-negative-valued matrix
factorization is the transformation of low-dimensional data into
higher dimensions.

Table 3: Questions for the Confirmation Test to be Used in Experiment 2

X Please answer at least 100 words.

Ql Answer why common features can be taken out by multiplying the
NMF matrices.

Q2 Answer how the NMF gradually modifies the randomly set weight
and feature matrices to reduce the error.

4.2. Optimal Method for Measuring Comprehension

In this experiment, open-ended questions are employed as a
means of assessing learner’s understanding. Moreover, the reason
for setting open-ended questions is that learners must express
correct answers in their own words.

In the first experiment, conversations between teachers and
learners, which had a positive effect on learners, and
electrodermal activity are recorded. In [21], the authors explain
that electrodermal activity represents changes in the skin’s
electrical properties caused by sweat gland activity. In addition,
the teacher's behavior toward the learner is quantified based on
the content of the conversation.

Specifically, features that can be expressed as quantities, such
as the number of characters spoken by the teacher and the number
of questions asked by the teacher, are expressed as actual
numerical values. For subjective evaluation items (e.g., whether
the teacher guides the learner), we manually recorded whether the
behavior appeared during that period. If it exists, it is represented
as 1; otherwise, it is represented as 0.

Therefore, we present the results of random forest
discrimination to identify behaviors that cause cognitive load to
learners by teachers. In [22], the authors explain that random
forests can estimate the importance of each predictor variable for
classification and often achieve better predictive performance
than linear regression.

Furthermore, because cognitive load causes stress in people,
changes in cognitive load affect galvanic skin response through
changes in skin conductance. In [23], the authors explain that
higher cognitive load leads to stronger electrodermal responses.
In addition, several studies have reported a positive correlation
between cognitive load and electrodermal activity, as shown in
[24], [25] and [26].
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Although electrodermal activity is influenced by emotional
changes, research shows that it can still objectively distinguish
between different levels of cognitive load. In [27], the authors
demonstrate this robustness even in the presence of emotional
variation. Therefore, it can be said that skin potential activity can
be used to measure cognitive load significantly even in individual
instruction.

The objective variable is whether the teacher caused a change
in the learner’s skin potential activity during the one minute, and
the explanatory variable is the teacher's behavior during the one-
minute exercise. The data used in this study are collected from
two learner participants during an individual tutoring experiment,
where the same teacher participant conducted one-on-one
instructional sessions with each learner. A total of 61 data samples
collected from the two learner participants are divided into
training and test datasets in an 80:20 ratio. Cross-validation is
performed by alternately switching the training and test datasets
12 times to evaluate prediction accuracy. The average accuracy
across the 12 iterations is approximately 79%. The variable
importance derived from the random forest model is presented in
Figure 3.

Say the answer immediately
Encouragement
Connect to prior knowledge
Deep question
Use specific examples in explanation
Guide the learner toward the answer
Do not say the answer immediately
Affirm
Number of questions from the teacher
Number of words spoken by the teacher

Number of words spoken by the learner

0.00 0.05 0.10 015 020 0.25 030

Figure 3: Variable Importance in the Random Forest Model

Among the variables with high importance, the most
influential explanatory variable is the number of questions posed

by the teacher to the learner during the individual tutoring sessions.

When the learner is questioned by the teacher, it is assumed that
cognitive load is induced as the learner attempts to formulate a
response.

Subsequently, the variables that exhibited high importance
included the number of words spoken by the learner, the number
of words spoken by the teacher, and whether the teacher’s
utterances are intended to guide the learner toward the answer. It
is assumed that a higher cognitive load is imposed when the
learner produces a greater number of utterances. This is because
the learner formulates and articulates responses while engaging in
cognitive processing.

It is also observed that electrodermal activity increased when
the teacher produced a larger number of utterances. This may be
because the learner is cognitively processing the teacher’s
utterances to comprehend them.

In a similar manner to the teacher participant, additional
analyses are performed for Participant B, who also acted as a
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teacher and provided one-on-one instruction to two learners. A
total of 47 one-minute data samples obtained from the two learner
participants are aggregated and split into training and test datasets
in an 80:20 ratio.

A total of 47 one-minute data samples obtained from the two
learner participants are aggregated and split into training and test
datasets in an 80:20 ratio. Cross-validation is conducted by
repeatedly exchanging the training and test datasets 12 times to
evaluate the prediction accuracy. As a result, the mean prediction
accuracy is approximately 40%.

The relatively low prediction accuracy may be caused by the
fact that Participant B engaged in fewer instructional interactions
with the learners compared to Participant A. Since the teacher’s
interventions are limited, when the explanatory variables are
defined according to the teacher’s behaviors during one-minute
instructional segments, several factors other than the teacher’s
interventions appeared to contribute to elevated electrodermal
activity. Therefore, this may have resulted in low prediction
accuracy.

To identify the factors that influence performance, we first
compute the correlation coefficient between EDA and the
learner’s scores. In this analysis, the learner’s EDA during
approximately 30 minutes of one-to-one tutoring is examined at
0.25-second intervals. For each time point, we compare the EDA
value with that of the immediately preceding interval, and the
proportion of intervals in which the EDA increases is treated as
the overall rate of EDA elevation.

The learner’s performance is defined as the score obtained on
the forty-point test completed after the one-to-one tutoring session.
The correlation between test scores and the proportion of
increases in electrodermal activity is then computed. The result
shows a correlation coefficient of minus zero point two four two,
indicating that the frequency of increases in EDA, interpreted as
increased cognitive load, does not correlate with learner’s test
performance. Figure 4 presents the relationship between the
learner’s test scores and the proportion of increases in
electrodermal activity.

Even when electrodermal activity increases, this does not
imply that the learner’s performance improves. One possible
explanation is that electrodermal activity also fluctuates in
response to emotional changes. It is highly likely that the learners
experienced emotional variations during their interactions with
the teaching assistant, which may have contributed to changes in
electrodermal activity independent of cognitive load.

Another possible explanation is that an increase in cognitive
load does not necessarily lead to improved understanding.
Cognitive load can have both beneficial and non-beneficial effects
on learning outcomes.

According to cognitive load theory, there are three types of
cognitive load, among which only germane cognitive load is
considered to enhance learning. The other two types, intrinsic
cognitive load and extraneous cognitive load, are regarded as
unrelated to learning. During one-on-one tutoring, it is likely that
not only germane load but also intrinsic load, caused by the
inherent difficulty of the task, and extraneous load, arising from
unclear or confusing instructions, are imposed on learners.
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Furthermore, even when a teacher attempts to induce germane
cognitive load, performance does not improve unless the learner’s
actual understanding deepens. These considerations indicate that
simply increasing cognitive load does not enhance performance,
and that unnecessary cognitive load should be avoided to support
effective learning.
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Figure 4: Scatter Plot of Scores and EDA

Next, to identify the types of cognitive load that positively
influence performance, we use change point detection to extract
the moments in which cognitive load increases and analyze the
corresponding segments of conversation.

This study uses a total of four datasets collected from two
teacher participants, Participant A and Participant B, each of
whom provided instruction to two learners. Both learners taught
by Participant A achieved higher test scores following the
individual tutoring sessions, whereas both learners taught by
Participant B showed lower test performance.

Therefore, Participant A is classified as a teacher who
positively influenced learner’s performance, whereas Participant
B is classified as a teacher who did not exert a positive influence
on learner’s performance. The learner’s test scores and standard
scores are presented in Table 4.

Table 4: Test Scores and Standard Scores of Four Learners

Learner Teacher Score Standard
Score

1 Participant A | 34 59.1

2 Participant A | 34 59.1

3 Participant B | 28 43.5

4 Participant B | 24 33.2

In order to identify teacher behaviors that positively affect
learner’s performance, the behaviors of the two teacher
participants are analyzed at the moments when electrodermal
activity increased. To achieve this, change-point detection of
electrodermal activity is performed using the ChangeFinder
algorithm.
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The teacher’s behaviors in the one minute preceding each
detected change point are compared to identify behavioral
differences. To aid in understanding the above procedure, Figure
5 presents a graph illustrating the original electrodermal activity
data and the scores generated by applying the ChangeFinder
algorithm.

The left vertical axis represents the ChangeFinder change
score, the right vertical axis represents electrodermal activity, and
the horizontal axis represents time in 50-second intervals.
Furthermore, the red line indicates the original data output,
whereas the blue line indicates the change scores obtained from
the ChangeFinder algorithm.

Figure 5: Electrodermal Activity and Change Scores

For the high-performing learners, the periods of increased
electrodermal activity corresponded to times when the teacher
asked a greater number of questions to the learners. In particular,
this teacher frequently posed questions intended to guide the
learners toward the correct answers.

For the low-performing learners, the periods of elevated
electrodermal activity corresponded to times when the learners
asked questions to the teacher or engaged in self-initiated
reflection. These results are consistent with the hypothesis that
teachers who positively affect learner’s performance encourage
learners to articulate correct answers in their own words.

These results are derived from the analysis of data obtained
from four learners. To further test the hypothesis, data obtained
from eight learners will be utilized. Table 5 presents the
performance group classifications, test scores, and standard scores
for the eight learners.

The data from the eight learners are divided into two groups,
with the top four performers in one group and the bottom four
performers in the other, and the behaviors observed during the one
minute preceding each moment of increased electrodermal
activity are analyzed.

The analyzed items include the following: (1) the proportion
of learner utterances in the total teacher—learner conversation
during one minute, (2) the number of words spoken by the learner
per minute, (3) the number of words spoken by the teacher per
minute, (4) the total number of words spoken by both the learner
and the teacher per minute, (5) the number of questions asked by
the teacher per minute, (6) the number of guiding questions asked
by the teacher per minute, (7) the number of questions asked by
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the learner per minute, and (8) whether the teacher immediately

Table 6: Mean Values of the High and Low Performing Groups

provided the answer within one minute. Ttem High Low
Table 5: Test Scores and Standard Scores of Eight Learners Performing Performing
Proportion of learner | 0.177 0.306
Learner | Performance Group Score Standard Score utterances
Total number of words spoken | 40 41.75
1 High performing 34 59.1 by learners
3 High performing 34 501 ;l)"}(/)ttallllentlgll;zrr of words spoken | 229.167 141
3 Low performing 28 435 Total number of words spoken | 268.917 182.75
by both learner and Teacher
4 Low performing 24 33.2 Number of questions asked by | 1.125 0.15
. - the teacher
5 High performing 35 61.6 Number of guiding questions | 0.75 0.05
6 High performing 33 56.5 asked by the teagher
Number of questions asked by | 0.083 0.25
7 Low performing 30 48.7 the learner
Whether the teacher | O 0.25
8 Low performing 26 38.4 immediately gave the answer

The analysis is conducted for each of the eight learners. The
averages are calculated separately for the top four and bottom four
performers. The results, rounded to four decimal places, are
shown in Table 6. Compared with the low-performing group, the
high-performing group showed a lower proportion of learner
utterances and a higher total number of words spoken by the
teacher, while the number of words spoken by the learners is
nearly the same.

These findings suggest that, in the high-performing group, the
teacher engaged in more frequent verbal interactions with the
learners. Furthermore, compared with the low-performing group,
the high-performing group exhibited a greater total number of
words spoken by both the learners and the teacher, suggesting that
both participants spent less time in silence.

Compared with the low-performing group, the high-
performing group shows more teacher-initiated questions and
fewer learner-initiated questions, indicating stronger instructional
control.

The high-performing group also exhibited a greater number of
guiding questions posed by the teacher. Therefore, for the high-
performing group, higher levels of cognitive load are likely to
occur during periods when the teacher is asking questions or
engaging in verbal instruction.

In contrast, for the low-performing group, higher levels of
cognitive load are more likely to occur when learners are engaged
in independent thinking or when they ask questions to the teacher
after a period of individual reflection.

Taken together, these findings support the hypothesis that
encouraging learners to articulate correct answers in their own
words is valid, and they underscore the importance of using open-
ended questions to evaluate learner’s understanding.
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4.3. Estimation of Similarity by Doc2Vec

In order to learn, the text data needs to be pre-processed so
that unnecessary parts are removed from each text. This research
uses processed text data from sentences as learning data and
creates a learning model. The parameters and their values during
training are shown in Table 7.

Table 7: Parameters during Learning

Parameter | size | window | min workers | epochs

Setpoint 10 5 1 4 100

* size : dimensions of distributed representation
+ window : number of surrounding words in context
(Decide how many words to consider at the same time.)

* min : minimum number of occurrences of words used for

learning (Discard words with fewer occurrences than this value.)
+ workers : number of threads in learning
* epochs : number of epochs

Doc2Vec checks the accuracy of the distributed representation
of sentences. The similarity is calculated between the text written
by the learner in the two confirmation test questions in
Experiment 2 and the text of the correct answers. The use of
Doc2Vec yields a vector representing each text. The cosine
similarity checks how close the learner's text is to the correct text.

The individual learner scores are calculated by computing the
cosine similarity of the distributed representations via Doc2Vec,
then taking the average cosine similarity between Confirmation
Tests 1 and 2. There are 12 learners in Experiment 1 and
Experiment 2. Four more learners are added to the eight listed in
Table 5. There are also four learners who participate in
Experiment 2 only.
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We analyze four learners who participated in Experiment 1
and also attended PCA classes outside the experiment. A
significant difference is observed in the mean cosine similarity
scores between these learners and those who participated only in
Experiment 2.

Furthermore, Learners who participated in both Experiment 1
and 2 show higher cosine similarity scores than those who joined
only Experiment 2. These results suggest that experiencing both
NMF and PCA helps learners consolidate and deepen their
understanding of NMF.

To address the need for quantitative evaluation, we conducted
a performance analysis using 32 free-text responses collected
from 16 learners. The proposed Doc2Vec-based cosine similarity
approach is evaluated in terms of accuracy, precision, recall, and
F1-score.

To provide a rigorous comparison, three baseline models are
included: (1) TF-IDF combined with SVM, (2) Sentence-BERT,
and (3) cosine similarity without embedding. Table 8§ summarizes
the results. The Doc2Vec cosine similarity with embeddings
achieved the highest overall performance (Fl-score = 0.824),
outperforming TF-IDF + SVM (F1 = 0.800), Sentence-BERT (F1
= 0.818), and cosine similarity without embedding (F1 = 0.698).
These results indicate that Doc2Vec embeddings capture lexical
and semantic features that are not effectively represented by
traditional bag-of-words models or simple similarity measures.

To further evaluate statistical significance, we calculated the
p-value, confidence interval, and effect size for the Doc2Vec-
based classifier. The method shows a statistically significant
difference (p = 0.0096), a large effect size (Cohen’s d = 1.286),
and a 95% CI [0.500, 0.833]. These findings demonstrate that the
Doc2Vec approach discriminates reliably between learners with
sufficient and insufficient understanding.

Taken together, the quantitative comparisons confirm that
Doc2Vec embeddings provide the most robust representation for
comprehension estimation in this dataset. Additionally, the
superior performance relative to Sentence-BERT suggests that
transformer-based scoring models do not necessarily generalize
well in low-data settings such as ours, supporting the use of
lightweight embedding models for small-scale educational
assessment tasks.

Table 8: Baseline Results

Baseline TF- Sentence | Doc2Vec Doc2Vec
IDF + | Bert (No (with
SVM Embedding) Embedding)
Accuracy | 0.667 0.733 0.667 0.700
Precision 0.690 0.783 0.850 0.700
Recall 0.952 0.857 0.650 1.000
Fl-score 0.800 0.818 0.698 0.824

4.4. Extracting Important Words Using Naive Bayes

Experiment 2 consisted of two descriptive questions as a
confirmation test. Doc2Vec converts the similarity of words that
appear between correct and incorrect answers into a distributed
representation and visualizes it. The visualization confirms
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whether it is possible to classify those who answer correctly and
those who answer incorrectly. Figure 6 shows the classification
results for Confirmation Test 1.

O

® O
O

X

Figure 6: Distributed Representation of the Words in Each of the Subjects'
Answers and Correct Answers in Confirmation Test 1(with and without Corpus)

In Confirmation Test 1, words frequently used by correct
answers are marked with black circles, and words frequently used
by incorrect answers are marked with black crosses. The left-hand
diagram shows the case where no corpus is provided for each
question, and the right-hand diagram shows the case where a
corpus is provided.

Figure 6 shows that with a question-by-question corpus, it is
possible to use a straight line to classify the words most frequently
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used by both correct and incorrect answers. This shows the
necessity of having a corpus for each question. Consistent
classification patterns are also observed in Confirmation Test 2.

4.5. Extracting Important Words Using Naive Bayes

Words whose appearance probability exceeds 0.02 are
considered important words. Learners with high cosine similarity
to the correct answer have high comprehension, while learners
with low cosine similarity have poor comprehension. In both
Confirmation Test 1 and Confirmation Test 2, the important
words used by learners with high cosine similarity are positioned
on the left side. For Confirmation Test 1, these words include
“non-negative”, “data”, “factorization”, “weight”, and
“multiplication”. For Confirmation Test 2, the important words
are “matrix”, ‘“feature”, “use”, “weight”, “data”, “be”,
“modification”, and “calculation”, “multiplication.” In contrast,
the important words used by learners with low cosine similarity
are placed on the right side. For Confirmation Test 1, these words
are “base” and “vector”, and for Confirmation Test 2, the words
are “function” and “minimum”.

Although some words overlap between learners with high and
low cosine similarity, the non-overlapping words represent the
truly important terms. Accordingly, learners with high cosine
similarity to the correct answers use a larger number of important
words, whereas learners with low cosine similarity use far fewer
of these important terms.

4.6. Calculation of importance by Logistic Regression

We examine the words with the largest absolute weights in the
logistic regression model used to classify correct and incorrect
answers. These are important words for classifying correct and
incorrect answers. The words 'non-negative' and 'factorization' are
more important in Confirmation Test 1, and the words 'error’,
'random', and 'use' are more important in Confirmation Test 2. The
important words in Confirmation Test 1 and Confirmation Test 2
relate to the features and mechanisms of the NMF. The difficult
concepts for learners are the core properties of NMF, such as low
dimensionality, non-negativity, and the mechanisms for exploring
feature and weight matrices. These concepts are found by
identifying several key terms. Upper-division university learners
studying data science are selected for the analysis.

4.7. Significance of Results

The results of all the analyses allow us to identify the words
that are important for classifying correct and incorrect answers.
This identification compares the words used by learners with a
high cosine similarity to the correct answer with those used by
learners with a low cosine similarity. This can identify areas and
concepts that learners with low cosine similarity do not
understand.

The method uses the results of responses to writing questions
from previous learners who have experienced the same lesson and
task. Examining new learner’s writing can find those who seem to
be faltering. Learners with a poor understanding do not use key
vocabulary. They do not know what the key concepts are that they
need to understand in the area.
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In [28], the authors introduce transformer-based NLP models
such as BERT for the automatic scoring of short-answer responses.
However, we do not adopt BERT-based approaches because
lighter methods—especially Doc2Vec—show higher
performance while requiring fewer computational resources.

In [29], the authors explain that ChatGPT, which has recently
received significant attention, can generate fluent and high-
quality responses to user queries. However, in [30], the authors
report that ChatGPT shows limitations in paraphrasing and in
handling tasks that require processing semantically similar
expressions. Because of these limitations, obtaining an accurate
response often requires that the questioner clearly identify what is
not understood and explicitly specify the relevant concept when
asking a question. Mastering ChatGPT therefore requires
understanding one’s own points of confusion and recognizing the
key concepts within each content area. In this respect, the
responses of past learners to writing questions provide valuable
insight into which keywords are essential for understanding.

In [31], [32] and [33], the authors indicate that many prior
studies on comprehension measurement rely on mark-test
formats. This is to minimize the degree of freedom in the notation
of the analyzed subject. This method analyzes answers to
descriptive questions with a high degree of freedom. Open-ended
questions are advantageous because they reduce bias and allow
the discovery of unanticipated learner ideas. For learners, the
open-ended nature of the questions means that they have to
express themselves in their own words and explain logically,
which is thought to improve their understanding.

For data science educators, the results can be used to create
practice questions to check learner’s understanding, for example,
by using the questions in the examinations as questions on points
that many learners did not understand.

For data science learning, especially when it comes to the
motivation and engagement of learners who have difficulty with
the material, the open-ended questions in this study reveal key
points in those who do and do not understand the material.
Therefore, it can be assumed that teaching these points will have
a more positive impact on motivation and commitment.

On the other hand, subjects could be asked to write Python
code that solves an appropriate data analysis problem. With
Python code, there are limited ways to express it, and the
characteristics become clearer when it comes to understanding
and not understanding. The analysis of the code allows for a more
accurate analysis than analyzing descriptions in natural language.
Therefore, this study also found it necessary to analyze the codes.

Although this study is able to identify the concepts needed for
understanding, it is possible that it may not be applicable to a
diverse range of learners at different levels. Therefore, as a future
research project, although this experiment is conducted with about
15 learners, it may be necessary to conduct the experiment with a
separate group of learners, e.g., 100 learners.

Given the work required to analyze the open-ended responses,
it is clear that the method can be applied to around 15 upper-year
university learners. However, it is not known whether this would
make the possible analysis more accurate in larger classes or in an
online environment. This method does not require training, so
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real-time evaluation is possible. However, large corpora are
needed beforehand.

In this study, all participants are fully informed about the
purpose of the research, the use of EDA, conversational data, and
free-text response data, as well as the measures taken to protect
their privacy. Written informed consent is obtained prior to
participation. All collected data are anonymized and securely
stored to ensure that no individual can be identified.

5. Conclusion

This study proposed a method for estimating learner’s
understanding of data science by analyzing their open-ended
responses using document embeddings.

By transforming free-text answers into distributed
representations and evaluating their cosine similarity to model
answers, the method successfully identifies learners who
demonstrate correct conceptual understanding. The quantitative
evaluation shows that the Doc2Vec-based approach achieves the
highest performance among multiple baselines, with an F1-score
of 0.824, statistically significant improvement (p = 0.0096), and a
large effect size (Cohen’s d = 1.286; 95% CI [0.500, 0.833]).
These results indicate that the embedding-based similarity
measure provides a reliable metric for discriminating between
adequate and insufficient comprehension.

The analysis further reveals that learners with low similarity
scores tend to omit key conceptual vocabulary used in correct
answers, allowing the method to automatically identify specific
concepts or terminology that learners misunderstand or fail to
recall. This demonstrates the utility of open-ended responses for
diagnosing misconceptions in ways that traditional multiple-
choice assessments cannot capture.

From an educational perspective, the proposed method offers
actionable benefits for instructors. By automatically extracting
missing key terms and detecting conceptual gaps from learner’s
written explanations, instructors can more efficiently pinpoint
topics that require reinforcement and design targeted feedback or
supplementary exercises.

The approach also provides an immediate diagnostic tool for
monitoring learner’s comprehension during data science
instruction, helping educators intervene before misunderstandings
become entrenched. Overall, the findings support the
effectiveness of embedding-based analysis for assessing
conceptual understanding from free-text answers and highlight
the pedagogical value of incorporating open-ended questions into
data science education. Future research will focus on extending
the proposed method to larger and more diverse learner
populations and exploring its integration into real-time
educational support systems.
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Achieving targeted reliability for complex products in real-world field environments
remains a persistent challenge, even when laboratory validation suggests high
performance. A significant reliability gap often emerges during the initial deployment
phase, typically within the first one to five years where field failure rates can be up to twice
those predicted in controlled settings. Compounding this issue is the limited correlation
between failure modes observed in the field and those anticipated during lab testing, with
studies indicating only 50-60% alignment. These discrepancies result in unforeseen
operational costs, elevated warranty claims, and reduced customer satisfaction.

This paper investigates the root causes of the disconnect between laboratory predictions
and field performance, proposing a comprehensive framework to improve reliability
demonstration and failure mode correlation. The framework introduces a closed-loop
reliability correlation system that integrates diverse data sources and feedback mechanisms
to achieve up to 95% alignment between lab and field failure modes.

The proposed methodology builds upon traditional DFMEA practices by incorporating
Function Block Diagrams (FBD), Interface Matrix (IM), Parameter (P-) Diagrams, and
field failure trend analysis. It expands the scope of reliability assessment to include actual
usage conditions, patterns, and stakeholder interactions shifting from an engineer-centric
view to a holistic, user-centered approach. Internal component-level data remains
consistent, but the enriched context enables deeper insights into real-world performance.
By embedding these multidimensional analyses into system-level test case design, the
framework ensures comprehensive coverage of critical variables, noise factors, and
interaction effects. This results in more representative simulations, improved predictive
accuracy, and early identification of latent failure modes. Ultimately, the proposed
approach bridges the gap between laboratory and field environments, enhancing reliability
metrics, and enabling proactive mitigation strategies that align with operational realities.

1. Introduction

1% failure rate may exhibit a field failure rate ranging from 2% to
3% during early usage.

Demonstrating the targeted reliability of highly complex
products in real-world field environments remains a significant
challenge, even when such reliability has been successfully
validated under controlled laboratory conditions. A noticeable gap
often emerges during the initial deployment phase, typically within
the first one to five years where the actual field reliability
consistently falls short of expectations. Empirical observations
across various product categories reveal that failure rates in the
field can be approximately twice as high as those predicted in
laboratory settings. For instance, a product designed to achieve a

* Corresponding Author: Nishith Kumar Reddy Gorla, Ph.D.,
nishithgorla@gmail.com

https://www.astesj.com
https://dx.doi.org/10.25046/aj100605

A second critical challenge lies in the correlation between
failure modes observed in the field and those identified during
laboratory testing. Studies indicate that this correlation typically
ranges between 50% and 60%, implying that nearly half of the
failures encountered in the field are previously unobserved or
unanticipated. These unexpected failure modes contributed to
increased operational costs, including higher warranty claims,
spare parts inventory management, and diminished customer
satisfaction. The field correlation gaps for various products are
shown in Figure 1.
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These findings collectively suggest that conventional
laboratory testing methodologies are insufficient in capturing the
full spectrum of failure mechanisms that manifest in real-world
conditions. This paper investigates the underlying causes of this
disconnect and proposes a comprehensive framework to enhance
field reliability demonstration and improve failure mode
correlation to a target of 95%.

Chart of Field Correlation Gap (Surprise)

70.00% | —

- 60.00% | - s e i —

50.00% 1

40.00%

30.00% |

20.00% |

Field correlation gap (Surprise)
.

10.00% |

Product-02

0.00% - :
Product-05  Overall average

Product-01 Product-03 Product-04

Product

Figure 1: Gap in Field Correlation [1]

The focus of this study is twofold: (1) to establish robust
strategies for demonstrating reliability in field environments, and
(2) to develop a closed-loop reliability correlation system. This
system integrates diverse data inputs and feedback mechanisms to
bridge the gap between laboratory predictions and field
performance, thereby enabling more accurate reliability
assessments and proactive mitigation strategies.

This methodology emphasizes system-level validation rather
than component-level or subsystem-level testing, as those are
prerequisite activities for comprehensive system verification. The
focus is on evaluating end-to-end user interactions and real-world
operational scenarios, rather than isolated component
demonstrations or accelerated stress screening techniques such as
HALT (Highly Accelerated Life Testing) or HASS (Highly
Accelerated Stress Screening).

2. Approach and Methodology
2.1. Existing Approach

In most cases, test designers prioritize the engineering
perspective to identify the dominant failure modes revealed
through analytical methods, typically via Design Failure Mode and
Effects Analysis (DFMEA). DFMEA systematically enumerates
potential failure modes that a product may encounter throughout
its lifecycle, along with associated severity and occurrence ratings.
This information enables engineers to target specific failure modes
during the test design phase.

This existing approach in Figure 2 is particularly effective for
systems with minimal external interactions and limited
interdependencies among subsystems.

A primary limitation of this methodology is its insufficient
integration of existing empirical data, as well as its lack of
consideration for noise factors and variable conditions encountered
in real-world environments. Consequently, while the approach
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enables engineers to effectively demonstrate reliability within
controlled laboratory settings, it falls short in accurately
representing field-level performance and operational variability.

w» Product @ Test design . Outcome
DFMEA Predominant System
failure mode reliability
Test case
with limited
information

Figure 2: Existing Approach
2.2. Proposed Approach

Field reliability is influenced by multiple interdependent
factors, primarily supplier reliability, manufacturing process
reliability, and design reliability. Among these, supplier and
process-related issues typically manifest as infant mortality
failures occurring within the first 0 to 2 years of field deployment.
These early-life failures, although impactful, are generally not
classified as reliability failures in the context of long-term product
performance. Consequently, this study places greater emphasis on
design reliability and its associated failure mechanisms at the
system level.

Design reliability is traditionally assessed through a sequential
process that begins with reliability analysis and culminates in
reliability testing. The analysis phase encompasses several key
activities: feasibility studies, component selection guided by
design-for-reliability principles, risk assessment via Design
Failure Mode and Effects Analysis (DFMEA), and reliability
prediction using either Physics of Failure (PoF) models or
handbook-based estimation techniques. These analytical methods
primarily focus on design characterization and theoretical
reliability estimation and are often insulated from the influence of
real-world usage conditions and environmental interactions.

Reliability testing, on the other hand, is typically conducted at
the component or sub-assembly level with the objective of
validating system-level reliability. While this approach is effective
for relatively simple systems, it becomes inadequate as system
complexity increases. In such cases, component-level testing fails
to capture the intricate interactions, noise factors, and variable
conditions that influence system behavior over time. Therefore,
system-level testing becomes essential not merely to validate
performance, but to replicate the multifaceted conditions of the
field environment and expose latent failure modes.

Designing effective system-level tests involves a multi-layered
approach, beginning with sample selection and extending through
detailed failure analysis. At the core of this process lies the test
case, the fundamental unit of reliability testing. A test case is
defined as a structured sequence of actions applied to the system
under test, intended to simulate real-world operational scenarios
and evaluate system behavior and reliability over time. The design
of test cases is critical, as it serves as the primary mechanism for
embedding field-representative conditions into laboratory testing
environments.

Given these considerations, reliability testing particularly at the
system level emerges as a focal point for improvement. A deeper
examination reveals that the effectiveness of the entire testing
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framework hinges on the quality and relevance of the test cases
employed. Enhancing test case design is thus pivotal to bridging
the gap between laboratory predictions and field performance, and
to achieving more accurate and comprehensive reliability
assessments.

2.3. Methodology

The flowchart in Figure 3 illustrates the foundational structure
of field reliability by categorizing it into three primary domains:
supplier reliability, manufacturing process reliability, and design
reliability. While supplier and process reliability are typically
associated with early-life failures which often occur within the first
two years of product deployment, design reliability plays a more
critical role in long-term performance. Design reliability is further
divided into analysis and testing. The analysis phase includes
component selection, risk analysis (such as DFMEA), and
reliability estimation using models like Physics of Failure or
handbook-based approaches. The testing phase is differentiated by
system complexity: for simple systems, component and sub-
assembly level testing may suffice, but for highly complex
systems, system-level testing becomes essential. This level of
testing aims to replicate real-world conditions by accounting for
interactions, environmental noise, and variable factors that
influence system behavior. At the heart of system-level testing is
the test case, a structured sequence of actions designed to simulate
field scenarios and evaluate reliability over time. The image
underscores that effective test case design is pivotal for bridging
the gap between laboratory predictions and actual field

performance.
Field reliability
]
I

Supplier
reliability

Manufacturing

Design
reliability

Simple or less

complex High complex

Component
Selection

Risk analysis

Component/Sub
assembly level

System level
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Estimation

Figure 3: Field Reliability Flowchart

The overview of system level testing is shown in Figure 4. As
highlighted in the figure, test case design is a critical and
foundational element of system-level reliability testing. Its role in
accurately simulating real-world field conditions makes it
indispensable for capturing complex failure modes. The
subsequent sections of this paper will explore test case design in
greater detail, emphasizing its structure, implementation, and
impact on improving reliability outcomes.
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Figure 4: System Level Testing Overview

3. Test Case Design Inputs

Test case design is a structured process aimed at integrating all
relevant inputs that can effectively simulate real-world failure
modes observed in the field. These inputs are derived from
multiple sources, including product reliability analysis, historical
field performance data, internal study findings, and interaction
parameters that influence system behavior under operational
conditions. The overview of inputs for the test case design is shown
in Figure 5.

Reliability analysis
* Parameter diagram

+ Functional block diagram
* DFMEA

Legacy information

* Failure modes
* Failure trend

Internal study data

* Actual use conditions
* Usage levels and pattern
» Component level test data

Interaction parameters

* End user and Service
* Consumable
* Manufacturing

Figure 5: Test Case Design Overview

As shown in Figure 5, inputs include outputs from reliability
analysis such as parameter diagrams, functional block diagrams,
and Design Failure Mode and Effects Analysis (DFMEA) which
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help identify potential risks and failure mechanisms during the
design phase. Legacy information, including historical failure
modes and failure trends, provides valuable insights into recurring
issues and long-term reliability challenges. Internal study data
contributes further depth by capturing actual use conditions, usage
levels and patterns, and component-level test results, all of which
reflect how the product behaves under operational stress.
Additionally, interaction parameters spanning end-user behavior,
service environments, and manufacturing influences play a crucial
role in shaping system performance and reliability outcomes.

By synthesizing these inputs, test case design becomes a
powerful tool for replicating field conditions in laboratory settings,
enabling the identification and mitigation of complex failure
modes that might otherwise go undetected. More details on each
input parameter will be discussed in the next section of the paper.

3.1. Reliability Analysis

3.1.1.  Parameter (P-) Diagram

A major source of unexpected failures in the field stems from
the underestimation of noise factors present in real-world
operating environments, which contribute to approximately 28%
of these surprises [1]. To address this, it is essential that test case
design explicitly incorporates noise parameters and potential error
states that reflect actual field conditions. One effective tool for this
purpose is the Parameter Diagram (P-diagram), which helps in
developing robust products that are less sensitive to external
variability. The P-diagram outlines the relationship between input
factors and the desired functional output, while also identifying
sources of noise that may disrupt performance.

The process of generating test cases from a P-diagram involves
two key steps. First, noise parameters often linked to dominant
failure modes are identified and translated into actionable testing
elements. These parameters typically include piece-to-piece
variation, customer usage behavior, aging effects, system-level
interactions, and environmental influences. Second, each of these
actions is transformed into specific test cases designed to simulate
the corresponding noise effects during reliability testing.

3.1.2.  Functional Block Diagram (FBD)

In the context of reliability engineering, the Functional Block
Diagram (FBD) serves as a foundational input for Design Failure
Mode and Effects Analysis (DFMEA), where each function
identified in the diagram is systematically linked to potential
failure modes and their associated effects. When used in test case
design, the FBD helps ensure that critical functional paths and
interface interactions are captured, enabling the development of
test scenarios that more accurately reflect real-world operating
conditions and potential failure mechanisms.

So, these insights are then translated into targeted test actions,
which form the basis of test cases. In this way, the FBD not only
supports functional understanding but also strengthens the test case
design process by ensuring that critical interactions and
dependencies are captured and evaluated under simulated field
conditions.
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3.1.3.  Design Failure Mode and Effects Analysis (DFMEA)

Ensuring high product reliability begins with identifying and
validating risks throughout the Product Development Lifecycle
(PDLC), with Design Failure Mode and Effects Analysis
(DFMEA) serving as the foundational step in this process.

Incorporating DFMEA into test case design is essential for
effective risk validation, as studies show that DFMEA-related
factors contribute to over 24% of field reliability issues [1]. As a
result, DFMEA is considered a critical input for any reliability test
planning effort. It involves a systematic evaluation of potential
failure modes, their root causes, associated effects, and
corresponding mitigation strategies [2,3].

Translating DFMEA findings into test cases allows for the
assessment of nearly all identified failure modes within a
controlled lab environment. However, it is important to note that
certain failure modes or causes may require dedicated testing at the
component or sub-assembly level. These tests are considered
prerequisites and fall outside the scope of system-level test case
conversion. By integrating DFMEA into the test design process,
organizations can significantly enhance the accuracy and
completeness of reliability validation.

3.2. Legacy Information
3.2.1.  Failure Modes

To develop effective and representative test cases, it is essential
to analyze field failure data to identify predominant failure modes.
This analysis provides direct insight into real-world reliability
issues and highlights recurring patterns that may not be evident
through design analysis alone. By extracting and categorizing
failure modes from field data, engineers can prioritize the most
critical risks and ensure that these are systematically incorporated
into test case design. This approach strengthens the relevance of
system-level testing by aligning laboratory evaluations with actual
field performance, thereby improving the accuracy of reliability
predictions and reducing the likelihood of unanticipated failures.

In some cases, detailed product-specific data may not be
readily available for reliability analysis or test case development.
When this occurs, alternative approaches must be employed to
ensure comprehensive failure mode coverage. One method
involves examining similar or related products to identify common
failure modes and patterns that may be applicable. Another
approach is to consult established reliability standards and
handbooks, such as the NSWC Mechanical Handbook [4], MIL-
HDBK-217F [5], and Telcordia SR-332 [6], which provide
extensive failure mode data for a wide range of components and
systems. These resources serve as valuable references for
estimating reliability and constructing representative test cases
when direct product data is limited or unavailable.

3.2.2. Failure Trends

When analyzing field failure data for a product, it is essential
to evaluate key reliability metrics such as failure occurrence rates,
Mean Time to Failure (MTTF), and other performance indicators
to inform the development of test case designs. These metrics
provide quantitative insight into the frequency and timing of
failures, helping to prioritize which failure modes should be
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addressed in laboratory testing. By incorporating this data into the
test case design process, engineers can ensure that the most critical
and impactful failure scenarios are accurately represented, thereby
enhancing the relevance and effectiveness of system-level
reliability validation.

3.3. Internal Study Data

3.3.1.  Actual Use Conditions

Actual product use conditions refer to the real-world
environments, behaviors, and operational patterns under which a
product is deployed and utilized by end users. These conditions
encompass a wide range of variables, including usage frequency,
load levels, duty cycles, environmental exposure (e.g.,
temperature, humidity, vibration), and user interaction styles.

Incorporating actual use conditions into test case design is
essential for accurately replicating field scenarios and uncovering
failure modes that may not surface under ideal or controlled
laboratory settings. Aligning test parameters with observed usage
data often gathered through field studies, customer feedback, or
telemetry engineers can create more representative and effective
reliability tests. This approach helps ensure that the product is
validated not just for theoretical performance, but for its robustness
in the diverse and unpredictable contexts in which it will operate.

3.3.2.  Usage Levels and Pattern

Traditional engineering tests conducted at the component and
subassembly levels often fail to account for customer usage
patterns. These tests typically rely on standardized samples
qualified for global platforms, aiming for broad compatibility
across multiple product lines. While efficient, this approach
frequently overlooks critical aspects of real-world usage,
contributing to field reliability issues estimated to account for
approximately 12% of failures [1]. To address this gap, customer
usage pattern-based testing is essential. It ensures that products are
evaluated under conditions that closely mirror actual operational
scenarios, thereby enhancing both safety and reliability.

The process of creating test cases based on customer usage
patterns as per the paper [1].

When designing test cases, it is crucial to adopt the perspective
of the end user rather than that of the engineer. This shift in
viewpoint helps ensure that the test cases reflect practical,
everyday interactions with the product.

3.3.3.  Component Level Test Data

Component test data provides critical insights into the
performance, durability, and failure characteristics of individual
parts within a system. This data is typically gathered through
internal or supplier qualification tests, accelerated life testing,
environmental stress screening, and other validation methods
conducted at the component level. Incorporating component test
data into system-level test case design helps ensure that known
weaknesses, tolerance limits, and degradation patterns are
accounted for in broader reliability evaluations.

By analyzing metrics such as failure rates, wear-out
mechanisms, thermal limits, and electrical thresholds, engineers
can design targeted test cases that simulate realistic stress
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conditions and verify whether the system can tolerate component-
level variability. Additionally, component test data supports the
identification of high-risk interfaces and dependencies, enabling
more precise fault injection and robustness testing. This layered
approach strengthens the overall reliability strategy by bridging the
gap between isolated component behavior and integrated system
performance.

3.4. Interaction Parameters

3.4.1.  End User (Operator’s Manual)

Developing test actions based on a product’s operation manual
is a key strategy to ensure that the product can be used safely and
effectively by its intended users. These test cases should reflect all
essential functions, user interactions, troubleshooting steps, safety
procedures, and typical usage scenarios as outlined in the manual.
This approach helps validate that the product performs reliably
under expected conditions and aligns with user expectations.

To create test cases from an operation manual, follow steps
presented in the paper [1].

By grounding test case design in documented operational
guidance and adopting the user’s perspective, engineers can ensure
that reliability testing reflects actual usage and uncovers potential
issues that may arise during day-to-day operation.

3.4.2.  Service Manual

Designing test actions based on a service manual is essential to
validate that maintenance, calibration, repair, and troubleshooting
procedures are effective and can be reliably executed by service
personnel. This ensures that the product remains functional, safe,
and serviceable throughout its lifecycle [1].

To develop such test cases, it is important to thoroughly review
the service manual, focusing on the accuracy and completeness of
each procedure. This includes verifying that all service tasks can
be performed as described, confirming that calibration steps yield
correct and consistent results, ensuring that troubleshooting
methods lead to accurate fault identification, and validating that
repair instructions successfully restore the product to its intended
operational state. By incorporating these elements into test case
design, engineers can assess the serviceability of the product and
reduce the risk of post-deployment failures due to maintenance
errors or incomplete procedures.

3.4.3.  Consumables

Consumables refer to materials or components that are used up,
replaced, or replenished during the normal operation or
maintenance of a product such as filters, batteries, lubricants, inks,
or cleaning agents. Their performance, compatibility, and
replacement cycles can significantly influence overall product
reliability. When designing test cases, it is important to account for
the role of consumables by simulating their typical usage,
degradation over time, and potential variability in quality or
sourcing.

Test scenarios should evaluate how the product performs with
both standard and suboptimal consumables, assess the impact of
delayed or improper replacement, and verify that the product
provides clear guidance or safeguards for consumable-related
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maintenance. Including consumables in reliability testing helps
ensure that the product remains functional and safe under realistic
operating conditions, especially in cases where end-user behavior
or service practices may vary.

3.4.4.  Manufacturing Process

The manufacturing process plays a critical role in product
reliability and must be considered when designing test cases.
Variations introduced during production such as material
inconsistencies, assembly tolerances, process deviations, and
operator-induced errors can significantly impact product
performance and lead to field failures. To account for these risks,
test case design should incorporate scenarios that simulate
manufacturing-induced variability. This includes evaluating
products built under different process conditions, assessing the
impact of known production challenges, and validating that the
product maintains its intended function across acceptable
manufacturing tolerances.

Additionally, insights from process control data, quality audits,
and yield trends can help identify high-risk areas that warrant
focused testing. By integrating manufacturing process
considerations into reliability test planning, engineers can ensure
that the product is robust not only in design but also in how it is
built ultimately reducing the likelihood of defects and improving
field performance.

3.5. Test Case Design Process Flow

The test case design has a five-step process to convert each
input parameter to final executable test cases and test matrixes as
shown in Figure 6.

™\ ™\

Input parameters | Action items
« 11 Parameters ‘ > | » 800+ action
v items

J J

Integrated test Unique actions

case |
* 400+ test cases

* 350+ unique
actions

Test Matrix

* 4+ test matrix

Figure 6: Test Case Design Flowchart

3.5.1.  Input Parameters

In the first step, the engineers collect all relevant input
parameters available for the product line. The approach is not
limited to predefined parameters; it can include any additional
inputs that help create test cases representing real-world usage
conditions.

Key sources for input parameters include:
e  Parameter (P-) Diagram
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e Functional Block Diagram (FBD)
e Design Failure Mode and Effects Analysis (DFMEA)

e Customer Usage Patterns and Actual Use Conditions

These are some of the mandatory inputs to create better test
case design.

3.5.2.  Action Items

Action items serve as the first transition point from input
parameters to executable test inputs. In this step, each input
parameter is translated into actionable items.

For example, every line item from the DFMEA is analyzed
from a testing perspective to identify potential failure modes that
can be replicated and validated in a controlled lab environment.

3.5.3.  Unique Actions

In this step, all action items are compared to identify
uniqueness. Redundant items are removed to create an optimized
list of distinct actions. This ensures that only non-overlapping
actions progress to the next stage for test case development.

3.5.4.  Integrating into Test Cases

Integrating unique action items into test cases involves a two-
step process:

e  Assigning weightage to input parameters
e  Assigning weightage to individual unique actions

Weightage factors are determined by the test case designer
based on the problem statement and the product development
phase. Typical considerations include:

e If the test focuses on the end-user perspective, higher
weightage is given to usage levels, operating conditions,
and service scenarios.

e If there is limited information on factor influence, a flat
model (equal weightage for all parameters and actions)
can be applied.

However, analyzing the problem statement and applying an
appropriate weightage model is strongly recommended for
accurate and meaningful test design. The weightage model for
various input parameters is shown in Table 1.

Table 1: Input Parameters and Weightage Factors

Input Parameter | Weightage | Individual Unique Actions
Factor
Parameter diagram Based on mode or cause
. 15% :
(P-diagram) and its occurrence
Functional Block Based on primary function
Diagram 30% to secondary function
(FBD)/Interface ’
matrix (IM)
Design failure Based on occurrence
mode §ffect1ve 30%
analysis
(DFMEA)
Failure mode o Based on failure that can
10%
happen early
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Input Parameter | Weightage | Individual Unique Actions
Factor

Failure trend 8% Based on field failures

Actual use o Higher weightage to most
" 15% .2

conditions used condition

Usage levels and 15% Based on higher usage to

pattern ’ lower usage

Component level o Weightage to early failure

5%

test data one

End user and 15% Based on occurrence of

service ’ event

Consumables 5% Based on usage pattern

Manufacturing 5% Based on failure observed

3.5.5. Test Case and Test Matrix

Based on the integrated inputs and the required number of test
cases, a test matrix is created. The matrix organizes test cases
according to the weightage assigned to each input parameter.

For example:

e If the test matrix consists of 200 test cases, input
parameters are distributed proportionally based on their
weightage.

e Approximately 60 test cases may include DFMEA-
derived inputs, while the remaining cases incorporate
other parameters such as functional diagrams, usage
patterns, and service conditions.

e  Many test cases will include multiple input parameters to
ensure comprehensive coverage and realistic simulation of
usage conditions.

4. Test Case Design

The test case design methodology is particularly effective for
system-level testing when employing Reliability Growth Testing
(RGT). This approach emphasizes the exploration of input
variations, noise factors, and complex interactions among system

components. By systematically incorporating these elements, RGT
enhances the likelihood of uncovering hidden failure modes and
ensures comprehensive validation of system behavior under
diverse conditions.

Each test case should be constructed with a minimum of two
and a maximum of five distinct objectives defined as discrete input
actions or conditions. This constraint balances thoroughness with
efficiency. Test cases with fewer than two objectives may lack
sufficient complexity to expose interaction-based failure modes,
while those exceeding five objectives risk becoming overly
convoluted, leading to an exponential increase in the number of
test cases required. This not only prolongs the testing cycle but
may also dilute the focus, making it harder to isolate and diagnose
failure modes.

While multi-objective test cases are beneficial for capturing
intricate system behaviors, excessive objectives can introduce
noise and reduce the clarity of test outcomes. Therefore, careful
calibration of test case complexity is essential to optimize fault
detection without compromising test manageability.

The number of test cases and test matrix based on the inputs
parameters for multi-functional printer is shown below in Table 2.

Table 2 illustrates structured progression in the system-level
test design process, beginning with diverse input parameters such
as DFMEA, P-Diagram, Interface Matrix, and others. Each of
these inputs contributes to a set of actionable items, which are then
distilled into unique actions to each action reflecting a meaningful
aspect of system behavior, risk, or usage condition. Once the
unique actions are defined, they serve as the foundation for
generating the total test case count. These test cases are designed
to validate the system against each unique action under various
conditions and scenarios. Finally, the test cases are grouped into
test matrices by ensuring comprehensive coverage, traceability,
and efficiency in system-level validation. Example of test case
inputs from the input parameters for a multi-functional printer as
shown in Table 3.

Table 2: Test Case Count from Test Inputs for a Multi-Function Printer

Input Parameters Actionable Items Count | Unique Actions Test Case Test Matrix
Count Count Count
P-Diagram 100 30
FBD/Interface Matrix (IM) 50 20
DFMEA 500 150
Failure Mode 22 15
Failure Trend 5 5
Actual Use Conditions 2 10 50000700 | 2109 jgg;ari:n;%
Usage Level and Pattern 16 16
Component Level Test Data 5 3
End User and Service 8 5
Consumables 20 20
Manufacturing 4 3
https://www.astesj.com 61
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Table 3: Test Case Input Examples

S. No Input Parameters Input from Input Action Example Test Case Input
Parameters
P-01 P-Diagram Calibrate variation Perform calibration during | Add one or two test cases in
testing by service person the matrix to include this based
on field usage
P-02 FBD/IM Harness connection to Remove and reinsert Test cases based on usage
receptacle connector
P-03 DFMEA Toner spillage during Create a monitor point to Test case to view and record
replacement view toner spillage this information
P-04 Failure Mode Two sheet feed by feeder | Test case with A3 paper Use A3 print or copy jobs
P-05 Failure Trend Fax job failed during Add concurrent jobs in a Simulate concurrent jobs
print job matrix condition
P-06 Actual Use Conditions School facility, Office Test case with School conditions are more
facility, Commercial representing these with one page with more than
environment 30 to 100 copies
P-07 Usage Level and Pattern 1 page print 80% Use more one-page print Create 80% print jobs with one
job page
P-08 Component Level Test Clutch failure after Record usage condition Include Preventive
Data 50,000 cycles and perform Preventive Maintenance (PM) test case
Maintenance (PM)
P-09 End User and Service Cancel print while Give 100-page print and Add 3 jobs in 300 jobs matrix
printing cancel
P-10 Consumables Plain, Recycle, color Use different types of Incorporate
papers consumables
P-11 Manufacturing Enclosed poor finishing. | Check point during Create installation test case to
installation capture this information

The example test case from the input parameters in Table 3 is
illustrated in Table 4.

Table 4: Test Case Design Example

Parameters Input
Type of job Print
# of pages (P-07)
Copies 50
Image or text Text
Original Size A4
Paper size (P-04)
(P-10)
Paper type Recycle
Paper tray Tray 1
(P09)
Remark Cancel job after printing 10 pages.

This example in Table 4 covers four input parameters: P-04,
P-07, P-09, and P-10. P-04 primarily addresses multi-feed issues
involving A3 paper, which has been identified as a common
failure mode in legacy input systems. P-07 focuses on usage levels
and patterns, noting that nearly 80% of print jobs are single-page
tasks. P-09 considers the end-user perspective, particularly
situations where users perceive the output as incorrect and cancel
the ongoing job. Lastly, P-10 evaluates consumables from the
standpoint of using recycled paper.
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4.1. Test Case and Test Matrix Execution Approach

Test execution will be performed using a round-robin method.
Each test matrix will be executed a minimum of 3 to 5 times
before moving to the next set of test cases. This ensures that all
failure modes are identified, and all input parameters are tested
multiple times to build confidence in the results.
Recommendations for changes to the test matrix should be based
on failure modes identified during testing and new learnings from
each run. If a test case is not yielding any new insights, it is better
to move to the next set of test cases. This saturation point typically
occurs after 3 to 5 full runs of each test matrix.

5. Test Case Design Improvement Across Product with
Closed Loop to Field failure and Scenarios.

This entire methodology is data-driven and relies on multiple
input sources. Each input is associated with several parameters,
which are continuously updated based on insights from various
sources, such as: Field failure data, Internal test data,
Manufacturing data, and Legacy product data.

Initially, test cases are derived from the parameters available at
the start of the process. Over time, additional parameters are
incorporated as new data becomes available. For future products,
all learnings from predecessor products are integrated into the test
case design.

When test cases span multiple products, the correlation with
actual field performance increases significantly often reaching up
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to 95%. This iterative refinement ensures that test cases remain
relevant, comprehensive, and predictive of real-world conditions.

Product -01 E 60%) 7\
e Product-02 l 90%
-6 inpu

paramCiEes 7 to 12 input Product-0X

Legacy inputs parameters Product-01&
Product-01 Product 02
-Field learning learnings
= Test leaming
=Manufacturing learning
= Service leraning

Figure 7: Test Case Design Flowchart

As per Figure 7, In the initial product cycle, testing with
limited input parameters achieved approximately 60% correlation
between lab-detected failures and field-reported failures. As the
number of input parameters increased and learnings from
predecessor products were incorporated, the correlation improved
significantly reaching up to 95%.

These correlation values are calculated by comparing:
e  Number of failures reported in the field
vs.
e  Number of failures reproduced in the test environment

This iterative enhancement demonstrates the value of
expanding input sources and leveraging historical data to improve
predictive accuracy and test coverage.

Table 5: Field to Test Result Correlation for Product-01 with limited Input

Parameters
Failure Mode Lab testing | Field Failure
Paper jam with Fault code - Yes Yes
153
Multi-feed papers Yes Yes
Torn paper from feeder No Yes
Hole punch option not Yes Yes
working
Noise from feeder No Yes
Door misalignment Yes No
Door scratch marks No Yes
Toner spillage Yes Yes
Failures identified when 4 7
compared to field
Overall correlation % 4/7=57%
Table 6: Field to Test Result Correlation for Product-02 with all Input
Parameters
Failure Mode Lab testing | Field Failure
Paper jam with Fault code — | Yes Yes
330
Paper jam with Fault code — | Yes Yes
958
Scanner fault Yes Yes
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Failure Mode Lab testing | Field Failure
User Interface Grey out Yes Yes
Toner spillage Yes Yes
Hard wrinkles on copies Yes Yes
Multi-feed papers Yes Yes
Fault code -721 Yes Yes
Fault-03 No Yes
Paper jam with Fault code - Yes Yes
153
Paper jam with Fault code - Yes Yes
751
No fault code paper jam Yes Yes
Failures identified when 11 12
compared to field
Overall correlation % 11/12=92%

6. Results

The proposed method (Bolded) in Table 7 introduces a more
comprehensive and user-centered approach compared to the
existing method. While both rely on DFMEA, the proposed
method enhances reliability analysis by incorporating FBD/IM, P-
Diagram and field failure trends, offering a broader view of real-
world issues. It expands legacy information beyond traditional
failure modes to include actual usage conditions, patterns, and
levels, enriching the data context. Internal study data remains
consistent at the component level, but the proposed method adds
depth by considering how components perform under real use.

Table 7: Existing Method vs Proposed Method

Method | Reliability| Legacy Internal | Interaction
analysis | information| study data | parameters
Existing |DFMEA | Failure Component | Focused on
method modes level test engineer’s
(DFMEA) | data point of
(DFMEA) | view
Proposed | DFMEA | Field Actual use | End user
method |FBD/IM, | failure conditions | and service.
P- mode and | Usage Consumabl
Diagram | trends levels and | e.
patterns. | Manufactur
Component | ing
level test
data.

As per the results from Table 5 and Table 6, the data from two
different product lines using the existing method and the proposed
method indicates that when relevant parameters are incorporated
as inputs to test case design, the correction rate increased from 57%
to 92%.

If one can go deeper into each failure mode that is not
identified in the lab environment, it provides more insight into
what is missing in the lab setup. For example, “torn paper from
feeder” could occur due to various types of paper entering the
feeder types not considered during lab testing, leading to this
failure appearing in the field.
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Additionally, this approach creates a closed-loop system for
improvement, as outlined in Section 5, ensuring continual
enhancement by adding new parameters or adjusting existing ones
based on information from various sources.

Most notably, interaction parameters shift from an engineer-
centric view to a more holistic perspective that includes end users,
service teams, consumables, and manufacturing, making the
proposed method more aligned with practical, operational
realities.

7. Discussion

In the context of system validation and reliability assessment,
several challenges arise during the conversion of action items into
executable test cases. Not all action items are directly translatable
into test scenarios due to their abstract nature or lack of measurable
parameters. Furthermore, certain actions demand extensive testing
efforts, which can be resource-intensive and time-consuming,
especially when replicating complex operational conditions. A
significant limitation is the unavailability or insufficiency of input
data, which hampers the ability to construct meaningful and
representative test cases. This data gap can lead to incomplete
coverage and reduced confidence in the test outcomes. This
approach will work well for complex systems where have more
interaction between systems, subsystems, and end-user.

From a disadvantage standpoint, the overall cost of testing
escalates due to the need for specialized setups, prolonged test
durations, and iterative validation cycles. Additionally, overly
constrained test cases designed with rigid assumptions or narrow
boundaries may inadvertently mask or fail to expose latent failure
modes, thereby compromising the robustness of the reliability
analysis. Corner cases, while essential for stress testing, can
sometimes produce failures that distort reliability metrics and trend
analyses, leading to misleading interpretations of system
performance under typical operating conditions. Although it has
some constraints, Return on Investment (ROI) remains key: the
high upfront cost of testing is offset by a significant reduction in
warranty costs, recalls, and reputation damage.

8. Conclusion

To enhance the robustness and relevance of system-level
testing, it is essential to integrate all valuable analysis results into
the test case design. The main contribution of this work is not a
single tool, but an integrative framework that defines the
relationships and information flow between classical reliability
tools that are often used in silos. This framework transforms a
collection of static analyses into a dynamic process for test design.

This approach ensures comprehensive coverage of critical
variables, noise factors, and interaction effects that influence real-
world performance. By embedding these multidimensional
insights, the test cases become more representative of actual
operating conditions, thereby improving the fidelity of simulations
and predictive accuracy. Such enriched test case design facilitates
strong field-to-test correlation, with potential alignment reaching
up to 95%, significantly reducing discrepancies between lab-based
evaluations and field behavior. Moreover, this methodology
effectively bridges the gap between controlled laboratory
environments and dynamic field conditions, enabling the early
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identification of latent failure modes and enhancing overall
reliability metrics.
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The growing integration of the Internet of Medical Things (IoMT) into healthcare has
amplified the need for secure and privacy-preserving artificial intelligence. Federated
Learning (FL) has emerged as a pivotal paradigm for decentralized medical data
processing, however, it still faces challenges concerning data confidentiality, trust
management, and scalability. This review presents an extended theoretical comparison of
two prominent privacy-preserving frameworks—Federated Learning with Differential
Privacy (FL-DP) and Federated Learning with Blockchain (FL-BC)—to assess their
suitability for ensuring data security, transparency, and regulatory compliance in loMT
environments. The FL-DP framework safeguards patient data through noise injection
during model updates, offering mathematically proven privacy guarantees. Conversely, the
FL-BC framework reinforces trust and integrity via immutable ledgers and consensus
mechanisms such as Proof of Stake (PoS) and Byzantine Fault Tolerance (BFT). Reviewing
literature published between 2021 and 2025, this study examines trade-offs in privacy,
scalability, latency, and energy efficiency, while highlighting emerging hybrid
architectures that integrate both approaches. The findings reveal that FL-DP provides
stronger privacy control, whereas FL-BC ensures verifiable trust and traceability—
together forming the foundation for next-generation secure and trustworthy federated
learning systems in loMT-driven healthcare.

1. Introduction

Furthermore, this paper introduces an extended hybrid conceptual
model integrating

This paper is an extended version of our earlier work, “4

DP and Blockchain for holistic privacy preservation and

Theoretical Comparison of Federated Learning with Differential
Privacy and Blockchain for Security and Privacy in IoMT,”
originally presented in [1] The conference paper established a
foundational comparison between Federated Learning with
Differential Privacy (FL-DP) and Federated Learning with
Blockchain (FL-BC), emphasizing their roles in improving
privacy, trust, and scalability in decentralized healthcare systems.

Building upon that initial study, the present journal
version provides a broader theoretical framework, a
comprehensive literature review (2021-2025), and a deeper
analysis of the privacy—utility—trust trade-offs, scalability, and
compliance implications associated with both frameworks.

https://www.astesj.com

https://dx.doi.org/10.25046/aj100606

distributed trust management in Federated Learning environments.

The growing network of smart medical devices is reshaping
healthcare globally by enabling continuous remote monitoring and
intelligent diagnostics through connected medical devices. It plays
a critical role in predictive medicine by facilitating earlier disease
detection, personalized treatments, and improved clinical
outcomes. Wearable sensors and embedded devices continuously
track vital signs, enabling healthcare providers to make real-time,
data-driven interventions.

Additionally, IToMT promotes remote healthcare delivery for
patients in underserved or rural areas, reducing hospitalization
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rates and enhancing access to medical services. According to
recent industry projections, the [oMT market size is anticipated to
reach USD 188 billion by 2028, highlighting the growing
interconnection between clinical systems and intelligent medical
devices [2].

Despite its revolutionary potential, [oMT’s distributed nature
exposes it to severe privacy, security, and scalability challenges.
Sensitive patient information traversing heterogeneous networks
can be intercepted, manipulated, or exploited, resulting in data
breaches and cyberattacks.

In addition, the US Health Insurance Portability and
Accountability Act (HIPAA) and the European Union General
Data Protection Regulation (EU GDPR) pose significant
compliance challenges, particularly concerning the storage,
processing, and sharing of healthcare data [3] These challenges
underscore the need for advanced, privacy-preserving
computational paradigms that can analyze distributed data without
compromising confidentiality.

In modern healthcare systems, collaboration across hospitals,
laboratories, and wearable devices has become essential for
building intelligent models. Through the use of federated learning,
these entities can jointly train a shared global model without
transferring raw data. This approach keeps sensitive information
local, ensuring both data privacy and patient confidentiality [4].
Although federated learning reduces the risks that come with
centralized data storage, it also introduces new security challenges.
Among these are inference attacks, data poisoning, and model
inversion threats. Such attacks may reveal sensitive data hidden in
the model updates shared between clients and the server.

To address these limitations, researchers have proposed two
major enhancement frameworks:

i. Federated Learning with Differential Privacy (FL-DP), which
injects mathematically calibrated noise into model gradients or
parameters to ensure formal privacy guarantees (g, 0); and

ii. Federated Learning with Blockchain (FL-BC), which
leverages  distributed consensus, immutability, and
cryptographic integrity to eliminate single points of failure and
enhance trust among participants [5], [6].

While both frameworks contribute toward improving privacy
and security, they differ fundamentally in design, scope, and
scalability. FL-DP emphasizes data confidentiality through
controlled noise and privacy budgets, whereas FL-BC ensures
system integrity and auditability through decentralized verification
mechanisms. The selection of one framework over the other
depends on application-specific requirements such as latency,
computational resources, trust models, and compliance
obligations.

This extended paper systematically reviews, compares, and
synthesizes these two approaches, presenting a multi-dimensional
theoretical analysis that spans privacy guarantees, trust
mechanisms, computational efficiency, scalability, and
compliance readiness. The main objectives of this extended
version are to:

i Provide a comprehensive review (2021-2025) of existing
FL-DP and FL-Blockchain research;
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ii. Theoretically evaluate their security,
scalability trade-offs in distributed learning;

privacy, and

iii. Propose an integrated hybrid architecture that unifies DP’s

formal privacy mechanisms  with  Blockchain’s
decentralized trust model; and
iv. Identify open challenges and research directions for future

federated systems in data-sensitive domains.

The subsequent sections are arranged in the following manner.
Section II presents a detailed review of literature, summarizing key
advances in FL-DP and FL-Blockchain frameworks. Section III
outlines the theoretical foundations and comparative analysis
model. Section IV discusses hybrid integration opportunities and
open research challenges. Section V concludes with future
perspectives on developing scalable, compliant, and privacy-
preserving federated learning ecosystems.

2. Related Work

The advancement of connected medical technologies has given
rise to the Internet of Medical Things (IoMT)—a network of
interconnected healthcare devices that continuously collect,
transmit, and analyze patient data in real time. This paradigm shift
has accelerated innovations in personalized healthcare, remote
monitoring, and predictive diagnostics, yet it has also introduced
serious challenges in data privacy, system security, and
computational scalability [7] The sensitive nature of medical data
and the distributed operation of IoMT systems make them
particularly vulnerable to data breaches, model poisoning, and
inference attacks, prompting extensive research into privacy-
preserving and trustworthy machine learning frameworks [8]-[9].

Recent studies have emphasized the need for decentralized
learning models that eliminate the reliance on centralized data
repositories. To address these issues, federated learning (FL) offers
a promising way for multiple participants, such as hospitals,
laboratories, and wearable devices—to collaboratively train
models while retaining data locally.

Patient
Meonitoring and
Clinical Trials Diagnosis
and Health

Research

Clinical and
Hospital
Operations

IOMT

APPLICATOIONS

Rehabilitation
Menitoring

‘Wearable and
Implantable
Devices

Telemedicine
and Remote
Care

Figure 1: Various IoMT Applications

However, despite its potential to enhance privacy and
scalability, FL remains vulnerable to gradient leakage, adversarial
updates, and trust issues among participating entities [10]-[11]. To
address these gaps, advanced frameworks combining Differential
Privacy (DP) and Blockchain have been proposed, offering
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complementary protection mechanisms for secure collaborative
learning.

Figure 1 provides an overview of key applications of the
Internet of Medical Things (IoMT) across modern healthcare
systems.

2.1. Federated Learning (FL)

Federated Learning decentralizes the conventional machine-
learning pipeline by allowing multiple clients—such as hospitals,
laboratories, or edge gateways—to train local models on private
datasets while sharing only encrypted or aggregated parameter
updates with a central coordinator [12]. The classical workflow
relies on periodic communication rounds in which each participant
performs local training, transmits model gradients or weights, and
receives the globally aggregated model computed through
algorithms such as Federated Averaging (FedAvg) [13].

Although FL mitigates direct data exposure, several
vulnerabilities remain. Gradient leakage and model inversion
attacks can reconstruct sensitive features from transmitted updates,
whereas data poisoning and backdoor manipulation threaten model
integrity [14], [15]. Furthermore, heterogeneity in data distribution
(non-IID conditions), computational power, and network
bandwidth across IoMT devices leads to bias and instability in
global convergence [16]. Communication inefficiency is another
constraint; frequent synchronization between hundreds of clients
increases latency and energy consumption, especially in
bandwidth-limited healthcare networks [17]. To alleviate these
issues, research trends emphasize secure aggregation protocols,
adaptive  client  participation, and  compression-based
communication schemes, yet the fundamental trust and
confidentiality gap persists—motivating the incorporation of
additional cryptographic and decentralized components.

ClientSetup  Local Model Training Model Update Aggregation of Global Model
Transmission Model Updates Distribution
PHASEI PHASE II PHASEIIl PHASE IV PHASEV
® Vi @ O c
INITIALIZATION LOCALTRAINING MODEL UPDATES AGGREGATION

ITERATION

Figure 2. Phases of the Federated Learning process

Adding Differential Privacy (DP) to the FL framework by
injecting controlled noise into model updates protects the
anonymity of individual data contributions. The architecture must
consider the differences among client devices, which vary in
computational power, network bandwidth, and data types, leading
to non-IID data and potential delays. Reducing communication
overhead is vital for large-scale FL systems in bandwidth-limited
IoMT environments, requiring optimized protocols and protection
against attacks through methods like Byzantine fault tolerance and
possible blockchain integration [18]. Figure 2. illustrates the
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different phases of the Federated Learning process, from local
model training to global aggregation and model redistribution.

2.2. Integration of Differential Privacy within Federated
Learning

Differential Privacy (DP) protects sensitive information by
injecting carefully calibrated statistical noise into model
calculations. A randomized mechanism M satisfies (&, §)-DP if for
any neighboring datasets D and D', differing by one record, and for
any possible output S,

Pr [M(D)eS] <e ¢ Pr[M(D’) €S] +d e

where € quantifies the privacy loss and & bounds the probability of
exceeding it [18]. In FL, DP can be applied either locally—each
client perturbs its updates before transmission—or globally—
noise is added by the aggregator. The local variant offers stronger
confidentiality but degrades accuracy more severely.

Between 2021 and 2025, research has focused on optimizing
the privacy—utility balance by adaptive noise scheduling, gradient
clipping, and sensitivity-based budget allocation [19]. Some works
employ input-discriminative local DP to allocate smaller budgets
to less-sensitive features and larger budgets to high-risk attributes
[20]. Others combine DP with Secure Multi-Party Computation
(SMPC) or Homomorphic Encryption (HE) to protect updates
during aggregation [21], [22]. Despite these advances, practical
deployment faces obstacles:

1. Excessive noise in high-dimensional medical datasets
diminishes diagnostic accuracy;
ii. Cumulative privacy loss across multiple rounds
complicates budget management; and
1. Resource-constrained IoMT nodes struggle to perform

the additional arithmetic required for DP perturbation.

Model Model Model Model Model

Perturbation|  |Perturbation Perturbation| |Perturbation| |Perturbation
 Local |
Differential
| Privacy |
Model Model Model Model Model
Clipping Clipping Clipping Clipping Clipping
Local Model |Local Model Local Model | |Local Model| | Local Model
Training Training Training Training Training
Local
Training B e _ Ik
\ Dataset | g — — - —
— - — C— -
TloMT loMT loMT ToMT loMT

Client Client Client Client Client

/ i / / ?

Figure 3. Federated Learning with Differential Privacy (FL-DP) framework

Consequently, while DP provides mathematical confidentiality
guarantees, it lacks mechanisms for auditability and distributed
consensus, making it complementary—but not sufficient—for
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end-to-end trust establishment. Figure 3 presents the architectural
design of the Federated Learning with Differential Privacy (FL-
DP) framework, demonstrating how client-level noise addition and
secure aggregation jointly ensure data confidentiality and model
utility.

2.3. Blockchain for Secure Federated Learning

Blockchain  technology  introduces  decentralization,
transparency, and immutability into collaborative learning
environments [23]. By storing each model update as a
cryptographically linked transaction, Blockchain eliminates
reliance on a single central server and enables tamper-proof
logging. Consensus algorithms such as PoW (Proof of Work), PoS
(Proof of Stake), DPoS (Delegated Proof of Stake), and BFT
(Byzantine Fault Tolerance) validate contributions and ensure
ledger consistency [24].

Applied to FL, Blockchain offers multiple security benefits:

i. Integrity Assurance —each update is verifiable and
immutable;
il. Trust Establishment —participants can confirm
authenticity without a central authority;
1. Traceability and Accountability —complete histories of
model contributions are maintained; and
iv. Resilience to Single-Point Failures —distributed validation

enhances fault tolerance.

Empirical studies have demonstrated that blockchain-enhanced
FL architectures can detect tampering and improve reliability in
distributed healthcare and industrial networks [25], [26], [27], [28].
However, these benefits are accompanied by significant trade-offs.
Consensus formation increases computational cost, latency, and
energy demand, which are particularly problematic for lightweight
edge or [oMT devices. Moreover, the immutability of Blockchain
conflicts with regulatory requirements such as the GDPR Articles
16 and 17 (“right to rectification and erasure”), necessitating
auxiliary designs like off-chain storage or ZKPs (zero-knowledge
proofs) [29]. Therefore, while Blockchain strengthens integrity
and transparency, its direct adoption in real-time federated
environments remains constrained by scalability and compliance
limitations. Figure 4 provides an overview of the Federated
Learning framework integrated with Blockchain technology.
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Figure 4. Federated Learning with Blockchain Framework
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2.4. Comparative and Hybrid Frameworks

To overcome the individual shortcomings of DP and
Blockchain, recent research trends favor hybrid frameworks that
exploit their complementary strengths [30], [31], [32]. In these
designs, DP provides quantifiable privacy protection at the data or
gradient level, whereas Blockchain ensures global trust and tamper
resistance at the system level. Model updates are first sanitized
through DP mechanisms and then validated and recorded on a
Blockchain ledger, establishing dual-layer protection. Such
integration enhances resilience against both inference attacks and
malicious parameter manipulation.

Nevertheless, existing hybrid approaches often emphasize
prototype implementation rather than rigorous theoretical
evaluation. Comprehensive comparisons that analyze privacy-
utility trade-offs, energy consumption, latency, and regulatory
compliance across the two paradigms remain limited. In particular,
few studies address how privacy budgets (g, ) interact with
consensus latency and block-generation frequency—an essential
consideration for time-critical medical applications.

2.5. Summary of Research Gaps
The state of the art reveals three persistent deficiencies:

i Absence of integrated theoretical models that holistically
compare FL-DP and  FL-Blockchain across
multidimensional evaluation metrics including privacy

strength, scalability, communication overhead, and
compliance readiness.

il. Limited discussion of governance and regulation,
particularly the reconciliation of formal privacy

frameworks with legal standards such as HIPAA and
GDPR within decentralized architectures.

iii. Inadequate  hybridization  strategies  capable  of
simultaneously delivering strong privacy guarantees,
verifiable trust, and real-time efficiency for heterogeneous
IoMT and edge-intelligence ecosystems.

The present paper addresses these gaps by conducting a
comprehensive theoretical comparison and a synthesized review of
contemporary developments (2021-2025). It further introduces a
hybrid conceptual architecture that combines Differential
Privacy’s mathematical confidentiality with Blockchain’s
decentralized trust management to create secure, transparent, and
regulation-compliant federated learning systems.

3. Theoretical Framework and Comparative Analysis

The integration of Differential Privacy (DP) and Blockchain
into Federated Learning (FL) creates two distinct but conceptually
overlapping frameworks for secure, privacy-preserving distributed
intelligence. Both frameworks address critical vulnerabilities of
conventional FL but differ in their underlying security models,
communication architecture, and computational dynamics. This
section presents the theoretical basis of each framework, followed
by a multi-dimensional comparison across key metrics such as
privacy strength, trust assurance, scalability, latency, and
compliance readiness.
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3.1. Federated Learning Framework

In a typical Federated Learning system [33], a set of N clients
{C1, C5, ..., Cy} collaboratively train a global model w coordinated
by a central aggregator. Each client C; holds a local dataset D;and
updates the model parameters using gradient descent. The local
objective function is:

1

Fy(w) = oy

ZXjEDi L(W' x]) (2)
where L(+)is the loss function.
The global objective across all clients is minimized as:

N, PdEw) 3)

i=1 DI

F(w) =

During each communication round t, local clients compute
updates:

witt = wt —nVE W) 4)
where 7 is the learning rate. The server aggregates these updates

via Federated Averaging (FedAvg):

D4
wttl = N uw_t+1 )

i=1 ip| ¢

While this aggregation preserves data locality, it does not
inherently prevent gradient leakage or ensure integrity of updates.
To mitigate these risks, privacy and security enhancements
through DP and Blockchain have been proposed.

3.2. Differential Privacy-Enhanced Federated Learning (FL-
DP)

The FL-DP framework strengthens client privacy by applying
differential privacy during gradient transmission or aggregation.
The formal definition of (g, §)-Differential Privacy [34] ensures
that the inclusion or exclusion of any data point minimally affects
the model output:

PR[M(D) € S] < EFPR[M(D') € S] +a (6)

where D and D’ differ by one record, M is the randomized
mechanism, and Sis the subset of possible outputs.

In FL-DP, local updates are first clipped to a predefined
sensitivity bound Cto control gradient magnitude:

9= — G ™

ax (1,“gé”2)
and Gaussian noise V" (0, 62C?)is added before aggregation:
g =8+ N (0,0%C? ()

The privacy budget € defines the trade-off between privacy and
accuracy — smaller € yields higher privacy but introduces more
noise, reducing model utility [35].

The cumulative privacy loss after Trounds is bounded using
composition theorems:

Etotal S /2T (1/8) - e+ Te(e® — 1) )

Advantages of FL-DP
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1. Formal mathematical guarantees of individual data
protection.
ii. Compatibility with GDPR and HIPAA standards.
ii. Lightweight computational cost suitable for [oMT and
edge devices.
Limitations
i. Gradual degradation of model accuracy with increasing
noise.
ii. Privacy budget exhaustion over multiple communication
rounds.
iii. Centralized aggregator remains a potential single point

of trust failure.

In summary, Differential Privacy fortifies Federated Learning
with formal, quantifiable confidentiality guarantees, enabling
secure model updates without direct data exposure; however, its
reliance on centralized aggregation and sensitivity to noise-
induced utility loss necessitate complementary mechanisms—such
as Blockchain—to achieve end-to-end trust and integrity in
decentralized learning environments.

3.3. Blockchain-Integrated Federated Learning (FL-BC)

The FL-Blockchain framework decentralizes model
aggregation by recording each client’s model update on a
distributed ledger. Rather than relying on a single trusted server,
participating nodes validate and reach consensus on the
authenticity of model updates before integration [36].

Each local model update wfis converted into a transaction
Tfand broadcast to the network. The transaction includes:

T{ = (ID;, h(w}), Sig;, Time,) (10)

where h(-)is the hash function ensuring immutability and Sig;is
the client’s digital signature.

Blocks By consist of validated transactions {T} }and are chained
via cryptographic hashes:

By = {Tit'h(Bk—l)' Timey, Signminer} (11)

Consensus protocols such as Proof of Stake (PoS) or Byzantine
Fault Tolerance (BFT) determine the validity of each block. The
expected consensus delay D,.is approximately proportional to the
number of participating nodes Nand the time per validation 7,,:

D.x N X1, (12)

This relationship indicates that as the number of participating
nodes or the validation time increases, the overall consensus
latency rises proportionally, highlighting the scalability-
performance trade-off inherent in blockchain-based federated
learning systems [37].

Advantages of FL-Blockchain

1. Decentralized trust model eliminates the single point of
failure.
ii. Immutable and auditable transaction history ensures data
integrity.
iii. Enables traceability and accountability across federated
participants.
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Limitations
1. High computational and communication overhead due to
consensus.
ii. Energy consumption unsuitable for resource-limited
IoMT devices.
iii. Immutability complicates GDPR compliance (“right to
erasure”).

In conclusion, Blockchain integration enhances Federated
Learning by introducing decentralized consensus, immutable
record-keeping, and verifiable trust among participants; however,
its computational complexity, energy cost, and potential regulatory
conflicts underscore the need for hybrid designs that combine
Blockchain’s integrity assurance with Differential Privacy’s
formal confidentiality guarantees.

3.4. Layered Architectural Analysis

Since Differential Privacy and Blockchain operate through
very different mechanisms within the Federated Learning
ecosystem, it is important to analyze how each one contributes to
overall system security and efficiency. FL-DP focuses on
protecting data confidentiality by adding controlled noise and
managing privacy budgets [38], whereas FL-BC ensures
decentralized trust and data integrity through consensus validation
and immutable ledgers [39]. This analysis examines both
frameworks across three key dimensions — the data layer, model
layer, and trust layer — to highlight their strengths, limitations, and
potential integration points in building a unified privacy-
preserving federated learning architecture. Table 1 provides a
comparative representation of FL-DP and FL-BC across three key
operational layers.

Table 1. Three-layer comparison of FL-DP and FL-BC frameworks

Layer | FL with Differential | FL with Blockchain
Privacy (FL-DP) (FL-BC)

Data Raw data remains | Raw data remains

Layer | localized; Gaussian | local; encrypted model
or Laplace noise is | updates are converted
injected into model | into transactions
updates to prevent | recorded on-chain.
re-identification.

Model | Centralized Decentralized

Layer | aggregation of noisy | aggregation via
gradients using consensus
FedAvg; privacy mechanisms (PoS,
controlled by (g, §). | BFT); verified by all

nodes.

Trust Relies on trusted Establishes distributed

Layer | central server for trust through
update aggregation; | immutable ledgers;
vulnerable to insider | resistant to tampering
threats. or forgery.
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The layered architectural analysis provides a structured view
of how Differential Privacy and Blockchain strengthen different
components of the Federated Learning pipeline. While the data
layer focuses on protecting sensitive information, the model layer
ensures collaborative training, and the trust layer governs
transparency and accountability. Understanding the distinct
functions of each layer helps identify both overlaps and gaps
between the two frameworks. Building on this structural
perspective, the next section presents a comparative theoretical
analysis that quantitatively and qualitatively evaluates FL-DP and
FL-BC across multiple performance dimensions, including
privacy strength, scalability, communication cost, energy
efficiency, and regulatory compliance.

3.5. Comparative Theoretical Analysis

To evaluate the relative merits of Federated Learning with
Differential Privacy (FL-DP) and Federated Learning with
Blockchain (FL-BC), this subsection presents a systematic
theoretical comparison across multiple performance dimensions—
including privacy assurance, trust management, scalability,
communication efficiency, energy utilization, and regulatory
compliance. The analysis integrates mathematical formulations,
architectural characteristics, and operational trade-offs to establish
a comprehensive understanding of how each framework
contributes to secure a privacy-preserving decentralized learning.
Table 2 outlines the evaluation criteria employed to distinguish
FL-DP from FL-BC across core operational aspects.

Table 2. Comparison criteria between FL-DP and FL-BC

Criterion Federated Learning Federated Learning
with Differential with Blockchain
Privacy (FL-DP) (FL-BC)

Privacy &-DP with Gaussian Cryptographic

Mechanism | or Laplace noise hashing, digital
injection; controls signatures, and
exposure through distributed consensus
noise scaling. ensure immutability.

Trust Model | Centralized; requires | Fully decentralized;
trust in the trust distributed
aggregation server. among nodes.

Data Protected by central Immutable record of

Integrity server; vulnerable to updates across all
tampering if participants.
compromised.

Scalability High; lightweight Limited by
computation, minimal | consensus latency
bandwidth and block size.
requirement.

Energy Suitable for [oMT and | High energy cost due

Efficiency edge devices. to validation and

block mining.
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Compliance | Fully aligned with Conflicts with GDPR
GDPR and HIPAA erasure rules;
through formal mitigated by off-
privacy guarantees. chain storage.

Latency Low; depends on High; determined by
communication consensus time and
rounds and privacy network delay.
noise.

Use Case Privacy-critical Multi-party

Suitability domains (e.g., collaborations
personalized requiring verifiable
healthcare, finance). audit trails.

The comparative results highlight that each framework
addresses distinct yet complementary aspects of federated system
security. FL-DP excels in safeguarding individual-level data
through mathematically verifiable privacy guarantees and
lightweight implementation, making it ideal for latency-sensitive
and resource-limited environments [40]. FL-BC, in contrast,
strengthens system-level integrity and accountability through
decentralized consensus and immutable audit trails, effectively
mitigating insider threats and tampering risks. However, its
computational overhead and regulatory challenges limit its
scalability in high-frequency or energy-constrained networks [41].
Collectively, these observations suggest that neither framework
alone provides a complete solution for secure federated
intelligence. Instead, their integration into a hybrid FL-DP-
Blockchain architecture can yield a balanced trade-off between
privacy, trust, and operational efficiency—laying the foundation
for the comprehensive discussion presented in the following
section.

4. Discussion

The theoretical comparison of Federated Learning with
Differential Privacy (FL-DP) and Federated Learning with
Blockchain (FL-BC) frameworks reveals two complementary
paradigms, addressing privacy, security, and trust in decentralized
machine learning environments. Both frameworks aim to
overcome the limitations of conventional centralized training, yet
their core operational principles and design objectives differ
fundamentally. This section critically discusses their comparative
strengths and weaknesses, practical implications, and the prospects
of hybrid integration for building trustworthy, scalable federated
ecosystems.

4.1. Privacy Protection and Data Confidentiality

The foremost objective of FL-DP is to ensure formal and
quantifiable privacy. By injecting calibrated Gaussian or Laplacian
noise into gradients, FL-DP guarantees that individual data records
remain indistinguishable, even if an adversary has auxiliary
information. This mathematical assurance, expressed through the
privacy budget (g, ), provides a clear theoretical foundation for
privacy measurement [42].

However, the noise-utility dilemma persists. Excessive noise
reduces model accuracy and can slow convergence, especially in
high-dimensional healthcare datasets. Furthermore, managing
https://www.astesj.com

cumulative privacy loss across multiple communication rounds
requires privacy accountants and budget rescaling mechanisms to
avoid privacy exhaustion. Despite these limitations, FL-DP aligns
naturally with data protection laws such as GDPR and HIPAA, as
it inherently supports the “data minimization” and “privacy by
design” principles.

In contrast, FL-Blockchain protects privacy indirectly. It
ensures transaction-level confidentiality through cryptographic
techniques such as hashing, encryption, and zero-knowledge
proofs, but it does not conceal the metadata of transactions [43].
Hence, while Blockchain prevents tampering and falsification, it
may inadvertently expose usage patterns, communication
frequencies, or timestamps. Thus, Blockchain emphasizes system-
level trust and transparency, whereas DP provides individual-level
privacy guarantees. Both mechanisms are therefore orthogonal yet
complementary—one safeguards the “what” (data), the other
secures the “how” (process).

4.2. Security, Integrity, and Trust Mechanisms

Security in FL extends beyond data confidentiality—it
encompasses model integrity, authentication, and auditability. In
FL-DP, security primarily depends on the central server’s ability
to enforce privacy budgets and resist aggregation-level attacks.
The introduction of secure multi-party computation (SMPC) or
homomorphic encryption (HE) can mitigate these threats but
increases computational overhead. Moreover, the centralized trust
model still presents a single point of vulnerability; if the aggregator
is compromised, all participating clients may be exposed [44].

FL-Blockchain, in contrast, transforms this trust paradigm by
decentralizing authority. Consensus mechanisms such as Proof of
Stake (PoS) and Byzantine Fault Tolerance (BFT) collectively
validate model updates, eliminating the need for a trusted
intermediary. Each transaction is cryptographically signed, time-
stamped, and permanently recorded, making it tamper-evident and
auditable [45]. The immutable nature of Blockchain also prevents
rollback or version manipulation attacks.

However, this decentralized robustness comes at a cost.
Consensus protocols significantly increase latency, energy
consumption, and communication complexity, particularly when
scaling to hundreds of participating nodes. Moreover, the
immutable ledger conflicts with the “right to be forgotten”
stipulated in GDPR, necessitating hybrid off-chain or privacy-
enhancing designs to maintain legal compliance.

Therefore, while FL-DP ensures controlled privacy leakage,
FL-Blockchain guarantees trustless collaboration and tamper-
proof data integrity—two distinct security frontiers essential for
distributed intelligence [46].

4.3. Scalability and Communication Efficiency

Scalability remains a crucial determinant of framework
suitability for real-world deployment. FL-DP exhibits
comparatively high scalability because the differential noise
addition is a lightweight operation, introducing minimal
communication overhead. Clients transmit only perturbed
gradients, and the central server performs a simple aggregation
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step. This efficiency makes FL-DP ideal for [oMT, mobile edge
computing, and low-power environments [46].

Conversely, FL-Blockchain’s performance degrades as
network size increases. Every new model update must be validated
by multiple peers, serialized into a block, and propagated through
the network.

The consensus delay (D, « Nxt,) grows linearly with the
number of validators, making it unsuitable for time-critical
applications such as emergency monitoring or remote surgery.
Proposed optimizations, such as sharding, Layer-2 scaling, and
side-chain protocols, alleviate some overhead but add architectural
complexity [47].

Hybrid approaches that apply Blockchain selectively—for
example, logging only final global updates or model
checkpoints—can balance transparency with speed. Additionally,
asynchronous aggregation combined with DP-based local privacy
can further enhance throughput while maintaining compliance and
verifiability.

4.4. Latency, Energy Real-Time

Responsiveness

Consumption, and

Latency and energy efficiency directly affect the feasibility of
FL frameworks in large-scale medical or industrial networks. FL-
DP offers lower latency because its operations primarily involve
local computation and simple message passing. The most time-
consuming process—noise addition—is independent of the
number of participating clients. As a result, FL-DP supports real-
time applications, such as continuous glucose monitoring or
anomaly detection in wearable devices [48].

In contrast, Blockchain’s consensus formation introduces
significant latency. For example, Proof of Work (PoW)-based
networks suffer from mining delays, while PoS and BFT require
multiple rounds of communication to reach agreement [49]. This
delay not only affects responsiveness but also increases energy
consumption, rendering FL-BC less suitable for low-power IoT
nodes. Alternative lightweight consensus mechanisms—Proof of
Authority (PoA) or Practical Byzantine Fault Tolerance (PBFT)—
offer faster confirmation times but may reduce decentralization.
Therefore, energy-aware hybrid configurations, where Blockchain
operations are delegated to edge gateways or cloud nodes, present
a viable compromise.

4.5. Compliance, Auditability, and Governance

Regulatory compliance has become a defining constraint in the
deployment of data-driven systems, especially in healthcare and
finance. FL-DP aligns naturally with legal frameworks such as
HIPAA and GDPR, since differential privacy explicitly prevents
re-identification and enables formal privacy accounting. Each
operation can be logged and audited using the privacy budget &,
creating a verifiable record of information exposure [50].

FL-Blockchain introduces auditability by design through
immutable records. Every model update and transaction is
permanently logged, supporting forensic investigation and
operational transparency. However, this same immutability
challenges compliance with data-subject rights under GDPR
Articles 16 and 17. Researchers have proposed using off-chain
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storage, zero-knowledge proofs (ZKPs), and private or
permissioned blockchains to reconcile these conflicts. While these
solutions improve compliance, they reduce decentralization,
underscoring the trade-off between privacy flexibility and trust
transparency [51].

4.6. Hybrid Integration: Toward Unified Privacy and Trust

The limitations of individual frameworks have motivated the
emergence of hybrid FL-DP-Blockchain architectures. Such
designs seek to achieve dual-layer protection by combining DP’s
statistical privacy with Blockchain’s decentralized auditability.

In a hybrid configuration, each client first applies local
differential privacy to sanitize its gradient update. The perturbed
model is then encrypted and broadcast as a Blockchain transaction.
Consensus nodes validate updates before inclusion in a block,
ensuring authenticity and eliminating malicious contributions.
Once a sufficient number of updates are validated, the aggregated
model is globally updated and redistributed [52], [53], [54].

This integration produces several advantages:

Formal privacy guarantees at the client level.
Tamper-proof audit trails across the learning network.
Elimination of centralized trust dependencies.

Improved accountability and traceability for compliance
audits.

However, hybridization introduces new design challenges. The
combination of DP noise, encryption, and consensus overhead can
increase computation and communication complexity. Effective
deployment thus requires adaptive privacy budgeting, energy-
efficient consensus algorithms, and off-chain storage mechanisms
to maintain scalability.

4.7. Practical Implications and Domain Suitability

The findings indicate that FL-DP is most effective for privacy-
sensitive and latency-critical applications such as personalized
healthcare, finance, and telemedicine, where accuracy and
confidentiality must coexist [55]. FL-Blockchain, on the other
hand, is best suited for multi-institutional collaboration, auditable
research, and public data registries, where transparency and tamper
resistance outweigh real-time constraints [56].

Hybrid FL-DP—Blockchain models show potential for national
health data exchanges, clinical trial collaboration, and inter-
hospital machine learning initiatives, where both privacy and
decentralized governance are required. By integrating lightweight
Blockchain consensus with dynamic DP noise allocation, such
systems could deliver trustworthy Al at scale.

4.8. Challenges and Open Research Directions

Despite the significant advancements achieved through
Federated Learning with Differential Privacy (FL-DP) and
Blockchain-based Federated Learning (FL-BC) frameworks,
several unresolved challenges continue to hinder their large-scale
adoption in IoMT environments. These open issues highlight the
need for further research and technological innovation in the
following areas:
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i Dynamic Privacy Accounting: Ensuring real-time
recalibration of privacy budgets remains a major
challenge. As model updates occur across multiple
communication rounds, maintaining differential privacy
guarantees without causing excessive accuracy loss
requires adaptive noise calibration and continuous
privacy tracking mechanisms.

ii. Lightweight Consensus Protocols: Blockchain integration
in IoMT introduces high computational and energy
demands. Developing lightweight, energy-efficient
consensus mechanisms—optimized for edge and
resource-constrained medical devices—is essential to
sustain scalability and reduce latency while preserving
network integrity.

. Cross-Regulatory ~ Compliance:  Global healthcare
systems operate under diverse privacy regulations such as
GDPR, HIPAA, and PDPA. Achieving seamless
compliance within immutable blockchain frameworks
demands interoperable policy layers capable of
translating regulatory requirements into auditable smart
contracts and metadata governance models.

iv. Scalable Hybrid Architectures: Designing scalable hybrid
architectures is challenging because FL workflows must
integrate with blockchain layers while handling high-
volume, distributed healthcare data. Balancing efficient
off-chain training with on-chain verification, and ensuring
seamless scaling and interoperability across hospitals,
edge devices, and cloud systems, adds significant
complexity.

V. Benchmarking and Standardization: The absence of
unified benchmarks and evaluation standards limits cross-
framework comparison. Establishing standardized
metrics for privacy loss, trust evaluation, latency, and
energy consumption would enable consistent assessment
and accelerate adoption in real-world healthcare systems.

Addressing these gaps will determine the feasibility of
integrating FL-DP and FL-Blockchain into mainstream Al
infrastructure for healthcare and other critical domains.

4.9. Summary

The discussion highlights that Federated Learning with
Differential Privacy ensures mathematical privacy but lacks
distributed verifiability, whereas Federated Learning with
Blockchain provides trust and transparency at the expense of
scalability and compliance flexibility. Integrating both paradigms
within a hybrid FL-DP-Blockchain framework can reconcile
these tensions by uniting formal privacy guarantees with
distributed trust assurance. Such convergence represents a
promising direction for developing next-generation, privacy-
preserving, and regulation-aware federated learning architectures
capable of powering secure, intelligent systems across diverse
application domains.

5. Conclusion and Future Scope

The extended analysis, presented in this paper, provides a
comprehensive theoretical comparison of two leading paradigms

https://www.astesj.com

for secure and privacy-preserving federated learning — Federated
Learning with Differential Privacy (FL-DP) and Federated
Learning with Blockchain (FL-BC). Both frameworks were
evaluated across multiple dimensions including privacy
protection, data integrity, scalability, latency, energy efficiency,
and regulatory compliance. The findings reveal that while each
approach contributes significantly to the security of decentralized
learning, their design philosophies and operational priorities differ.

FL-DP offers formal mathematical privacy guarantees through
the addition of calibrated noise, ensuring that sensitive individual
information cannot be reconstructed or inferred. Its lightweight
computational footprint and alignment with GDPR and HIPAA
make it highly suitable for latency-sensitive and privacy-critical
domains such as personalized healthcare, financial analytics, and
mobile edge computing. However, the effectiveness of FL-DP is
bounded by the privacy-utility trade-off and the cumulative
privacy loss that arises over multiple training rounds.

In contrast, FL-Blockchain emphasizes distributed trust,
transparency, and immutability. By replacing centralized
aggregation with decentralized consensus, it ensures auditability
and tamper resistance across all model updates. Nevertheless, high
energy consumption, communication overhead, and conflicts with
“right-to-erasure” provisions in regulatory frameworks restrict its
scalability and practical deployment in resource-constrained
environments.

The comparative synthesis suggests that these two paradigms
are complementary rather than competitive. A hybrid FL-DP—
Blockchain architecture can unite the statistical rigor of differential
privacy with the decentralized trust of blockchain, producing an
adaptive, end-to-end secure learning environment. Such
integration would enable privacy-preserving model training with
verifiable integrity, transparent accountability, and auditable
compliance.

5.1. Research Contributions
This extended work makes the following key contributions:

i Presents a comprehensive theoretical framework unifying
privacy, trust, and scalability analysis of FL-DP and FL-
BC.

i. Expands the literature coverage (2021-2025) with
systematic evaluation of privacy, communication, and
compliance dimensions.

iii. Proposes a layered comparative model (data, model, and
trust layers) outlining where DP and Blockchain differ or
intersect in the FL ecosystem.

iv. Introduces the conceptual foundation for a hybrid FL-DP—
Blockchain architecture, emphasizing privacy-trust co-
optimization and regulatory conformity

5.2. Future Research Directions

While the comparative analysis highlights the promising
potential of both Federated Learning with Differential Privacy
(FL-DP) and Federated Learning with Blockchain (FL-BC)
frameworks, several research gaps remain before these paradigms
can achieve widespread, real-world implementation in IoMT-
driven systems. The following directions outline potential
pathways for future exploration:
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i.  Adaptive Privacy Budgeting

Future research should focus on developing dynamic
differential privacy mechanisms that can intelligently adjust the
noise scale based on model convergence rates, data sensitivity, and
contextual risk factors. Such adaptive strategies would enable a
more optimal balance between privacy preservation and model
accuracy during iterative training.

ii. Energy-Efficient Consensus Mechanisms

Current blockchain-based consensus algorithms often incur
significant energy and latency costs, making them unsuitable for
IoMT and edge environments. Designing lightweight consensus
mechanisms—such as Proof of Authority (PoA), Directed Acyclic
Graph (DAG)-based approaches, or optimized Practical Byzantine
Fault Tolerance (PBFT) variants—could drastically improve
scalability and operational sustainability in constrained devices.

iii. Hybrid System Prototyping

Empirical evaluation remains limited. Building and
benchmarking hybrid FL-DP-Blockchain prototypes using real-
world datasets from domains such as healthcare and finance will
be essential for quantifying privacy-utility-latency trade-offs,
communication overhead, and energy performance under realistic
conditions.

iv. Regulatory Alignment

Integrating privacy-enhancing cryptographic primitives—such
as Zero-Knowledge Proofs (ZKPs) and Secure Multi-Party
Computation (SMPC)—can bridge the gap between blockchain
immutability and compliance with privacy regulations like GDPR
and HIPAA. Research in this area should focus on developing

regulatory-aware  frameworks that automate compliance
verification within decentralized learning systems.

V. Cross-Domain Interoperability

Ensuring seamless communication between federated

ecosystems across domains (e.g., hospitals, smart cities, and
autonomous systems) requires the development of standardized
APIs, metadata schemas, and secure communication protocols.
This would facilitate interoperability and data exchange without
compromising privacy guarantees.

Vi. Security Auditing and Explainability

The future of privacy-preserving Al depends not only on
protection but also on trust. Embedding explainable Al (XAI)
mechanisms within federated architectures will allow transparency
in privacy-preserving decisions, support security auditing, and
enhance user trust by making model behavior interpretable to
stakeholders.

5.3. Final Remarks

In conclusion, Federated Learning augmented by Differential
Privacy and Blockchain represents a transformative approach to
building trustworthy, privacy-preserving, and regulation-aware Al
ecosystems. As data sensitivity and regulatory scrutiny continue to
rise, integrating these two paradigms offers a pragmatic pathway
toward sustainable decentralized intelligence. Future research that
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focuses on scalable hybrid architectures, adaptive privacy
accounting, and lightweight consensus design, will play a pivotal
role in realizing next-generation secure Federated Learning
frameworks, capable of empowering Healthcare 5.0, smart
industries, and beyond.
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Complex networked systems provide a cornucopia of network statistics, many of which relate to
the temporal behaviour of subsystems, devices, or even individual protocol layers. Different and
flexible visualizations can play a crucial role in discovering and making patterns, relations, and
trends tangible. We developed PerfVis, a tool that visualizes timestamp data to aid in detecting
patterns and changes in the data. Although its measurement capabilities are designed for
network transmission measurements, we believe that its analysis part can also be used for other
research fields. This paper extends PerfVis from a visualization tool focused on a single type
of plot to a comprehensive analyser for timestamp data. It is suitable for evaluating complex
systems and analysing protocols. In particular, we integrate statistical output, customizable
sending patterns, and inclusion of external data sources, broadening PerfVis’s applicability in
research and operations. Case studies highlight the benefits these extensions bring and how the
tool can help analyse the system behaviour of a real 5G network and the protocol behaviour of
the Two-Way Active Measurement Protocol, another established network measurement tool.

1. Introduction

Effective analysis tools accelerate research and development cycles
by providing examination from different perspectives. Especially,
proper visualizations of data help humans quickly recognise pat-
terns, anomalies, and correlations, and grasp the underlying trends
and relationships within the data. PerfVis' has been developed as a
visualization tool for timing information, initially presented in the
1st International Workshop on Empirical Network Measurements
and Methodologies (ENMETH’25) at the 22nd IEEE Consumer
Communications & Networking Conference (CCNC) in 2025 [1].
This paper extends this work and presents new features for the tool,
supported by case studies from network transmission analysis.

Most network measurement tools primarily provide numerical
statistics and lack capabilities to present data visually in a customis-
able manner, limiting detailed analysis and interpretation. As a
visualization tool, PerfVis provides animations of an intuitive 2D
timeline visualization presenting timing data. The following recapit-
ulates the visualization idea behind this 2D timeline visualization.

The visualization is based on timestamps and utilises some pe-
riodicity i to construct the visual representation. The fundamental

visualization concept sorts all timestamps along a timeline (Fig. 1a),
segments this timeline (Fig. 1b), and arranges these segments in two
dimensions as consecutive rows within images (Fig. 1¢). Playing
these images in sequence forms a video. The dimensions of each
image are determined by the time span of a single row ¢,,,, and the
number of rows per image 71,,s.

To exploit the full potential of the visualization, it is beneficial to
assign a row duration #,,, to the dominant periodicity, which could
correspond to the sending schedule interval or to another period-
icity introduced by the underlying system. As PerfVis, by default,
uses the sending schedule interval i, the dominant periodicity can
be expressed as t,,, = ipr - i, where ipr is the intervals per row,
which relates the schedule interval to the dominant periodicity. For
short measurements the number of rows n,,,s can be chosen to fit
the full measurement in one 2D timeline visualization, for longer
measurements with live visualization it is beneficial to choose it for
a comfortable viewing frame rate, otherwise it can be chosen freely
according to preference or support of highlighting of evolvements
in the measurement.
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Figure 1: Construction principle of a PerfVis 2D timeline visualization. A one-
dimensional timeline (a) is split into parts and arranged as rows in the second
dimension (b). The final plot (c) omits the timeline itself and instead shows row
time on the x axis, adding to the accumulated time on the y axis. This visualiza-
tion highlights periodic events and deviations from the periodicity. Combining a
sequence of 2D timeline plots (c¢) to a video adds another dimension. The different
time scales represented in rows, 2D timeline plots, and a sequence of those plots
allow observations over multiple orders of magnitude.
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Figure 2: PerfVis 2D timeline visualization of a PerfVis measurement configured
with a 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the sending
device was contending with one other device. The plot uses 100 ms as row time
and presents timestamps captured by the Linux kernel on the sender and receiver
sides. The equality of packet interval and row time results in a scheduled event at the
beginning of each row. The sending side timestamps are so close to their scheduled
times that they overlap. This plot allows judgment that sending adheres closely to the
100 ms schedule and provides an impression of the delay and jitter by considering the
distance between sent and received events and the variance of the received events.

Fig. 2 shows an example of a PerfVis 2D timeline visualization
of a network transmission measurement with timestamps collected
at the sender and receiver sides. The row time is chosen to be equal
to the packet interval of the measurement, which is 100 ms. As the
sending timestamps closely adhere to the proposed sending sched-
ule, they lie on a vertical line at the very left of the plot and cover
up the green scheduled send timestamps. The receiving timestamps,
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however, are influenced by the delay and jitter of the transmission
scatter to the right of the sending timestamps. Very beneficial for
interpretability is the fact that the packet interval and correspond-
ingly the row time are much larger than the actual delay between the
sending and receiving timestamps. This means that all timestamps
belonging to a single measurement packet fall into the same row,
and no timestamps from other packets appear in that row. It should
be noted that this assumption breaks when timestamps from the
sending and receiving sides are taken from unsynchronised clocks.

The strength of the PerfVis 2D timeline visualization lies in its
ability to exploit periodicity, making it easy to identify deviations
from this periodicity visually. However, PerfVis does not care where
this periodicity originates. It might originate from the sending pat-
tern, but it might also stem from an underlying system, such as the
fixed time structure of a 5G system. PerfVis distinguishes itself
from the most commonly used network measurement tools, such
as Ping or the Two-Way Active Measurement Protocol, by con-
sidering individual timestamps directly, rather than relying solely
on aggregated metrics like delay. This granular approach enables
detailed visualization and analysis of the temporal behaviour of net-
work events, enhancing insight into network performance beyond
conventional summary statistics.

Nevertheless, while having a view of the individual timestamps
is important, retaining the statistics remains essential. This is already
demonstrated with the example in Fig. 2, where knowing the delay
is an important ingredient for interpreting the visualization. There-
fore, PerfVis has been extended with an additional analysis module.
The statistics module now complements the existing visualization
module, which produces the aforementioned visualization. The sum-
mary statistics of delay and jitter metrics generated by the statistics
module independently provide valuable qualitative and quantitative
insights for assessment, reporting, and comparison. However, when
combined with the visualization module, these statistics enable even
more profound understanding by allowing users to explore data
comprehensively and adding information beyond the limits of the
visualization. The statistics module is the key stepping stone to
gaining more profound insights.

To summarise, PerfVis introduces a novel analysis capability
by directly considering individual timestamps of events and flexi-
bly visualising them, in contrast to established tools such as Ping,
TWAMP, and OWAMP, which report aggregated metrics like RTT,
one-way delay, and jitter and thereby constrain the observable phe-
nomena. The 2D timeline visualization innovatively combines linear
and circular timeline layouts, preserving the ability to judge absolute
time while emphasising periodic structures that become immedi-
ately visible as geometric shapes. This periodic folding of time
enables a unique multi-scale perspective that supports concurrent
inspection of behaviour over multiple orders of magnitude, from
fine-grained jitter up to long-term trends. The extended statistics
module further strengthens the approach by providing established
delay and jitter statistics that enrich the visualization with quantita-
tive context, forming an analysis loop in which statistics guide how
to configure and inspect the visualization. At the same time, visually
discovered patterns can be quantified and validated within the same
tool, thus enabling advanced diagnostic tasks that are impractical
with existing tools, such as visually locating rare effects tied to spe-
cific phases of a periodic schedule and immediately assessing their
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quantitative impact on delay and jitter. Further, PerfVis has been
extended for more flexibility in three other aspects: (1) It provides
scripts to include timestamp data from specific external timestamp
sources to be integrated into the PerfVis analysis modules. This
allows for new viewing points, and the scripts serve as examples
for including even more sources. (2) The PerfVis measurement
modules support more flexible and customisable sending patterns
for their network transmission measurements. Given the diversity
of application transmission patterns, accurately modelling sending
patterns in measurement tools is critical when examining specific
network behaviours of traffic. (3) The PerfVis visualizer module
has been equipped with the ability to align timestamps in the visual-
ization to focus the analysis on relations between timestamps that
belong together. Taken together, these properties make PerfVis not
just another latency-plotting tool but a flexible and extensible anal-
ysis environment that delivers insights into timing behaviour and
periodic structures that prior network measurement tools cannot.

2. Related Work

A rich variety of research exists on tools and methodologies for mea-
suring network transmissions. Ping is probably the most established
and fundamental network diagnostic tool, measuring round-trip
time to provide baseline latency and packet loss metrics and is
widely used for network performance assessment. Although it has
been around for a long time, it is still widely used, not only for
debugging but also for latency measurement purposes, e.g. in [2].
Other established measurement protocols, such as the Two-Way
Active Measurement Protocol (TWAMP) [3], provide round-trip
time (RTT) metrics, while the One-Way Active Measurement Pro-
tocol (OWAMP) [4] focuses on one-way latency measurements.
These protocols serve as foundational latency measurement tools
but do not inherently support comprehensive visualization or multi-
point timing analysis, which are required for in-depth analysis of
complex modern networks. The insights from longitudinal 5G per-
formance studies [5] motivate our approach and raise awareness that
the methodology and tool for measurement itself have a significant
impact on the measurement result.

Moreover, with some of the new generation networks being
time-slotted systems, there are even more challenges for network
measurements to gain a comprehensive understanding of their be-
haviour [6]. Although dedicated measurement equipment and tools
are available for some technologies, such as 5G, they are often too
expensive for small labs or have limited and non-extensible visual-
ization and analysis capabilities. PerfVis provides an open-source
implementation and includes the inclusion of external data captured
by tools existing at the lab or other open-source tools, e.g., packet
captures that contain timestamp information.

Increasing the number of measurement points along a trans-
mission path enables finer-grained latency and jitter characteriza-
tion [7, 8], supporting cross-layer analyses that are essential for
modern heterogeneous networks. Our tool’s measurement does not
capture more than one interface and not more than two layers of
timestamps, but our extension integrates these ideas by enabling
the ingestion of external data for analysis, thus allowing for both
multi-layer and multi-point views. Hardware-based fine-grained
timestamping solutions, such as PASTA [9], could complement vi-
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sualization tools by improving the accuracy of timestamp capture,
thereby providing a more precise foundation for analysis.

The extension of flexible sending patterns also for measurement
tools is not solely motivated by static effects like buffers or schedul-
ing algorithms that show different performance for distinct traffic
patterns, but also by the fact that the implementation of fulfilling
quality of service requirements is becoming more dynamic when
conducted with the help of traffic classification [10, 11].

Visualization of timing data has been explored extensively in
various domains. Foundational concepts in Visualization of Time-
Oriented Data [12] emphasise the importance of multi-scale tempo-
ral perspectives and dynamic event representation. These principles
are extended in our work to enable intuitive visualization, which
can be categorised as a combination of linear and cyclic timeline
arrangements, and the animation embeds the time aspect into the
physical time as an additional dimension. Effective visualization
of network timings facilitates more efficient analysis by leveraging
human pattern recognition capabilities [13], enabling rapid identifi-
cation of anomalies and correlation of temporal behaviours across
protocol layers. Different visualizations for timing and latencies
are imaginable. For timing and timestamps, timelines are a straight-
forward approach also used for PerfVis and examined in [14]. For
latencies, PerfVis relies on a combination of conservative plots.
An interesting approach, utilising heatmaps, is presented in [15].
Live visualization and interaction further aid exploration of complex
timing relations, as demonstrated in prior work [16, 12].

The metrics used by our statistics module are basic delay and
jitter metrics. RFC 7679 [17] introduces the one-way delay metric
with general issues regarding time and corresponding definitions of
clock uncertainties. RFC 5481 [18] defines the packet delay varia-
tion metrics, and the jitter metric used is defined in RFC 3550 [19].
While [20] argues that aggregate metrics in a coarser resolution
might be sufficient for an ISP, deep inspection of single traces re-
quires a more fine-grained approach.

3. Tool Extensions

PerfVis is designed as a flexible and extensible platform for provid-
ing intuitive visual and, by now, also statistical insights into timing
structures. By supporting the visualization of timestamps, delays,
and jitter, PerfVis enables comprehensive analysis. Coming from
the field of network measurements, PerfVis provides means to cap-
ture network transmission measurements across protocol layers, but
the visualization can also be fed with other timestamp data. Before
detailing the extensions to the PerfVis modules, the following sub-
section recaps the data that PerfVis works with and introduces the
additional data sources that can be included.

3.1. External Timestamp Sources

3.1.1. Timestamp Data

PerfVis uses timestamps to create its visualization and statistics. In
principle, timestamps can originate from different layers and devices
and may have distinct timing references. More timestamps collected
along the packet’s path provide a more comprehensive view of its
network transmission in terms of timing. Timestamps should be
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consistent so that computing differences between them is valid. To
calculate delay and jitter metrics, at least two timestamps, thus a
pair, per packet have to be available. Nevertheless, the base data
remains the individual timestamps, not the aggregated metrics.
PerfVis measurements record timestamps from both the sending
and receiving ends of transmissions, thus collecting pairs of times-
tamps. The PerfVis visualization and statistics capabilities currently
operate on a set of up to three pairs of timestamps. Provided that all
timestamps are mutually consistent, external timestamps can be used
freely, either alone or alongside natively captured ones. When this
requirement cannot be guaranteed, subsets of timestamps that fulfil
the consistency criterion may be used for separate visualization.

3.1.2. Integration Concept

External timestamp sources enable the analysis of PerfVis measure-
ments from a different perspective, such as different nodes than
the end nodes that run the PerfVis sender and receiver. Timestamp
sources might be intermediate nodes on the transmission path that
create packet captures; thus, with one measurement, different sec-
tions of the path can be investigated. In case measurements from
a different network layer are available from an external tool, these
could enable further cross-layer diagnosis. Another, maybe even
more interesting, external timestamp source is traffic from a different
network measurement tool or application.

The investigation of external timestamp sources with the PerfVis
analysis modules relies on transforming the external data into a for-
mat that they can process. To support this integration, external data
must have a periodic structure to exploit the PerfVis visualizer’s
potential fully and contain identifiable pairs of related timestamps,
typically identified by sequence numbers, to calculate the statistics.

3.1.3. Integration Implementation

The PerfVis analysis modules read timestamps from NPZ files,
which are simply NumPy? structured arrays saved using the corre-
sponding save function. This means that simple Python scripts that
arrange external data as NumPy structured arrays and save them for
PerfVis are sufficient to integrate external timestamp sources. The
structure that the arrays need to have can be derived from the PerfVis
implementation and the example conversion scripts provided.

At the time of writing, two transformation scripts are provided.
The first transforms PCAP files from PerfVis measurements into
input files for the visualizer. The packet capture that produces the
PCAP file can originate from any intermediate node along the path
of the PerfVis measurement. The capture does not have to contain
all timestamps that form the timestamp pairs; it can also contain
only one set of timestamps to be finally combined with the original
output of the PerfVis sender or receiver.

The second script transforms a PCAP file of a TWAMP measure-
ment into input files for the visualizer. As TWAMP does round-trip
measurements, an intuitive approach is to take the sending and
receiving timestamps on the device that runs the TWAMP sender.
If only one way should be analysed, this is also possible by tak-
ing packet captures on the device of the TWAMP sender and the

2https://numpy.org

TWAMP reflector. These are two examples, but also other external
data, possibly not even stemming from network measurements, can
be transformed similarly.

3.2. PerfVis Modules

PerfVis is implemented in Python and is organised into modular
components supporting multiple operational modes. The measure-
ment modules, sender and receiver, are responsible for collecting
timestamps through one-way network transmissions. The analysis
modules include the visualizer and the statistics module. PerfVis
supports both intermittent measurement mode (Fig. 3a) and live
measurement mode (Fig. 3b), enabling a range of experimental and
analytical workflows. The module updates were implemented as
part of a Bachelor thesis, demonstrating PerfVis’s extensibility for
research projects’.

3.2.1. Sending Schedules in Measurement Modules

The sender and receiver modules send measurement packets ac-
cording to some predefined schedule and record timestamps for
each packet at their side. The most straightforward schedule is
the periodic sending pattern, which uniformly spaces packets by a
configured interval, as demonstrated in the WiFi example in Fig. 2.
It is important to note that executing a schedule should not depend
on the processing time. Thus, events should be triggered by a clock,
not just by the time between events, as this will nearly always
accumulate errors and cause increasing deviation from the schedule.

The PerfVis sender module has been extended to provide a
broader range of predefined schedules for transmitting measurement
packets. Because the 2D timeline visualization in PerfVis relies
on periodicity to develop its full potential, all supported sending
patterns are repeated periodically. The new sending schedules allow
the adaptation of sending patterns to simulate application traffic or
test network behaviour under different burst sizes within a single
measurement. The following introduces the new sending patterns
and illustrates each with an example.

sender receiver
. measurement -
v :
visualizer statistics

®

sender receiver
. measurement -

JCP TCP

visualizer

(a) (b)

@,

Figure 3: Operation modes of PerfVis. (a) In intermitted mode, sender and receiver
save their measurement data to a file; afterwards, the visualizer and statistics modules
can read the files. The visualizer can provide a video or an animation; the statistics
module can provide numerical commandline output or statistics graphs. (b) In live
mode, sender and receiver send the measurement data directly to the visualizer,
which views an animation.

3Bachelor thesis supervised by the authors: Felix Weber, ’Enhancing PerfVis for Comprehensive Network Analysis’, Saarland University, 2025
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Figure 4: PerfVis 2D timeline visualization of a PerfVis measurement over a 5G link
and configured with a sending pattern of 10 ms periodicity and an increasing shift of
0.1 ms. The sending pattern systematically sweeps 100 points in a row, which makes
it evident that the receiving side timestamps, accumulating into vertical lines, clearly
show the influence of the underlying 5G link with its 10 ms frame structure.
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Figure 5: PerfVis 2D timeline visualization of a PerfVis measurement over a 5G link
and configured with a sending pattern of one burst every 50 ms alternating between
5 and 20 packets per burst. The visualization with 100 ms row time shows two
bursts per row: 5 packet bursts on the left and 20 on the right. It reveals that the
5-packet bursts experience a larger delay than the 20-packet bursts, and that both are
transmitted using two transmission opportunities as they accumulate at two receive
points per burst.
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Modified periodic schedule The simple periodic sending pattern
can be modified by adding linearly increasing or random temporal
shifts within the configured packet interval. The linear shifting im-
plementation is motivated by the need to emulate precise schedules
with small packet intervals (e.g., Figure 8 in [1]) that may otherwise
overwhelm network paths or packet capture capabilities. Linear
shifts allow hitting specific schedule points at larger intervals, by-
passing these problems. Random shifts might be helpful if random
behaviour is to be tested or structures are not yet fully known.

Fig. 4 shows an example where sending timestamps are linearly
shifted by 0.1 ms per 10 ms interval. The display of scheduled send
times in green at the very left of the plot does not account for the
shift but only the interval. The actual send times, however, are
shifted and thus appear as tilted lines. The actual shift can also be
derived from the angle of the tilt. A new tilted line starts every 1s,
which can be seen on the y-ordinate. With the packet interval of
10 ms, this leads to 100 measurement packets per second and as
the shift ranges over the 10 ms on the y-ordinate in that time of 1 s,
the shift can be calculated as the range devided by the number of
measurement points, which results in % = 0.1ms. Due to the
5G TDD pattern, packet reception clusters into two occasions every
10 ms, appearing as two vertical lines in the visualization.

Bursty schedule Bursty sending patterns alter the simple periodic
pattern by transmitting different numbers of packets in the con-
figured interval. It is implemented by accepting arrays indicating
packet counts for succeeding intervals, including the possibility of
0 packets in an interval. With this, quite complex sending patterns
can be realised.

Fig. 5 illustrates a burst pattern with two bursts every 50 ms over
the same 5G link as the measurement for Fig. 4. The first burst con-
tains 5 packets and appears at the left of the plot, the second burst
contains 20 packets and appears in the middle of the plot. With this,
the network behaviour under bursts can be tested. In this example,
the 5G network uses two transmission opportunities to transmit the
5 packet burst, but also requires only two transmission opportunities
for the 20 packet burst, as indicated by the two points at which
the receive timestamps accumulate after each burst transmission.
To extract this conclusion from Fig. 5, the maximum delay being
less than 50 ms is required as additional information. Actually, it is
37.1050 ms here, which can be extracted from the statistics module
introduced in Section 3.2.3.

3.2.2. Alignment in the Visualizer Module

The task of the visualizer module is to create animations or videos
of the 2D timeline visualization following the visualization concept
illustrated in Fig. 1c. The visualizer module has been extended by
an alignment functionality that enables artificially shifting some
timestamps to a fixed schedule. If different timestamps have been
collected for each packet, a single collection point is chosen for
alignment. The timestamps from this chosen collection point then
determine the shift for all timestamps of the corresponding packet,
ensuring that the relations between timestamps for one packet re-
main unchanged after the alignment. Alignment helps in judging
relations between timestamps and is showcased in Section 4.2.
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3.2.3. Statistics Module

Although visualization of timestamps provides valuable insights,
combining statistics with the visualization empowers users to move
beyond pattern recognition and gain even deeper insights. The ca-
pability of providing statistical output also makes PerfVis suitable
for a broader range of use cases, including protocol evaluation,
performance comparisons, and operational troubleshooting. The
statistics output allows PerfVis to be used as a simple alternative
to other statistical analysis tools, but offers the option to visualize
results, e.g., in cases of unexpected statistical values. The statistics
output further provides a quantitative basis for result reporting and
enables objective comparisons both across different measurements
and between distinct measurement tools.

The new PerfVis statistics module calculates key metrics for
each packet, namely delay, packet delay variation, inter-packet delay
variation, and jitter. The calculation is based on a pair of timestamps
for each packet and yields a stream of values that can be further
processed. For a measurement, multiple streams can be calculated
for different metrics and different pairs of timestamps, if more than
one pair is available.

The statistics module provides two options for processing
streams: printing a numerical summary of streams to the command
line or presenting a stream graphically in a plot showing the metrics’
progression over the course of the measurement and the distribution.
At the time of writing, statistics output is not implemented for the
live visualization of ongoing measurements, but only for completed
measurements. The following provides a brief introduction to the
metrics and the module’s two outputs, each with an example.

Metrics As expected, the delay is the time between two times-
tamps. In our case, most of the time, that will be the time it takes for
a transmission to travel between the sending and receiving nodes
on the same network layer. When #; and #, are the first and second
timestamps captured for a packet, then the delay is the difference
between these two timestamps.

D=t-1

For further analysis, the delay is not restricted to the timestamps
on the sending and receiving sides at the same layer. However, it
can also be any combination of two timestamps for a packet, thus
providing insight into processing delays from one network layer to
another, as long as respective timestamps are available.

The packet delay variation (PDV) is a measure of how much the
delay differs from a reference delay D,y.

PDV(i) = D(i) = Dy

Usually, the reference delay is chosen as the minimum delay that
occurs in a measurement D,,r = Dy, as defined in [18]. This is also
the default case for PerfVis, although the reference delay can be set
differently if desired.

The inter-packet delay variation (IPDV) is a measure of the dif-
ference between the delay of a packet and the delay of the previous
packet in a sequence.

IPDV(i) = D(i) - D(i — 1)
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As noted in [18], the mean should usually be zero, but could deviate
from zero in case of delay change over time or clock drift in case
timestamps stem from different system clocks.

Different formulas are specified under the jitter term; we are
using the definition of the Real-time Transport Protocol (RTP) [19].

J@) =a-|IPDV@I+(1 -a)-J(i-1)

The RTP RFC sets a = 11—6 PerfVis also uses this as a default, but
allows customisation of both « and the jitter value to start with for

the first packet.

Commanline Statistics Summary To summarise a set of statis-
tics streams for a measurement, a set of the following functions
can be chosen: min, max, mean, median, 95th percentile, 99th per-
centile, standard deviation, span, and last value, and the results are
printed to the command line in a table.

Commandline Output 1 shows the statistics of the Wi-Fi exam-
ple from Fig. 2. In addition to the statistics for the kernel layer,
it lists the statistics for the Python application layer that are not
visible in Fig. 2 because the kernel layer timestamps occlude the
application layer timestamps, as their time difference is too small to
be visible.

Statistics Plots The statistics plots that visualize a single stream
of a specific metric. These plots can provide further insights into
development over time or distribution. Apart from the value plot
in the centre, a histogram on the right illustrates the distribution,
and boxplots at the bottom give insight into how the distribution
changes over time.

Statistics for the full transmission in ms
200 packets sent at 160.8 Bytes/s - 200 received at 160.8 Bytes/s
with 0.0 percent loss (0 lost).

Fom - e e i +
| sort® | sortl | DELAY |
| | | MIN | MEAN | MAX | STD |
Fom - e e e e L L e e T +
|Python Sent |Python Received | 1.1349 | 5.0051 | 13.7789 | 2.7554 |
|Kernel Sent |Kernel Received | 1.1287 | 4.9972 | 13.7723 | 2.7555 |
B e e e e L E R e e e L e LB e et +
| sort® | sortl | PDV |
| | | MIN | MEAN | MAX | LAST |
B et et e LR e R e L P LT e e e T +
|Python Sent |Python Received | 9.0000 | 3.8701 | 12.6439 | 2.4969 |
|Kernel Sent |Kernel Received | 9.0000 | 3.8684 | 12.6436 | 2.4948 |
e e L e e e e - +
| sort® | sortl | IPDV |
| | | MIN | MEAN | MAX | LAST |
B it LT e S it A +
|Python Sent |Python Received |-10.5464 | -0.0045 | 9.8375 | -0.9985 |
|Kernel Sent |Kernel Received |-10.5455 | -0.0045 | 9.8362 | -1.0008 |
o e e i ettt +
| sort® | sortl | JITTER |
| | | MIN | MEAN | MAX | LAST |
e e e LS LR L S e E L S PR EE S D e e L S LR T S +
|Python Sent |Python Received | 0.0000 | 2.7118 | 4.0393 | 2.9834 |
|Kernel Sent |Kernel Received | 0.0000 | 2.7121 | 4.0389 | 2.9835 |
B e e e e L E R e e e L e LB e et +

Commandline Output 1: PerfVis statistics output for a PerfVis measurement con-
figured with a 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the
sending device was contending with one other device (same measurement presented
in Fig. 2). The commandline output reports the data rate and loss of the measurement
above the table, and the delay and jitter metrics for different timestamp pairs in the
table. In this case, the timestamp pairs are the sending and receiving side timestamps
from the Python application layer, as well as the kernel timestamps.
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Figure 6: PerfVis delay plot of a PerfVis measurement configured with a 100 ms
packet interval over a Wi-Fi 5 (802.11ac) link on which the sending device was
contending with one other device (same measurement presented in Fig. 2 and Com-
mandline Output 1). The PerfVis statistics plot consists of three combined plots. The
centre plot shows individual delays; the bottom plot allows judging the evolution
over time; and the right plot provides insight into the overall distribution of delays.
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Figure 7: PerfVis jitter plot of a PerfVis measurement configured with 100 ms packet
interval over a Wi-Fi 5 (802.11ac) link on which the sending device was contending
with one other device (same measurement presented in Figs. 2 and 6 and Comman-
dline Output 1). PerfVis provides the statistics plot for all delay and jitter metrics.
This jitter plot highlights the visualization of a metric evolving over time.

The centre plots report the values of the metric over the sequence
number of the packets, which usually increases over the course of
the measurement and thus corresponds to the course of time. As
this scatter plot can be challenging to grasp, summaries for bins in
both ordinates are provided, making it more accessible.

Boxplots on the bottom complement the course of time on the
x-axis. The boxes themselves provide the 25th and 75th percentiles,
and the line in the middle is the median. The whiskers are based on
the 1.5 interquartile range, and circles denote outliers.

The bar chart on the right gives the number of values that fall
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into the specific bin on the y-axis. This provides some more infor-
mation about the distribution of the metric.

The Figs. 6 and 7 show the kernel layer delay and jitter plots of
the Wi-Fi example, respectively, corresponding to Fig. 2 and Com-
mandline Output 1. The boxplots in Fig. 7 show that the jitter first
has to approach some meaningful value from the starting value of
0. While the statistics in Commandline Output 1 indicate that the
kernel delay mean is approximately 5 ms, the bar chart in Fig. 6
shows that the bin centred around 3 ms contains the most delay
values.

4. Case Studies

The following two use cases highlight how the presented extensions
can provide further insights into network or protocol behaviour. The
first case sheds light on 5G scheduling and utilises the statistics
output and plots in combination with the PerfVis 2D timeline visu-
alization. The second case illustrates some key characteristics of
the TWAMP protocol and demonstrates the inclusion of TWAMP
data into PerfVis, highlighting the applications of the visualization
alignment and the usage of summary statistics.

4.1. 5G Scheduling

The measurement over a 5G link presented in Fig. 4, combined
with the statistics output and plots, provides additional insights.
The 5G system underlying the 5G measurements in this paper is
a 5G campus network that consists of a dedicated hardware radio
access network and a research and development core in software,
developed in Europe. The 5G link in this measurement is config-
ured with a 7:3 dual period TDD slot pattern " DDDSUDDSUU’
of downlink slots D’ uplink slots *U’ and special slots ’S’. The
special slots contain another 10 downlink OFDM symbols, 2 guard
period OFDM symbols and 2 uplink OFDM symbols in that order.
The TDD slot pattern is repeated twice in a 10 ms 5G frame, which
leads to 4 sections in a 5G frame where uplink is possible. When
reviewing Fig. 4 with this knowledge that the measurement is per-
formed in the uplink direction, it is surprising that only two of the
uplink sections available in a 10 ms 5G frame are used, and one of
them even quite rarely. When opting for low network delays, this
PerfVis measurement clearly shows that the 5G system does not
operate ideally to accomplish low delays.

With the statistical information, even more insights into the
scheduling of the 5G system can be gained. The PerfVis 2D time-
line visualization does not give information about the delay. The
statistics commandline output provides a minimum of 1.3164 ms,
a mean of 11.8884 ms and a maximum of 32.3745 ms. With the
maximum delay, it can be inferred that the packets are transmitted
within the first 3 5G frames after their transmission, and an IPDV
mean of 0 indicates that the delay is not generally increasing or
decreasing over time.

Having a closer look into the PerfVis PDV plot in Fig. 8, and
assuming that the minimal delay in the measurement is roughly
the minimum delay that can be acheived over the 5G link in this
configuration, it becomes clear that the vast majority of packets
is transmitted in the following 2 5G frames after sending, as their
delay differes up to 20 ms from the minimal delay. The PDV values
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exhibit a structure of descending lines, which aligns with the fact
that a shifting sending pattern is employed (see Fig. 4).

The PerfVis IPDV plot in Fig. 9, however, reveals another in-
teresting insight. The IPDV values are mainly 10 ms and —10 ms
and only very rarely O ms. This means that packets that follow each
other are nearly never transmitted in the same 5G frame, but rather
alternately in the next or the second next 5G frame. This unexpected
scheduling behaviour is an interesting subject for further research.

PDV Values Stream between Kernel Sent and Kernel Received
Sequence Number
1

0 400 800 200 1600 1999

PDV Values in ms

30 o 100 200
Number of packets (per value range)

PDV Values in ms

400 800 1200 1600 1999
Sequence Number Ranges

Figure 8: PerfVis PDV plot PerfVis measurement over a 5G link and configured
with a sending pattern of 10 ms periodicity and an increasing shift of 0.1 ms (same
measurement presented in Fig. 4). The shift of the sending time and the 5G link that
accumulates the receive times causes a tilted line pattern in the PDV plot. The PDV
being mainly in the range of O ms to 20 ms means that the sending usually varies
over two 5G frames.
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Figure 9: PerfVis IPDV plot PerfVis measurement over a 5G link and configured
with a sending pattern of 10 ms periodicity and an increasing shift of 0.1 ms (same
measurement presented in Figs. 4 and 8). The IPDV reveals that our 5G radio access
network alternately schedules packets for the next and second next 5G frames.
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4.2. TWAMP Measurement

This example demonstrates the use of TWAMP measurement packet
capture to provide PerfVis visualizations and statistics, which re-
quires an external timestamp source. The Two-Way Active Mea-
surement Protocol (TWAMP) [3] is an open protocol for round-trip
network measurements. The measurement is conducted between
two hosts, with one assigned the role of the session sender and the
other assigned the role of the session reflector. TWAMP builds
on the One-Way Active Measurement Protocol (OWAMP) [4] but
offers to account for processing delays at the session reflector. The
configuration of the TWAMP measurement presented here is as
closely comparable to the PerfVis measurement in the Section 3.2.3.
This means that it is configured with a packet interval of 100 ms and
is conducted over the same WIFI link with one contending device.

When comparing the PerfVis visualization of the PerfVis mea-
surement in Fig. 2 with the PerfVis visualization of the TWAMP
measurement in Fig. 10, it is evident that the TWAMP measurement
shows a drift for the sending timestamps already. The artificial
scheduled send times are just an assumption due to the configura-
tion of a 100 ms interval for the TWAMP measurement. The reason
is that TWAMP does not adhere to a fixed schedule and presum-
ably does not account for its own computation time at the session
sender. The TWAMP RFC even mentions that the packet timing is
not important: “Since the send schedule is not communicated to the
Session-Reflector, there is no need for a standardised computation
of packet timing” [3]. With time-slotted systems like 5G in mind, a
fixed sending schedule, however, makes it much easier to investigate
system effects in a controlled manner.

All Timestamps
Row Time

+0s +20 ms +40 ms +60 ms +80 ms +100 ms
0s L L L L

2,55 r

551 r

~N

5

n
L
T

10 s r

Accumulated Row Times

12.5s1 r

155 r

17.5s r

20 s 1 T T T T T

Scheduled Send Time, e Kernel Sent Time, « Kernel Received Time

Figure 10: PerfVis 2D timeline visualization of a TWAMP measurement configured
with 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the sending
device was contending with one other device. The link is the same as the Wi-Fi
example from before, but the measurement protocol differs. TWAMP does not adhere
to a fixed schedule, and thus the line of the send timestamps drifts away from the
expected sending times of the configured 100 ms.
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Figure 11: PerfVis delay plot of a TWAMP measurement configured with 100 ms
packet interval over a Wi-Fi 5 (802.11ac) link on which the sending device was
contending with one other device (same measurement presented in Fig. 10). The
drift from the expected schedule is not observable in the delays, which are the basis
of most network measurement tools.
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Figure 12: PerfVis aligned 2D timeline visualization of a TWAMP measurement
configured with 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the
sending device was contending with one other device (same measurement presented
in Figs. 10 and 11 and Commandline Output 2). This visualization aligned the kernel
send timestamps in Fig. 10 with the expected schedule, namely the beginning of
the row. After alignment, the absolute time of events is no longer correct. Still, the
relative time between events that belong together, i.e., to the same packet, is kept
constant to make it easier to judge delay and jitter metrics from the 2D timeline plot.

From Fig. 10 it is also easy to see that the drift is roughly 10.5 ms
over the course of the measurement, and it is easy to calculate that
it shifts about 50 us for each of the 200 packets. In fact, it is not
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observable through the delay and jitter metrics that the measurement
does not adhere to a fixed schedule, as these metrics are independent
of the specific sending time (see Fig. 11). Also, the mean of the
IPDV is roughly 0. A non-zero mean of the IPDV could indicate
shifts in the delay but not in the sending pattern.

If the external tool, whose data is used for PerfVis, also provides
statistical output, PerfVis can be used to provide additional metrics
and to cross-check the statistical values with each other. The out-
put from TWAMP itself (see Commandline Output 2) shows very
similar values for delay and jitter compared to the PerfVis statistics
output ( Commandline Output 3). Slight differences exist between
them due to the different origins of the timestamps, specifically from
the TWAMP application and the kernel-layer packet capture used
for the PerfVis statistics.

In this example, where the TWAMP measurement shows a drift
in the PerfVis 2D Timeline visualization, the new alignment func-
tionality can help in judging delays and comparing them to results
without drifts. Fig. 12 shows the aligned version of Fig. 10. The
alignment shifted all send timestamps to the supposed send times of
the artificial schedule. With this alignment, the relationship between
the timestamp pairs is more obvious and can be compared to Fig. 2,
which contains the PerfVis measurement, which adheres to a fixed
sending schedule on its own. Due to TWAMP being a two-way
measurement protocol, the delays between send and receive events
in Fig. 10 are further apart than in Fig. 2 with the PerfVis one-way
measurement.

Round time delay jitter: 3.897239ms
Average round trip time: 10.591315ms
RT Lost packets: /200, RT Loss Ratio: 0.00%

Commandline Output 2: TWAMP statistics output for a TWAMP measurement
configured with 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the
sending device was contending with one other device (same measurement presented
in Figs. 10 and 11). The measurement tool’s output can serve as a cross-check for
the later PerfVis analysis.

Statistics for the full transmission in ms
200 packets sent at 1.6 KB/s - 200 received at 1.6 KB/s
with 0.0 percent loss (0 lost).

e e e et T e e e +
| sort® | sortl | DELAY |
| | | MIN | MEAN | MAX | STD |
e e e e L e e e +
|Kernel Sent |Kernel Received | 4.2517 | 10.5711 | 22.1464 | 3.8976 |
oo e e b +
| sort® | sortl | PDV |
| | | MIN | MEAN | MAX | LAST |
oo mm e b +
|Kernel Sent |Kernel Received | 9.0000 | 6.3194 | 17.8947 | 5.8513 |
oo e e e LTS e +
| sort@® | sortl | IPDV |
| | | MIN | MEAN | MAX | LAST |
B et e et +
|Kernel Sent |Kernel Received |-14.1508 | -0.0095 | 15.8029 | 0.7409 |
B T o m oo b +
| sort® | sortl | JITTER |
| | | MIN | MEAN | MAX | LAST |
e e e e L e e +
|Kernel Sent |Kernel Received | 0.0000 | 4.1356 | 5.9353 | 3.8720 |
e et T e e T R b +

Commandline Output 3: PerfVis statistics output for a TWAMP measurement con-
figured with 100 ms packet interval over a Wi-Fi 5 (802.11ac) link on which the
sending device was contending with one other device (same measurement presented
in Figs. 10 to 12 and Commandline Output 2). The PerfVis output provides an
extensive set of statistics complementing the tool’s output.
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4.3. Reproducability Details

To facilitate reproduction of the measurements presented in this
paper, the following details specify the hardware, software, and
measurement setup used in our case studies.

The measurement setup comprises a server, called LabServer,
connected to a 5G router that acts as a client for 5G or Wi-Fi. For 5G
measurements, the 5G router connects through the 5G RAN to the
5G Core running on a server, called CoreServer, which is connected
back to the LabServer via Ethernet. For Wi-Fi measurements, the
5G router instead connects to another Wi-Fi router connected to the
LabServer via Ethernet. For Wi-Fi contention, a laptop also con-
nects to the Wi-Fi router and generates traffic by executing Iperf3.
The measurement commands are executed in two separate LXC
containers on the LabServer for the PerfVis sender and receiver or
the TWAMP client and reflector. This way, the two containers share
the same hardware clock, and clock synchronisation is not an issue.

All measurement commands, raw NPZ files, and PCAP captures,
as well as 5G and Wi-Fi link configuration details, are available in
the PerfVis Git Repository.*

Table 1: Reproducibility Hardware and Software Specifications

Component Specification/Details
Hardware

LabServer CPU AMD Ryzen 9 9950X; 60GiB RAM,;
2 Ethernet on ASUS ProArt B650-Creator;
Proxmox version 8.4.14 (running kernel:
6.8.12-10-pve)

LXC Containers  Ubuntu 24.04.3 LTS (GNU/Linux
6.8.12-10-pve x86_64); 4 CPUs; 2GiB
RAM

5G Router Milesight UR75-504AE-P-W2 V1.2;
Firmware 78.0.0.4

5G RAN Huawei BBU5900; Huawei RRU5836E

5G Core Fraunhofer Fokus Open5GCore; deployed
in LXC containers

CoreServer DELL PowerEdge R640Intel Xeon Gold

6246; 46GiB RAM; Intel Network Adapter
X710-DA4; Proxmox version 8.4.14
(running kernel: 6.8.12-10-pve)

Wi-Fi Router D-Link DIR-X1560

Laptop Lenovo L13 Yoga; MediaTek MT7921
Wireless Network Adapter; Manjaro Linux
(kernel 6.6.107-1-MANJARO)

Software

Python version 3.12.3

PerfVis Git tag ’astesj25’

TWAMP implementation by Emma Mirica’ (adapted
for additional commandline output)

TShark version 4.2.2

Iperf3 version 3.19.1

5. Conclusion

With its visualization, PerfVis provides means to view timestamp
data in new ways, and the extensions presented in this paper make
it a dynamic tool for experimental network analysis or protocol
evaluation. Scripts for incorporating data from external timestamp
sources into the visualization offer new perspectives. The enhanced
visualization gives more degrees of freedom in customising the
visual representation, and the new statistics module closes the gap
to traditional tools that primarily provide output in numbers. The
case studies demonstrated that combining PerfVis 2D Timeline visu-
alisation with statistics as summaries and graphs can provide deep
insights into otherwise hidden structures.

We plan to develop the tool further, adding more options on
how the animation or video fills up frames with data, e.g. a sliding
mode that we might associate with other monitoring tasks, as well as
usability in terms of user interface and interactivity and supporting a
more modular approach for including a larger number of timestamps
from multiple layers and sources at the same time.

PerfVis, with its underlying visualization and analysis ideas, pro-
vides help and inspiration for network engineers and researchers to
deep dive into specific network behaviours. The analysis part is also
open for timing data from other areas not related to transmission
network analysis.
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The rapid proliferation of drones across various industries has introduced significant challenges
related to privacy, security, and noise pollution. Current drone detection systems, primarily
based on visual and radar technologies, face limitations under certain conditions, highlighting
the need for effective acoustic-based detection methods. This paper presents a unique and
comprehensive dataset of drone acoustic signatures, encompassing 32 different categories
differentiated by brand and model. The dataset includes raw audio recordings, spectrogram plots,
and Mel-frequency Cepstral Coefficient (MFCC) plots for each drone. Additionally, we introduce
an interactive web application that allows users to explore this dataset by selecting specific
drone categories, listening to the associated audio, and viewing the corresponding spectrogram
and MFCC plots. This tool aims to facilitate research in drone detection, classification, and
acoustic analysis, supporting both technological advancements and educational initiatives. The
paper details the dataset creation process, the design and implementation of the web application,
and provides experimental results and user feedback. Finally, we discuss potential applications

and future work to expand and enhance the project.

1. Introduction

The rapid proliferation of drones in various industries such
as delivery, surveillance, agriculture, and entertainment has in-
troduced significant challenges and opportunities. While drones
offer numerous benefits, their widespread use has also raised con-
cerns regarding privacy, security, and noise pollution. Unautho-
rized drone activity can lead to breaches of privacy and potential
security threats, while drones contribute to environmental noise
pollution, affecting human health and wildlife. Current drone
detection systems primarily rely on visual and radar-based tech-
nologies, which face limitations under poor visibility or in cluttered
environments. Acoustic-based detection presents a promising com-
plementary approach, but there is a notable lack of comprehensive
acoustic datasets encompassing a wide range of drone models and
operational conditions. This gap hinders the development of robust
detection algorithms and effective noise mitigation strategies. Ad-
ditionally, there is a need for interactive tools to facilitate research
and education in drone acoustics.

lhttps ://mackenzie- jane.github.io/drone-visualization/
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This journal paper extends our previous work on drone visual-
ization, which was presented in the 2024 Artificial Intelligence x
Humanities, Education, and Art (AIxHeart 2024) Conference [1].
To address these challenges, we present a novel dataset compris-
ing audio recordings, spectrograms, and Mel-frequency Cepstral
Coeflicient (MFCC) plots for 32 different drone categories, differ-
entiated by brand and model. Alongside this dataset, we introduce
an interactive web application designed to allow users to explore
the data intuitively. Users can select specific drone categories, lis-
ten to the associated audio recordings, and view the corresponding
spectrogram and MFCC plots. This tool aims to enhance research
capabilities in drone detection, classification, and acoustic analy-
sis, support noise mitigation efforts, and serve as an educational
resource. The publicly available website can be found online !

The rest of this paper is organized as follows: Section 2 pro-
vides a detailed review of the literature related to drone acoustic
detection, classification, and noise pollution, as well as existing
datasets and interactive tools. Section 3 describes the dataset, in-
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cluding methods of data collection and the formats of the audio
recordings, spectrograms, and MFCC plots. Section 4 discusses
the design and implementation of the visualization web application,
outlining its user interface and backend architecture. Section 5
presents experimental results, including an analysis of the dataset
and user feedback on the web application. In Section 6, we explore
potential applications of our dataset and tool, and outline future
work to expand and enhance the project. Finally, Section 7 con-
cludes the paper, summarizing our contributions and the impact of
our research.

2. Literature Review

The rapid growth of drone technologies and acoustic sensing
capabilities has sparked a diverse body of research spanning de-
tection techniques, sensing modalities, dataset development, and
interactive tools for education and exploration. This section pro-
vides a structured review of prior work in seven key areas. We
begin by summarizing general audio-based detection methods, fol-
lowed by vision-based and radar-based approaches, each offering
unique benefits and limitations. We then review detection systems
based on radio frequency signatures and explore available datasets
designed to support classification and benchmarking tasks. Fi-
nally, we highlight interactive tools that promote hands-on learning
and simulation-based exploration in both formal education and
public-facing research platforms.

2.1. Audio-Based Methods for UAV Detection

Acoustic sensing offers a unique, low-cost, and passive modal-
ity for unmanned aerial vehicle (UAV) detection, particularly ef-
fective in scenarios where visual or radio frequency based systems
may be limited by occlusion, range, or signal interference. When
drones operate, their motors and rotors emit characteristic sounds
that vary across models, providing an opportunity to capture dis-
tinctive audio fingerprints. These acoustic signatures can be used
not only for detection but also for identification and classifica-
tion, especially when represented using time-frequency features
such as spectrograms and Mel Frequency Cepstral Coeflicients
(MFCCs) [2, 3].

Several studies have leveraged these acoustic characteristics to
build UAV detection datasets and evaluate various signal process-
ing pipelines. In [2], the authors compared five feature extraction
techniques available in the Librosa Python library—MFCCs [4],
chroma, Mel spectrograms, spectral contrast, and tonnetz—applied
to audio recordings collected from DJI Phantom 4 and EVO 2 Pro
drones, along with environmental noise samples. Their analysis
revealed that combining multiple acoustic features significantly
enhanced the discriminative capacity of the data.

Other researchers have explored real-time detection potential
and robustness to noise. In [5], the authors studied UAV detec-
tion within a 150 meter range using Gaussian Mixture Models
(GMM), Convolutional Neural Networks (CNN), and Recurrent
Neural Networks (RNN). They augmented drone recordings with
environmental sounds and evaluated MFCC and Mel spectrogram
features. Their results confirmed that acoustic signal fidelity de-
grades beyond 150 meters, reinforcing the importance of proximity
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in audio based systems.

In [6], the researchers used Short Time Fourier Transform
(STFT) features with CNNs to evaluate detection accuracy and
false alarm rates in open air environments. Their dataset, built
from hovering Phantom 3 and Phantom 4 drones, achieved high
detection rates exceeding 98% and a low false alarm rate of 1.28%,
showcasing the utility of normalized time-frequency features for
clean drone recordings.

To address data scarcity, [7] generated synthetic UAV audio us-
ing Generative Adversarial Networks (GANs). Their hybrid dataset
supported both binary classification (drone versus noise) and multi-
class identification tasks. CNN, RNN, and CRNN models trained
on this augmented corpus demonstrated improved generalizability,
highlighting the potential of synthetic data for expanding UAV
sound libraries.

More recently, [8] introduced a self-supervised learning frame-
work to mitigate the limitations of label dependent models. Their
approach transforms drone audio into MFCC-based image repre-
sentations and applies SimCLR, a contrastive learning algorithm,
to learn generalized latent features. Without requiring labeled data,
their model achieved classification accuracy on par with supervised
baselines—reaching a top-1 accuracy of 87.91%. Notably, the
system generalized to unseen drone types, demonstrating strong
potential for scalable and adaptive drone detection in real world
settings.

Collectively, these studies emphasize the need for diverse, well
annotated, and context rich UAV acoustic datasets to support future
research in drone detection and sound based classification. Our
work builds upon this foundation by providing a comprehensive
dataset of 32 UAV classes with corresponding MFCC and Mel
spectrogram visualizations, aimed at enabling both analytical ex-
ploration and educational applications through an interactive web
tool.

2.2. Vision Based Methods for UAV Detection

Computer vision has emerged as one of the most widely
adopted approaches for UAV detection and classification due to the
proliferation of cameras and advances in machine learning based
image analysis. Vision based systems rely on optical or infrared
imagery to locate and identify drones based on their shape, motion
patterns, and appearance. However, they face challenges in low
light conditions, visual occlusion, and adverse weather.

In [9], the authors developed an end to end object detection
framework using the You Only Look Once (YOLO) architecture,
a real-time single shot detector built on convolutional neural net-
works (CNNs). Their system was trained using a dataset composed
of bird and drone images embedded in varied backgrounds to sim-
ulate real world variability. The trained model demonstrated high
precision and recall (both at 0.9), confirming the feasibility of rapid
detection from video frames.

In [10], the authors proposed motion stabilization techniques
to enhance the visual classification of UAVs from moving cameras.
By extracting spatio temporal features from image cubes and ap-
plying regression based stabilization, their system improved object
detection in dynamic scenes. They evaluated boosted tree and CNN
based classifiers on custom collected datasets comprising UAVs
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and aircraft, reporting average precision scores above 0.84 for UAV
categories.

In [11], the researchers proposed a two module system that
combines a drone detection module and an identification module.
The detection module used Haar like features and OpenCV’s object
detection pipeline, while the identification module applied a sim-
ple CNN with two convolutional and two fully connected layers.
Their dataset included 7,000 drone and 3,000 non-drone images.
The overall system achieved 89% detection accuracy and 91.6%
identification accuracy.

These vision based techniques offer robust performance in clear
visual environments and are well suited for medium to long range
UAV detection. However, they are less effective under occlusion,
poor lighting, or fast drone maneuvers, motivating the need for
complementary modalities such as acoustics or radar.

2.3. Radar Based Methods for UAV Detection

Radar based detection methods provide an effective alternative
for identifying UAVs, especially in scenarios involving poor visi-
bility or long distance operation. These systems detect objects by
emitting radio waves and analyzing the reflected signals, offering
advantages in range, reliability, and performance under challenging
environmental conditions.

In [12], the authors developed a radar detection framework
using an S band continuous wave radar coupled with a deep belief
network (DBN). They extracted micro Doppler signatures from
three different UAV types, including a helicopter, an artificial bird,
and a quadcopter. By using spectral correlation functions as in-
puts, their DBN based classifier achieved over 90% classification
accuracy. Gaussian noise was added for data augmentation, which
helped evaluate system performance under various signal condi-
tions.

In [13], the authors proposed a system using a frequency modu-
lated continuous wave radar along with a pre trained convolutional
neural network, specifically GoogleNet. Their dataset included
over 66,000 micro Doppler and cadence velocity diagram images
collected both indoors in an anechoic chamber and outdoors. By
simulating different motor types and observation angles, they as-
sessed model robustness and achieved 94.7% classification accu-
racy across varied scenarios.

Radar based approaches demonstrate strong performance in
tracking UAV movement across large distances and in detecting
small objects under low light or visually obstructed environments.
However, these systems typically require more specialized hard-
ware and signal processing expertise, which may limit widespread
adoption compared to vision or acoustic based systems.

2.4. Radio Frequency Based Methods for UAV Detection

Radio frequency (RF) based detection systems leverage the
electromagnetic emissions produced by the communication link
between UAVs and their controllers. These systems can detect and
identify drones based on signal characteristics such as transmis-
sion frequency, modulation patterns, and signal strength, making
them particularly useful for detecting both the drone and the pilot’s
control source.
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In [14], the authors presented a detection framework that uses
radio frequency transmissions between UAVs and their controllers
to distinguish UAV related activity from background communica-
tion signals. Their approach employed a Bayesian model derived
from Markov processes to perform binary detection and multi-
class classification. Extracted features included spectral entropy,
skewness, variance, and kurtosis of the signal, followed by feature
selection using neighborhood component analysis. The processed
features were input into several machine learning classifiers, in-
cluding support vector machines and neural networks. Their model
achieved over 96% classification accuracy.

In [15], the authors proposed a detection method based on
Gaussian Mixture Models and an adaptive thresholding mechanism
to determine UAV activity. They collected data from seven UAV
models, extracting signal onset points through statistical analysis
of Gaussian distributions. Their method achieved 97% detection
accuracy, demonstrating strong performance in identifying the be-
ginning of UAV control signal activity.

In [16], the researchers conducted a comprehensive review
of radio frequency based UAV detection and classification meth-
ods. Their study categorized techniques into classical, advanced,
and hybrid engineering approaches, highlighting the strengths and
limitations of each in relation to input data types such as MAC
addresses, communication protocols, extracted features, and raw
I/Q signals. They emphasized that deep learning based methods,
particularly those leveraging raw RF signals and time frequency
representations, have shown superior performance in recent lit-
erature. Furthermore, they discussed key publicly available RF
drone datasets, such as the DroneRF and VTI RF datasets, and
noted the scarcity of large scale open access RF datasets. Their
comparative analysis showed that deep learning models trained
on the DroneRF and VTI RF datasets consistently achieved high
classification performance. For example, CNN-based models on
the DroneRF dataset reported up to 100% detection accuracy and
over 94% type identification accuracy [16]. Similarly, models eval-
uated on the VTI_RF_Dataset achieved over 99% in drone detection
and 97% in multiple drone identification scenarios. These results
underscore the effectiveness of modern deep learning techniques
when paired with well-curated RF signal datasets.

Radio frequency based techniques provide the advantage of
long range and real-time detection capabilities, particularly in open
environments where signal propagation is reliable. However, these
methods can be challenged by encrypted communication, frequency
hopping protocols, and legal restrictions on RF signal monitoring.
As such, they are often used in conjunction with other sensing
modalities for comprehensive UAV detection solutions.

2.5. Audio-Derived Visual Methods

Recent work has explored the transformation of acoustic data
into visual formats to leverage the strength of computer vision
models in drone classification. In [17], the authors introduced a
novel methodology that converts audio recordings into Mel Fre-
quency Cepstral Coefficient (MFCC) plots, enabling the use of
image-based deep learning models. Their dataset included 32 UAV
categories, each with 100 five-second audio recordings, from which
MFCC visualizations were generated.
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The authors trained and compared three vision architec-
tures—EfficientNet, ResNet50, and Vision Transformer—on these
MFCC images. Among them, EfficientNet achieved the high-
est classification accuracy of 96.31%, followed by ResNet50 at
94.22%, and Vision Transformer at 73.69%. These results high-
light the promise of combining auditory signals with visual model
pipelines and underscore the discriminative power of MFCCs when
processed through image-based frameworks.

This audio-to-visual strategy provides a compelling hybrid so-
lution that bridges the strengths of acoustic data and modern vision
models. It also opens new opportunities for multi-modal fusion in
UAV detection, particularly in settings where raw audio may be
harder to interpret directly.

2.6. Existing UAV Audio Datasets

Despite promising advancements in UAV detection through
acoustic sensing, the progress of audio-based systems has been
constrained by the limited availability of high-quality, publicly
accessible datasets. Most existing efforts in this domain focus
on creating targeted corpora tailored to specific drone models or
environmental conditions, which restricts their utility for broader
model generalization and benchmarking.

In [18], the authors introduced one of the largest open-access
UAV audio datasets to date, containing recordings from 15 differ-
ent drones—including both small toy models and larger Class I
UAVs—totaling 8,120 seconds of annotated audio. The dataset
captures diverse operational sounds and was used to train a con-
volutional neural network for 15-class classification, achieving an
average test accuracy of 98.7% and a test loss of 0.076. These
results underscore the dataset’s value for supporting robust, real-
world classification systems.

Building on this work, [19] further investigated the impact of
feature design on UAV classification performance. Specifically,
they evaluated various quantities of Mel Frequency Cepstral Coeffi-
cients (MFCCs) and determined that using 30 coefficients provided
an optimal balance between feature richness and noise resilience.
This study also introduced a companion image-based dataset de-
rived from the original audio, consisting of waveform, spectrogram,
Mel filter bank, and MFCC plots across 26 UAV categories. With
100 audio samples per category, the dataset supports both visual
and audio modality exploration and facilitates the development of
multimodal detection systems.

Together, these datasets offer a foundation for standardized
evaluation in acoustic-based UAV detection and serve as critical
resources for researchers aiming to improve generalization, scala-
bility, and interpretability of drone classification models.

2.7. Interactive Tools for Research and Education

Interactive tools for audio-based exploration and simulation are
increasingly used to enhance understanding of acoustic principles,
foster student engagement, and support open-ended inquiry in both
research and classroom settings.

Interactive tools and platforms for exploring acoustic data are
crucial for advancing research and education. Projects like Bird-
Vox [20], which provides interactive access to bird sound datasets,
illustrate the benefits of such tools. However, similar resources for
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drone acoustics are notably lacking. This gap hampers the ability of
researchers to conduct in-depth analyses and limits the educational
potential of these datasets.

In [21], the authors introduced the Acoustics Apps platform, a
browser-based e-learning environment that uses high-fidelity sim-
ulations powered by COMSOL Server technology. These apps
support interactive exploration of complex wave phenomena, mu-
sical instrument behavior, and room acoustics without requiring
access to physical lab equipment. Designed to be intuitive and
device-independent, Acoustics Apps have been successfully used
in both high school and university settings to visualize invisible
acoustic behaviors and engage students through virtual experiments
and self-guided exploration.

In the context of sonic interaction design, [22] presented the
Sound Design Toolkit (SDT), a modular software environment
for real-time, physics-based sound synthesis. SDT includes a
library of sound models—such as impacts, friction, and fluid
sounds—that can be interactively controlled using sensors or
mapped to MIDI/OSC inputs. Developed with education and pro-
totyping in mind, SDT facilitates experiential learning by enabling
users to sketch, manipulate, and evaluate sonic feedback in design
scenarios. Its taxonomy of everyday sounds also makes it suit-
able for classroom demonstrations of sound physics and design
aesthetics.

In [23], the authors designed a simple, interactive GUI tool
in MATLAB that allows students to record and visualize sound
waveforms and their corresponding frequency spectra. Primarily
used to teach the Fourier transform concept in introductory engi-
neering courses, the tool lets users experiment with different input
sounds—including their own voice—and immediately observe how
spectral components vary. This low-cost and hands-on approach is
particularly effective in demystifying frequency-domain analysis
for first-year students.

In [24], the researchers examined the role of Interactive Au-
dio Visual (IAV) media in improving creative thinking among
science students. Their mixed-methods study found that students
who engaged with IAV materials demonstrated significantly higher
creative thinking scores compared to those using conventional Pow-
erPoint media. Students also expressed high levels of interest and
ease in using the interactive content, noting improved comprehen-
sion and increased motivation during tasks involving simulation-
based learning. These findings reinforce the educational value of
interactive multimedia in facilitating critical and creative thinking
skills.

In [1], the authors developed a web-based drone audio visu-
alization tool that enables users to explore the unique acoustic
signatures of drones by listening to recordings and examining their
associated spectrogram and MFCC plots. This platform laid the
groundwork for the current journal study by providing an initial
system for drone sound data visualization. The updated version
enhances this foundation with expanded features, improved inter-
activity, and integration of a broader UAV dataset. The platform
presents a browsable interface with drone images and playback
controls, designed to make drone acoustics accessible for students,
researchers, and hobbyists.

Collectively, these platforms reflect a growing emphasis on ac-
cessible, engaging, and interactive resources in acoustics education
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Table 1: UAV Audio Dataset: 32 Classes with Collection Sites

Manufacturer Model Drone Type Number of Files Duration (sec) Collection Site
Self-build David Tricopter Outdoor 100 500 Columbus, IN
Self-build PhenoBee Outdoor 100 500 West Lafayette, IN
Autel Evo 2 Pro Outdoor 100 500 New Richmond, IN
DIJI Avata Outdoor 100 500 Charleston, SC
DII FPV Outdoor 100 500 Charleston, SC
DII Matrice 200 Outdoor 100 500 West Lafayette, IN
DIJI Matrice 200 V2 Outdoor 100 500 New Richmond, IN
DIl Matrice 600p Outdoor 100 500 New Richmond, IN
DIJI Mavic Air 2 Outdoor 100 500 New Richmond, IN
DIJI Mavic Mini 1 Outdoor 100 500 New Richmond, IN
DIJI Mini 2 Outdoor 100 500 New Richmond, IN
DIJI Mini 3 Outdoor 100 500 Charleston, SC
DIJI Mini 3 Pro Outdoor 100 500 Charleston, SC
DIJI Mavic 2 Pro Outdoor 100 500 New Richmond, IN
DIJI Neo Outdoor 100 500 Charleston, SC
DIJI Mavic 2s Outdoor 100 500 New Richmond, IN
DIJI Phantom 2 Outdoor 100 500 New Richmond, IN
DIJI Phantom 4 Outdoor 100 500 New Richmond, IN
DIJI Tello Indoor 100 500 Charleston, SC
DIJI RoboMaster TT Tello Indoor 100 500 New Richmond, IN
Hasakee Ql1 Indoor 100 500 West Lafayette, IN
Holystone HS210 Indoor 100 500 Charleston, SC
Hover X1 Outdoor 100 500 Charleston, SC
Syma X5SwW Indoor 100 500 West Lafayette, IN
Syma X5UW Indoor 100 500 West Lafayette, IN
Syma X8SW Indoor 100 500 West Lafayette, IN
Syma X20 Indoor 100 500 West Lafayette, IN
Syma X20pP Indoor 100 500 West Lafayette, IN
Syma X26 Indoor 100 500 West Lafayette, IN
Swellpro Splash 3 plus Outdoor 100 500 New Richmond, IN
Yuneec Typhoon H Plus Outdoor 100 500 New Richmond, IN
UDIRC U46 Outdoor 100 500 West Lafayette, IN
Total 3,200 16,000

and sonic research. They demonstrate how interactivity—whether
through sound manipulation, simulation, or visualization—can
significantly deepen conceptual understanding and foster interdis-
ciplinary learning.

3. Methodology

3.1. Data Collection

The drone data collection is an ongoing multi-year effort aimed
at building a large-scale, diverse dataset of UAV acoustic signa-
tures [1, 18, 19, 25]. As of 2025, the dataset comprises 3,200 audio
recordings captured from 32 distinct unmanned aerial vehicles
(UAVs5), totaling 16,000 seconds of raw flight audio, as shown in
Table 1. Each UAV contributed 100 five-second audio clips. These
recordings span a wide range of drone types and environments and
serve as the foundation for acoustic analysis, feature extraction,
and educational visualization.

Drone Overview: The collection includes 28 quadcopters,
one tricopter, two hexacopters, and one tail-sitter UAV. The ma-
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jority feature standard X-frame quadrotor configurations. Drone
platforms include commercial and consumer models from DJI, Au-
tel, Syma, Yuneec, UDI, Hasakee, Holystone, and Hover, as well
as two custom-built designs. Notable entries include the David
Tricopter, a custom-built tricopter with a 34-inch diameter and
AfroFlight Naze32 flight controller, and PhenoBee, a large-scale
hexacopter weighing 23 kg, designed by Ziling Chen and built on
the Ardupilot Cube Orange platform.

Recording Sites: Audio recordings were collected in diverse
indoor and outdoor environments across three U.S. locations: West
Lafayette, Indiana; New Richmond, Indiana; and Charleston, South
Carolina. Indoor data from Indiana were acquired in university
laboratories, while outdoor recordings were made on a private farm
in New Richmond. Charleston-based data were collected in the
College of Charleston’s Drone Lab at the Harbor Walk Campus
(indoor) and from the rooftop of the South Carolina Aquarium park-
ing garage (outdoor). Recordings captured natural environmental
noise such as wind, birdsong, and traffic, contributing to a realistic
audio corpus.
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Recording Equipment: From 2021 to 2023, data were
recorded using a MacBook Air (1.1GHz quad-core Intel Core
i5, 8GB RAM) with the system’s internal microphone. Beginning
in 2024, recordings were made with an updated MacBook Air
featuring an Apple M3 chip and 16GB of memory. No external
microphones or post-processing techniques were used, preserving
the raw acoustic characteristics of each drone.

This dataset underpins the visual and analytical tools presented
in this study, including the expanded web-based interface for ex-
ploring drone-specific acoustic features such as MFCCs and spec-
trograms.

3.2. Visualization Dataset Creation

The project’s implementation uses Librosa [4] to compute the
Mel Frequency Cepstral Coefficient (MFCC). Our number of mfcc
were set to 20 (n-mfcc, FFT window size to 2048 (n-fft), overlap
between frames 512 (hop length), and the number of mels to 128
(n-mels). The mathematical descriptions below reflect what is
abstracted in the Librosa package.

Extracting MFCCs from an audio dataset involves several steps.
The process begins with digital audio files (i.e. .wav, .mp3, .ogg,
etc), representing the raw audio signal. The audio is segmented
into short overlapping windows ranging from 20 to 40 milliseconds.
To reduce signal noise, the Hanning window function is applied, it
is mathematically given as used by Harris [26]:

1 2nn
wln] = 2[1 cos( N )], forO<n<N-1.

where w[n] is the Hanning window function and N is the total
number of windows to be computed. Note that we are using zeroth
indexing in the function above. This improves the accuracy of the
following feature representations, by smoothing the signal with the
1- cos(%) term.

Next, the Short-Time Fourier Transform is applied (STFT).
Specifically, the continuous-time STFT is applied. It can mathe-
matically be given as:

x(t, w):

00

XD wr —1) e dr

STFT,(t,w) = f

—00

The STFT is computed for each windowed frame. Using the
w(t — ) time-centered windowing function segments the raw sig-
nal x(7) onto the STFT’s sinusoidal basis function e=/“7. the
STFT,(t, w). If computation stopped at this step, the plot would be
a spectrogram.

Next the mel-scale is applied. Which was developed to mimic
the human perception of hearing. It isn’t critical to model perfor-
mance, but is consistent in related literature [2], [6]. Mathemati-
cally the mel-scale can be written as:

m(f) = 2595 - logm(l + %)

The mel-scale transform converts frequencies from Hertz (Hz)
to those in the mel-scale (mels). If computation stopped, the plot
would be a mel-spectrogram
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From here the approach uses triangular filter banks to calculate
the relative amplitude of the frequencies. Shown is the piecewise
definition as used in Hang Xu et al. [27]:

0 k< flm—-1]
k—fIm-1]
H,[k] = W flm—-1]1<k < flm]
Tt SIml <k < flm+1]
0 k> flm+1]

m is the mel filter index and k is the index for the frequency
bin. If computation stopped here, the plot would be considered a
mel-filterbank.

In the final step, the processed signal is log-scaled and then
passed through the Discrete Cosine Transform (DCT) of the mel
log signal. Specifically the DCT-II formalization, which is standard
for audio processing. Mathematically it is defined as:

N-1

Xk=2xncos[%(n+%)k]

n=0

for k=0,... N—-1.

The formulation of the augmented base cosine function allows
the cosine function cos [ ¥ (n + %) k] to give unique information
for each frequency component, lending itself for an efficient or-
thogonal representation without waste.

The DCT transform converts N time/spatial samples into N
frequency coefficients: [xg, x1, ..., xy-1] = [Xo, X1,. .., Xn-1]-

After applying the DCT, the MFCC is computationally com-
plete, resulting in a compact and rich representation of an original
audio signal.

We have generated a total of 3,200 MFCC plots extracted from
audio recordings across 32 categories, with each category con-
taining 100 audio files. These MFCC plots serve as feature-rich
representations of the acoustic characteristics captured from the
audio data; essential for further analysis and classification tasks,
reflecting the unique acoustic signatures of various UAV drone
audio recordings.

3.3. Web Application Development

The Drone Audio Visualization Tool is an interactive web ap-
plication designed to enhance the exploration and analysis of a
drone audio dataset. Its user interface (UI) is designed so that
users can intuitively navigate the application, explore the dataset,
and gain meaningful insight into drone audio patterns. The pub-
licly available website can be accessed at: https://mackenzie-
jane.github.io/drone-visualization/#/.

Users begin by opening the homepage, which provides an
overview of the project and a selection of all 32 drone images. This
serves as a visual entry point into the dataset and facilitates quick
orientation between pages. Figure 1 illustrates the layout of the
home page, which shows the drone images and basic information.

From the homepage, users can navigate to the drone dataset
page, which features a responsive grid layout of 32 cards, one for
each drone in the dataset. Each card includes the drone’s name
and image, enabling quick identification and selection. This intu-
itive and visually appealing layout helps users quickly identify and
select their drone of interest.
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The Drone Lab at The College of Charleston

Figure 1: Audio Visualization Tool Web Application Home Page

Upon selecting a drone, users are redirected to the drone detail
page. This page presents a cohesive view of the attributes of the
selected drone, including its name, image, an audio recording sam-
ple, and two visualization: a Mel-Frequency Cepstral Coeflicient
(MFCC) plot and a spectrogram plot. These visualizations are
generated at a randomly selected frame, offering a snapshot of the
drone’s acoustic signature. Figure 2 shows an example of the drone
information and plots. The layout ensures that the visualizations,
drone image, and audio information are presented in a cohesive

Home Drone Dataset

Information

way. This enables users to simultaneously see and hear key charac-
teristics of each drone, supporting both qualitative and quantitative
analysis of drone sound profiles.

This website is built using the React framework to structure
and render dynamic components for each drone. In addition, CSS
is used to style the interface and ensure responsiveness across de-
vices. JavaScript enables interactivity, such as page transitions and
dynamic content loading. Media files, drone images, MFCC plots,
spectrograms, and audio files are stored in organized subdirectories
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Autel Evo 2

s
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The Drone Lab at The College of Charleston

Figure 2: Audio Visualization Tool Drone Display Page
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within the public folder. A structured JSON file maps drone identi-
fiers to their corresponding media and metadata. This architecture
supports efficient and dynamic content loading.

The dataset includes audio recordings, spectrogram images,
and MFCC plots for various drones at specific frames ranging
from 0 to 100. A Python script was used to randomly select frame
numbers between 0 and 100 for each drone. These random frame
indices are used to extract specific audio segments and the cor-
responding MFCC and spectrogram plots for each drone. This
approach ensures an unbiased and varied sampling, which is use-
ful for identifying distinguishing acoustic features across different
drones.

Using static file storage and dynamic content loading, the
web application provides an efficient and user-friendly platform
for drone audio visualization. This website improves accessi-
bility to the dataset and supports further research in drone clas-
sification and analysis. The source code for the Drone Audio
Visualization Tool is publicly available on GitHub at: https:
//github.com/mackenzie-jane/drone-visualization.

4. Conclusion

The rapid expansion of UAV usage across commercial, indus-
trial, and public domains has intensified concerns related to privacy,
security, and noise pollution, exposing limitations in existing visual-
and radar-based detection systems. This work contributes to ad-
dressing these challenges by advancing acoustic-based drone anal-
ysis through the development of a large-scale, multi-class UAV au-
dio dataset and an accompanying interactive visualization platform.
Together, these contributions provide a foundation for systematic
study of drone acoustic signatures and support the development of
robust detection and classification methods.

Beyond the dataset itself, the interactive web application en-
ables intuitive exploration of drone acoustic characteristics by inte-
grating audio playback with MFCC and spectrogram visualizations.
This platform lowers the barrier to entry for researchers, educators,
and students, supporting both analytical investigation and educa-
tional use. The experimental results and positive user feedback
demonstrate the utility of acoustic representations for distinguish-
ing drone models and highlight the effectiveness of visualization-
driven analysis in understanding complex audio patterns.

Future work will focus on expanding the dataset to include
additional drone models and operating conditions, enhancing the
web application’s functionality, and integrating more advanced
machine learning techniques for automated detection and classifica-
tion. Comparative studies across acoustic, visual, and multimodal
datasets will also be explored to better understand the strengths
and limitations of each sensing modality. Through these continued
efforts, this research aims to support scalable, reliable, and acces-
sible solutions for addressing the growing challenges associated
with widespread UAV deployment.
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